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ABSTRACT

Fog computing (FC) is an infrastructure consisting of decentralized computing, where computing resources such
as storage, applications, and data are scattered among the cloud and data source. Fog computing inherits similar
privacy and security concerns present in cloud computing, such as authentication and key management issues.
Recently, Wazid et al. presented a scheme of authentication key exchange for fog computing called SAKA-FC
to address these issues. We analyzed and identified that the SAKA-FC suffers from some severe vulnerabilities.
Furthermore, we presented an improved scheme to mitigate these problems while retaining its strengths. The
formal security analysis of the proposed scheme is validated through BAN logic. At the same time, the AVISPA
tool is employed for automated formal security verification. Informal security analysis is conducted to attest
that the proposal can confront the known attacks. Using computation and communication costs as the metrics,
the proposed scheme is also compared with some state-of-the-art schemes. The proposed scheme achieves the
same communication cost as of SAKA-FC, whereas the difference in computation cost is 24%. This increase
in computation cost is justifiable as the proposal is resistant to clogging attacks and provides better security

than the prior schemes.

1. Introduction

In fog computing, computational resources are distributed geo-
graphically and are decentralized [1]. Fog computation provides the
computational resources as a service, the same as cloud computing,
by employing identical service design. To ensure efficient resource uti-
lization and management, fog computing uses similar technologies like
cloud computing such as containers, virtualization, etc. [2,3]. Cloud
computing consists of high capacity data centers. In contrast to this,
fog computing comprises of geographically distributed resources with
average capacity named fog nodes [4], which are closer to edge-devices
as depicted in Fig. 1. This method renders a better experience to end-
users, decreases service latency, and improves the Quality of service
(QoS) [5-11]. Fog supports a broad range of future technologies and
applications like artificial intelligence (AI) and the Internet of Things
(IoT) [12]. Unlike cloud computing, fog computing is deemed more
secure because the data is gathered and analyzed at local nodes, and
various security checks are applied at different nodes. Various security
checks make it harder for the attackers/hackers to have illegitimate
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access to data, whereas, in cloud computing, data is placed in a central
location [13,14]. Since fog computing is an augmentation of cloud
computing, and various security checks are applied at different nodes
still, fog computing bears numerous privacy and security issues of
cloud computing, causing severe concerns. An adversary can perform
different sorts of attacks like forgery, impersonation, a man-in-the-
middle, spoofing, spoofing, online/offline guessing of user passwords,
ill wicked privileged insider/s, and the physical seizing of smart de-
vices as the communication is over public (insecure) channels. So, to
ensure that solely authorized users can access the system resources and
ill/wicked adversary can be prevented from accessing the system, a
robust authentication protocol needs to be employed.

Caiza et al. [15] discussed the various challenges of the Industrial
Internet of Things (IIoT) to current infrastructure. How fog computing
aims to solve these challenges and reduce energy consumption in
industrial sensor networks, the problem of big data, processing and
storage of real-time data, and enhancement in security. Caiza et al. also
reviewed recent research regarding the latency, security, architecture,
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Fig. 1. General network model of fog computing environment.

and energy consumption that fog computing offers at the industrial
level and present a survey of the contemporary features and challenges
of this innovative technology. Qiu et al. [16] have discussed some state-
of-the-art research related to intelligent security and optimization in fog
computing. Lee et al. [17] have analyzed the privacy and security issues
of fog computing, where the main focus is a man-in-the-middle attack,
data protection, and management issues, and malicious and intrusion
detection techniques, but a specific solution was absent. To prevent
leakage of personal images in cloud computing, Xia et al. [18] proposed
a scheme for image retrieval based on privacy preservation content.
The pixels of the image were encrypted by employing the standard
stream cipher. k-NN algorithm is used to secure images extracted
security features, and water-mark protocol is used to obviate the illegal
usage. Such schemes have remarkably improved biometric and face
identification based on cloud computing while assuring security and
privacy. Although the obstacle of bandwidth was yet not solved. To
overcome the issues mentioned earlier, Hu et al. [19] introduced a
face identification & resolution framework based on fog computing. In
the proposed scheme, they offloaded the computational overload from
cloud to fog nodes (FNs) by implementing task partitioning tactics. To
benefit the computation and storage capability, the matching algorithm
for face identifier and data storage is performed on the cloud. Simul-
taneously, the algorithms for image pre-processing, image detection,
feature extraction, and generation of facial image identifiers are per-
formed on fog nodes. Gope [20] introduced an authentication protocol
to address multiple differing circumstances in the D2D-aided fog com-
puting and introduced a privacy preserving security architecture. In the
proposed scheme, end devices are verified without the involvement of
the centralized authority. Alemneh et al. [21] introduced a two party
trust management scheme based on subjective logic that permits the
service provider to verify the requester’s trustworthiness and facilitates
a service requester to check whether a service provider can provide
secure and stable services. The system is also resilient to a vast popu-
lation of misbehaving nodes and can prevent trust-based attacks. To
secure communication amongst the edge nodes and cloud, Alrawais
et al. [22] introduced a key exchange protocol based on ciphertext
policy attribute-based encryption (CP-ABE). It merged it with a dig-
ital signature technique to obtain verifiability, confidentiality, access
control, and authentication. Another ECC based key exchange scheme
proposed by Khan et al. [23] was proved as incorrect by Chaudhry [24].
Similarly, Irshad et al. also proposed two party key exchanges through
an intermediate agent.
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1.1. Motivation and contributions

Recently, Wazid et al. [25] introduced a lightweight scheme using
symmetric hash functions and elliptic curve cryptography (ECC), for
smart devices in fog computing termed as SAKA-FC. Wazid et al.
averred that their scheme is robust against several known attacks, in-
cluding replay, privileged insider, offline guessing, server and/or smart
device impersonation attacks, amongst many others. However, after
careful analysis, we identified that Wazid et al.’s SAKA-FC suffers from
traceability attack, clogging attack, and employs useless parameters.
We then proposed an improved scheme using symmetric key bases
hash functions and Elliptic Curve Cryptography primitives to secure fog
computing based architectures. The scheme resists clogging and related
attacks. The rest of the paper is structured as follows: Section 1.2
explains the adopted adversarial model. SAKA-FC is reviewed in Sec-
tion in Section 2, and the cryptanalysis of the same is performed in
Section 3. Proposed scheme for fog computing is presented in Section 4.
The Security and performance analysis of the proposed scheme related
to other schemes is performed in Sections 5 and 6. Finally, the paper
is concluded in Section 7.

1.2. Adversarial model

The well-known (DY) adversarial model [26] as utilized in [27-
31] is considered in this paper. Where an adversary (A) deemed to be
equipped with subsequent capabilities:

1. Two parties communicate over the public channel and end-
points are not trusted.

2. A has full control over the public communication channel.

3. A can alter or discard a message transmitting over the public
channel and can also forge a message.

4. Private/secret key of the Trusted Authority (7°'A)/Central Au-
thority (CA) can’t be compromised.

Moreover, CK adversarial model [32], and eCK model [33] are also
considered along with the DY model. As per the CK-adversary model,
an adversary can also compromise the confidential credentials and the
session keys and states in the sessions. Additionally, .A can also capture
the smart devices and perform a power analysis attack [34,35] to obtain
stored information. As per the eCK model, the attacker is also allowed
to launch a critical compromise impersonation attack.

2. Review of Wazid et al.’s scheme

The essential phases of the scheme proposed by Wazid et al. [25]
are described in the subsequent subsections; whereas, various notations
useful to understand technical details are listed in Table 1.

2.1. Pre-deployment processes

In this phase, fog servers, smart devices, and cloud servers are
registered with the Trusted Authority (T'A) before they are deployed
in the network.

2.1.1. Smart devices registration process

T A selects identity I D,, temporary identity T D, for each smart de-
vice and computes RID; = h(K || ID,), TC, = h(K||RT S||I D,) where
K is the secret key of T A and RT'S being the registration timestamp of
smart device. T A then picks F(x,y) = Zin,n:O a,, ,x"y" distinct symmet-
ric bivariate polynomial of degree t over a Galois finite field (GF(p)(=
Z,)) and computes F(TIDy,y) = Y, , ola,,(TID)"]y" a polyno-
mial share. Finally, the parameters {RID,,TID,, TC,, F(TID,,y)} are
stored in D,’s memory prior deployment in the field.
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Table 1
Notations guide.
Symbols Representations
U;, M D, ith user and his/her mobile device
ID,, PW,, BIO; ith user’s identity, password and biometric
D, 1D, kth smart device and its identity
FS;,ID; Jjth fog server and its identity
CS,. 1D, Ith cloud server and its identity

RTS,,RTS;,RT'S, Registration timestamp of smart device, fog
server, and cloud server, respectively
Fislys g Random numbers

K 1024 bit long secret key of TA

d,, P.=d,.G Private/public key pair of ith entity
SK; (= SK;) Session key between U; and D,

h(.) Cryptographic one way hash function
TS, TSf, TS, Current timestamps

Gen(.), Rep(.) Fuzzy generation & reproduction functions
AT Delay tolerance

it j Relational equality check

@, || EX-OR and concatenation operators

=, — Public and private channels

I,AU, Alternative notations used for adversary

2.1.2. Fog servers registration process

For each fog server FS;, T A picks distinct identity /D; and tempo-
rary identity T1D; and computes F(TID;,y) = ¥, ._ola,,(T1D;)"1y",
TC; = h(K|[RTS;||ID;), and RID; = h(K || ID;) for each FS; where
RTS; is the registration timestamp of FS; and stores the parameters
{{RID;|i = 1.2,....,n;},(RID;, TID;, TC;, F(TID;,y))} in a database of
FS; prior deployment.

2.1.3. Cloud servers registration processes

For each cloud server CS;, TA picks a distinct identity ID,, tem-
porary identity TID, and computes RID, = h(K || ID)), TC, =
h(K||RTS,||ID,) where RTS, is the registration timestamp of the CS;.
T A picks G;(x,y) = Z:n,n:O b, ,x™y" € GF(p)[x, y] a unique symmetric
bivariate polynomial of degree ¢ for each pair of (CS,, FS)). TA
then computes F(TID;,y) = Zim:O[am’”(TI D))"™]y" for each pair of
(CS,, FS)) and stores the parameters {(RID,,TID; TC)),
{G;(TID;,y|j = 1,2,...,n/}} in cloud server CS’s database and

(G, (TID;, )|l =1,2,...,n.} in FS;’s database for each CS.
2.2. Key management (KM) process

This phase reviews Wazid et al.’s process of the key sharing between
a smart device and a fog server as well as between a fog server and a
cloud server.

2.2.1. KM for smart devices and fog servers
Subsequent are the steps performed over an insecure public channel
to establish a secret key amongst D, and FS;:

1. D, first picks an arbitrary nonce r; and present timestamp
TS, calculates r| = h(r|||TC|ITS,) and transmits the message
containing {TIDk,rg,TSI} to FS;.

2. On receiving {TIDk,r’I,TSl} from Dy, FS; first checks the
message freshness through verifying |T'S, - TS| <a T, if true
FS; picks a random nonce r, and selects present timestamp TS,
and computes AA; = h(r, I TC)) ® h(F(TIDj,TIDk)llr’l [1TS5),
F(TID;.TIDy), K;; = h(F(TID,, TID|IF,|l h(r, | TC)) |ITS).
BB; = NAKylTS,) and sends the message containing
(TID;,AA;, BB;,TS,} over the public channel to D,.

3. On receiving {TID;,AA;,BB;,TS,} from FS;, D, checks the
message freshness through verifying |T'S, — T'S] <a T|. If true,
D, calculates F(TID,, TIDj), h(r, I TC;)) = AA; @ h
(F(TID,. TID))||IF|| TSy) = AA; @ h(F(TID; . TIDY)|r}|ITS,),
Ky = W(FTID, TIDPIr |h(raITCHITSy), BB, = h( Ky; |l

TS,) and checks whether BB; = BB, if true D, uses the secret
key K, ;(= K};) for future communication else discards the key.
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2.2.2. KM for fog servers and cloud servers
Subsequent are the steps performed to establish a secret key
amongst a fog server FS; and a cloud server CS;:

1. FS; selects present timestamp 7'S; and an arbitrary nonce r3,
computes rg = h(r3|ITC;|ITS3), and transmits the message con-
taining {T'I D s r;,T S5} to C.S; via public channel.

2. Onreceiving {T1D;,r},,TS3} from FS; CS, first checks the mes-
sage freshness through verifying |7'S; — T'S] <A T|. If true C.S,
picks current timestamp 7'S,, an arbitrary number r, and calcu-
lates G;_(TID,.TID;), CC; = h(r, | TC))® h(G,_(T1D,, TID))
IFITSy), Kjj = h(G;_(TID,, TID)|F|| h(ry || TC)) || TSy DD,
= h(K); || TSy). Finally, CS; transmits the message containing
{TID;,CC;,DD;, TSy} to FS; over the public channel.

3. On receiving {TID;,CC,, DD;,TS,} from CS,, FS; first checks
the message freshness through verifying |7'S, - T'Sy| <a T, if
true FS; calculates G;_(T1D;,TID,) =G, (TID;, TID;), h(ry |
TC) = CC, ® h(G;_(TID;, TID)|FITS,).K; = h(G,;
(TID, TID)|IFllA(ry || TCHITS,).DD] = h(K;|ITS,) and

?
checks whether DD} = DDj. If true, FS; uses the secret key
K;;(= K;;) to communicate securely with C.S.

2.3. User registration process

In their scheme, Wazid et al. employed Elliptic-curve cryptography
(ECC) by selecting a curve E,(a,p) and a point G € E,(a, p). More-
over, Wazid et al. employed fuzzy extractor to implement biometric-
authentication which comprises a pair of functions; (i) probabilistic
random generation Gen(.) and (ii) deterministic reproduction (Rep(.)).
Where Gen(.) takes personal biometric of a user and produces the
arbitrary / — bit long key o; € {0,1}, and a public reproduction
parameter 7;. While, the Rep(.) takes r; along with user biometrics
and inspects whether the variation among old and new biometrics is
< to the error tolerance threshold (). Rep(.) reproduces the genuine
biometric as a return value.

If a user U; wants to access the smart device D, he/she needs to
register first. Following is the procedure adopted by a U; to register
with the T A:

1. U, picks an identity I D;, arbitrary secret number s, a private key
d; € Z; and calculates RID; = h(s || ID)), P; = d;.G. Finally, U,
sends the message containing {RID;, P;} to TA over a private
channel.

2. Upon receiving the message from U;, TA computes TC; =
h(RID;||K||RTS;) where RTS; is the registration timestamp of

the U;. Finally TA sends the reply containing
{TC,,{(TID;, (TC))|j = 1,2,....n,}} to U; over the private
channel.

3. Upon receiving the reply from T A, U; chooses PW, and im-
prints BIO;. The associated device M D, computes Gen (BI0O;) =
(0n7), TC; = TC, @ h(ID; || o)), d} = d; & h(ID;||[PWjlloy),
RID; = RID; ® h(d; || o), TC; = h(TC)) & h(RID; | o)),
and RPD; = h(ID; || TC;|PW;llo;) for j = 1,2,...,n;. Finally,
M D; overwrites the information {s, RID;,d;,TC,,{NTC))|j =
1,2,....nz}} with (RID},d;, TC;, RPB}, {(TID;,TC})|j = 1,2,
o hg}, P 7y, Gen(.), Rep(.), h(.),t}.

2.4. Login process

Subsequent are the steps performed by the U; in order to login
through M D; and access Dy:

1. U, submits {ID;, PW,;} pair along with BIO] to M D;. The M D,
calculates 6] = Rep(BIO],t,), TC; = TC @ h(ID; || o)), d; =
d* @ h(ID;|PW|s)), RID; = RID! & h(d; || ¢/), RPB; =

2
h(ID;||TC;||PW; || o]), and checks whether RPB, = RPB,. If
true, next step is computed else session terminates.
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2. M D, further computes A(TC;) = TCJT‘ ® WRID; || o)), R, =r,.G,
a; = d; +ri(modp), RID, = RID; ® h(h(TC)) || T'S,), F; = RID, &
h(h(TC;) || TS,) and E; = h(TC||d,||TS;) & h(h(TC;) || RID,).
Finally, M D; transmits the message containing M, = {RI D,
R;,a;, E;, F;,TS;} to FS; via public channel.

2.5. Authentication and key agreement process

Subsequent are the steps performed by U;, F.S; and D, to establish
a session key once U; sends login request:

1. Upon receiving the M, , FS; first checks the message freshness
by validating the condition |T'S; — TS} <A T|. If true FS; com-
putes RID; = RID:. @ h(W(TC)) || TS;) and checks whether it is
present in the database and checks the validity of ¢;.G = P, + R;.
If both are true FS; picks an arbitrary number r, and present
timestamp TS/, calculates Ky =r;R; = (r;. rp).G, Py = r;.G,
RID, = F, ® h(k(TC;) || TS)), RID} = RID, ® h(K;, |
TS;), RID} = h(RID,) ® h(K;|IRID,|ITS;), (T C,||d;|ITS,) =
E; @ h(A(TC)) || RID;), G; = h(K; IRID|ITS;) @ h(K,; || h(
TCId,IITS) | h(RID,), and H, = h((RID,) || RID;, |G, P; |
TSy). Finally, T'S; transmits the message containing M,, =
{RID}, RID},G;. H;, P;.,TS;} to D,.

2. On receiving M, , the D, first checks the message freshness

by validating the condition |T'S, — TS <aT|. If true, D, cal-

culates RID, = RID]*( ® h(K;, || TSy),n(RID;) = RID; &
h(K,IRIDLITS ), HY = h(h(RID)) | RID, IG,IIP; || TSp),

and verifies whether H J’ < H; if false session terminates. If true,
D, picks an arbitrary number r,, present timestamp 7S, and
calculates I; = G; @ h(Kj |RID|TS ;) = h(K,, || K(TC; || d; |
TS)) || h( RID), My = h(TC; || r) ® h(RID,, || h(RID,) || TS)),
SKy; = h; || A(TC,lirITSy)), RID:* = RID, @ h(h(RID)) ||
TSy), and Ny = h(SKyllP/|ITSy). Finally, D, transmits the
message containing M, = {RID;*, My, Ny, P;,TS;} to U;.

3. On receiving M, , U; first checks the message freshness by
validating the condition |T'S, — TS} <aT|. If true, U; calcu-
lates RID, = RID:* & h(h(RID)) || TS).h(TC; | r)
M, ® h(RID, || h(RID) |l TSy, K,; = r.P;.SKy =
(K, BT C N NTS)N b (RIDDIATC, || rITS (= SKyp),
and N, = h( SK;||P/||TS}). Finally, U; verifies the condition

?
N, = Ny, if true SK; (= SK};) is used as a session key among
the U; and D, for safe communication.

3. Cryptanalysis of Wazid et al.’s scheme

In this section, we show that the scheme of Wazid et al. (SAKA-FC) is
vulnerable to traceability and clogging attacks. Moreover, their scheme
has a useless parameter E; transmitted over the insecure channel
along with another insecure parameter F;. The details are given in the
following subsections:

3.1. Traceability attack

This attack can be simulated by considering an attacker .4, who
registers with the system and gets its’ mobile device M D, engraved
with {RID},TC},d*, RPB,, {(T1D;,TC})|j = 1,2.n;}, P,,,}. Follow-
ing steps shows the simulation of traceability attacks:

Step TA 1: U, enters his identity, password and biometrics tuple
{ID,,PW,,BIO,} and computes s/ = Rep(BIO!, t,), TC, =
TC* @ h(ID, || o), d, = d* & h(ID, || PW, || 6)), RID; =
RID! & h(d; || o)) and:

WTC;)=TC; & h(RID, || 5}) ¢
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Step TA 2: Now U, waits for login request message from any sys-
tem user. Let U, initiates login message by sending M
(RID/.R;.a;, E;, F,,TS;) to FS,.

Step TA 3: U, intercepts My, and by using extracted A(TC;) and
captured RI D,’., TS; computes:

sgl =

RID; = RID, @ h(h(TC)) || TS,) 2)

In Eq. (2), the RID; is the alias identity of the original user
U;. The RID; remains same for all sessions. Hence, a dishonest
legal user U, has successfully launch traceability attack.

3.2. Clogging attack

Through a clogging attack, [36,37], an active attacker can force
a legitimate fog server and the smart device to process the attacker’s
fake request masquerading himself as a legitimate user of the system.
It leads towards the resource clogging of both the fog server and
the smart device, and this attack can represent a significant class of
Denial of Service (DoS) and/or degradation in Quality of Service (QoS)
attacks [38,39]. Wazid et al.’s scheme are also insecure against the
clogging attack as per the forthcoming simulation in this subsection.
Referring to the preceding Section 3.1, an attacker V', can extract
the generic parameter A(T'C;) from his mobile device after getting
registered with the system. U°4, can now launch a clogging attack and
can deceive both the fog server and the smart device on the fly. The
attack can be simulated as follows:

Step CA 1: U, waits for login request message from any system user.
Let U; initiates login message by sending
Mg, = (RID!,R;.a;, E,. F,.TS)) to FS,.

Step CA 2: U, intercepts M, and by using extracted A(T'C;) and
captured RID], computes RID; = RID, @ h(W(TC)) || TS),) as
shown in Eq. (2).
U4, now waits for the session termination and can launch user
impersonation attack any time using g; along with A(T'C;) and
RID,.

Step CA 3: U, generates 160 bit variable Z randomly, new time stamp
TS,, and computes:

RID, = RID; ® h(h(TC)) || TS,,) 3)
E,=Z®h(TC)) || RID;) (€]
F,=RID, @ h(h(TC) || TS,,) ()

Step CA4: U, mnow sends the request message M, =

(RID],R;,a;, E,,, F,;, TS,,) to FS;, where the pair {R;,q;} is
the previously captured from original message by U;.

Step CA 5: FS| receives the request and verifies the freshness of times-
tamp, as the time stamp TS, is freshly generated. Therefore,

FS; computes RID; = RIDIT ® hWTC) || TS,,) and verifies:
a;.G =P, +R;? (6)

As, the pair {qg;, R;} was generated genuinely by U, in preceding
session. Therefore, Uy passes this test. Therefore, F.S; processes
the fake request by U’,.

Step CA 6: FS; now generate r,, TS, and computes K,, = r,.R; =
(rirp).G, Z = E,, ® h(h(TC)) || RID), P; = r;.G, RID, =
F, ® h(h(T'C;) || TS;), RID} = h(RID;) @ h(K;IRID,||ITS ),
RID; = RID, @ h(Kj; || TSy), G; = h(K;[[RID,||ITS;) &
h(K, (I Z||h(RID;)) and H; = h(h(RID)||RID||G;|I P/ TS)

Step CA7: FS; further sends M, = (RIDi*,RIDZ,Gj,Hj,Pf,TSf) to
the smart device D,.

Step CA 8: On receiving M,,,, the D, checks time freshness of TS/,

as it is generated freshly, so this test is passed. D, further

computes RID; = RIDZ ® h(K/-,C I TSy), h(RID;) = RID;"' ®

h(K; IRIDIITS ), and H/ = h(h(RID)IIRI DG, IIPIITS)).
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Now D, checks H] ZH ;» if it holds, D consider both the FS;
and U, as legitimate ones. As all these parameters { R D;, RID,,
G;, P;,TS;} used in computation of H; are generated by
legitimate fog server FS;. So this test is also passed.

Step CA 9: Now, Dy computes and sends other parameters
M, = (RID, My, Ny, P, TS)) to U,

In the simulation steps above, we have seen that the attacker ",
can send a forged request on behalf of another user and forced both
the fog server and the smart device to process this message. Both the
server and device consider U, as the legitimate U; and shared a session
key with U,. This is a fact that "y could not be able to compute
the correct session key as he doesn’t have access to r;. Still, he has
successfully launched a clogging attack, which can further degrade the
system performance and significantly cause a DoS attack.

3.3. Useless/insecure parameters

E; is a useless parameter in Wazid et al.’s scheme, as it can be
easily extracted by the attacker using computed A(T'C;) through Eq. (1)
and RID; through Eq. (2) as described in Section 3.1. Therefore, the
attacker Uy can compute the hidden parameter on the fly, shown as
follows:

WTCilldi|ITS;) = E; @ h(M(TC)) || RID,) )

Moreover, the timestamp 7'S; is sent in plain text; therefore, the
attacker can efficiently compute the identity RID, of D,, shown as
follows:

RIDy = F, ® h(W(TC)) | TS,) ©

Hence, the E; is a useless parameter and F; is an insecure parameter.
4. Proposed scheme

In this section, an improved scheme is presented to overcome the
vulnerabilities present in Wazid et al.’s scheme.

4.1. Pre-deployment processes

In this phase, cloud and fog servers and smart devices are registered
with the Trusted Authority (T'A) before they are deployed in the
network.

4.1.1. Cloud servers registration process

For each cloud server CS;, TA picks a distinct identity 7D, and
computes d, = h(K || ID,) as the private key of CS,. TA then stores
{ID,,d,;} in the memory of cloud server and deploys it in the network.

4.1.2. Fog servers registration process

For each fog server FS;, TA picks distinct identity ID;, selects
private key d; = h(ID; || d)) as per the corresponding cloud server
CS; and computes public key P; = d;.G. Now, T A stores {ID;,d;, P;}
in fog server’s memory as well as sends {ID;, P;} to corresponding CS,
and the T'A publicizes the pair {ID;, P;}.
4.1.3. Smart devices registration process

T A selects unique identity 1D, for each smart device and as per
the corresponding F.S; computes d;, = h(d;||ID;||ID;). Finally, the
parameters {ID,,d,} are stored in D,’s memory prior deployment.
Moreover, F.S; is informed about I D, deployment and F'S; stores I Dy
in it’s memory. The same method is adopted when a device dynamically
enters into the system.
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4.2. Key management (KM) process

This phase describes the key management between a smart device
and a fog server. Moreover, the key management between the fog server
and cloud server is also explained here.

4.2.1. KM for smart devices and fog servers
Subsequent are the steps performed over an insecure public channel
to establish a secret key amongst D, and FS;:

1. D, first picks an arbitrary nonce r, and timestamp 7S, calcu-
lates R, = r,.G, R, = r.P; and 7| = h(R,||ITS}||d}) and transmits
the message containing {1 Dy, R;,7,,TS;} to FS;.

2. Upon receiving this message, FS; first checks the freshness of
the message by checking the condition |T'S, — T'ST| <a T, if true
FS; calculates R, = RlAdj‘l, d; = h(d;||ID||1D;) and checks
7 Z MR, |ITS|ld,) and on success picks a random nonce r,,
present timestamp TS, and calculates R, = r,.G, Ry, = ry.P,,
K = h(R{||R,|ITS,) and 7, = h(R,||ITS,||K;;). FS; now sends
the message containing {/D;, Ry,7,,TS,} to Dy.

3. Upon receiving the message from F.S;, D, checks the freshness
of the timestamp by examining the condition |T'S, - TS] <A T|.
If true, D, calculates R, = iz.d;‘ and computes K; = h

9
(R |IR,IIT'S,). Now D, checks r, = h(R,||IT'S,||K ;). On success,
D, stores K, in it’s memory for future secure communication.

4.2.2. KM for fog servers and cloud servers
Subsequent are the steps performed over an insecure public channel
to establish a secret key amongst F.S; and CS;:

1. FS; first picks an arbitrary nonce r; and timestamp 7'S3, calcu-
lates Ry = r3.G, Ry = r3.P, and 75 = h(R;||T S5]|d;) and transmits
the message containing {ID;, R3,75,TS;} to CS.

2. On receiving {I Dj,ﬁ3,73,TS3} message, CS, first checks the
message freshness by validating the condition |T'S; — T.S]| <a
T, if true CS, calculates Ry = R%-dfl» d, = k(K || ID;) and

?
checks r; = h(R;||T S3|ld;) and on success picks a random nonce

r,, present timestamp TS, and calculates R, = r,.G, R, = r,.P,
K = h(R3||R4|IT'S,) and 7y = h(R4|IT'S4l|K;;). CS; now sends
the message containing {ID;, Ry, 74, TSy} to FS;.

3. On receiving the message containing {ID,, R,,74,TS,} from
CS,, FS; first checks the message freshness by validating the
condition |T'S, — TSy <aT|. If true, FS; calculates R, = R4.dj‘1

?
and computes K;; = h(R4||R4|IT'Sy). Now FS, checks 7, =
h(R4|ITS4llK;;). On success, FS; stores K;, in it’s memory for
future secure communication.

4.3. User registration process

If a user U; wants to access the smart device D, he/she needs to
register first. Following is the procedure as depicted in Fig. 2, adopted

by a U; to register with the T A:

1. U; picks a unique ID;, a private key d; € z, and calculates
P, = d,.G. Finally, U; sends the message containing {ID;, P;}
to T A using secure channel.

2. On receiving {ID;, P;} from U;, T A computes TC; = h(ID; || K).
Then TA sends the reply containing {TcC;,
{IDylk=1,2..n4},{ID;, P;|j = 1,2,...,ns}} to U; using secure
channel.

3. On receiving the reply containing {T'C;,{IDy |k = 1,2..n,},
{ID;,P;|j = 1,2,...,n;}} from TA, U, chooses password PW;,
and imprints BIO;. Next U; calculates Gen (BIO;) = (0;,7;),
d[* = d; @ h(I D;||PW,||c)), TCI* =TC, ® h(ID; || o;), RPB; =
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U; TA

Picks ID; and private-key
d; € Z; and Compute.

P, =d;G.
1D,,P;
(U;—~TA)
Compute
TC; = WID;||K),
Store

{ID;,P;|j =1,2,...,ns}
{IDy|lk =1,2,...,n4}
Stores and publicizes {ID;, P;}
TCi 1Dy, 1D;,P;
(Ui-TA)
Pick PW; and input B10;
Compute.
Gen(BIO;) = (0i,7:)
TC; =TC; ® MID;||o;)
df = d; ® h(ID;||PW;]|o;)
ID} = 1D; ® h(d;||o;)
RPB; = h(I1D;||TCi||PWi||o)
Replace {ID;,d;, TC;}
{IDf,d:, TC;, RPB,, P, {IDylk = 1,2, ..,na}, {(ID;, P)|j = 1,2, ....ns},
7i,Gen(.), Rep(.), ¢, h(.)}

Fig. 2. User registration process.

hUIDJITCIIPW; |l o), ID; = ID; ® hd; || o;). Finally,
M D; overwrites the information {ID;,d;, TC;} and now the de-
vice contains {ID?,TCi*,df,RPBi*,P,-, {IDy|k = 1,2..n4}, {IDj,
Plj =1,2,...,ns},7;, Gen(), Rep(.), h(.)}, where n, are the num-
ber of device identities of the devices, and n, are the number
of registered fog servers. The information about the identities of
both fog servers and smart devices, as well as the public keys of
the fog server, are already public. In case the number is large,
U, can skip storing it in its memory and can use some trusted
public repository each time it needs these values and keep only

the information of the frequently accessed entities in its memory.

4.4. Login & authentication process

Subsequent are the steps as depicted in Fig. 3, performed by the
U; in order to log in through M D; and to access D, by establishing
a mutual session key (between U;/M D; and D)) after authenticating
each other through the mediation of corresponding fog server FS;:

1. Firstly, U; submits {ID;, PW;} and imprints BIO;. Now, M D;
computes ¢/ = Rep(BIO!,7), TC; = TC' @ h(ID; | o)),
d; = d* ® h(ID,|PW,|s)), ID; = ID} @ h(d; | o]) and
RPB; h(ID;|ITC;|PW; || o]), MD,; checks the condition
RPB! = RPB,, if true U, provides ID;, ID;, and M D; fetches
the P; to corresponding I D;. M D; picks an arbitrary nonce r;, a
present timestamp 7'S; and computes R; = r;.G, ﬁ,- =rP;, a; =
TS,.d;+r,and ID,; = ID,®h(R, | TS)), E; = h(RIR,l|a; || TS))
F; = ID; & h(R;||R;|ITS;). Finally M D; transmits the message
containing My, = {ID, R,.a;.F, E.TS;} to FS; over the
public channel.
2. On receiving the M,,,, the F.S; first checks the message fresh-
ness by validating the condition |T'S; -T'S}| <A T. If true, M D,

computes R; = djflﬁ,-, ID, = 1D, ® h(R, || TS,) and checks if

4,.G = TS,.P. + R, and E, = h(R,|R,llq; | TS,). On validity
of both preceding conditions, F'S; picks an arbitrary nonce r,
a present timestamp TS, and further computes K,; = r,.R; =
(rir)).G, Py =r.G, ID, = F, @ h(R|IR,ITS)), d = h(d; || ID, ||
IID)), ID} = ID; & h(d, |ID,||ITS;), ID, = ID, & h(d, || TS,),
G; = hdlIDITS,) @ h(K,; || h(R, || TS) || |1D;) and
H; = h(ID;|[I Di||G;||PATS, || dy). FS; transmits the message
M, = {IDf,ﬁk, P;,H;,G;, TS} to Dy over insecure channel.

N

Il 1]
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Table 2
Postulates of BAN logic.
Rule Meaning
-
AEA—BAX> Message-meaning rule
A=Y |~K

Al=#X

AlSH(X.Y)
A|=B|=X.A|=B|=>X

Nonce-verification rule
Acceptance conjunction
Belief rule

Fresh conjuncatenation rule

Jurisdiction rule

Al=#(X)

K
Al=A—B

AI=BI=X Session key

Table 3

Notations of BAN logic.

Notation Meaning

Al=B

A believes a statement B

K
A—Y Share a key K between A and Y

#B
A< B
Al ~B

B is fresh
A sees B
A said B

(B, C)k B,C is hashed by key K

{B}k
(B)k

B is hashed with key K
B is encrypted with key K

3.

5. Sec

Thi

On receiving M,,, from FS;, D, first checks the message fresh-

?

ness by validating the condition |TS, - TS}il <a T.If true,
D, computes ID, = ID, @ h(dy || TS;) and ID; = ID; &
h(d IID|ITS;), Dy verifies the authenticity of FS; by exam-
ining the condition H; = h(ID;|ID|IG; | P/ITS,lld,) if
false, session terminates. If true, D, picks an arbitrary nonce r,
present timestamp TS, and computes I = G; ® h(K, flIh(R; |l
TSPIID), 1D} = 1D, & h(I DTS, SKy; = h(L,[IrITS)),
My = h(TC, || ) ® h(I;) and N, = h(SK;||P/||ITS,). Finally,
D, transmits the message M 3 = {ID;, M, N\, P;,TS;} to U;
via open channel.

. On receiving M,; from Dy, U, first checks the freshness of

the message by validating the condition |T'S, -T'S}| <a T. If
true, U; calculates ID, = ID; @ h(ID; || TSy), K,y = r;. Py,
I; = h(K AR, || TSHITD, r, = My ® h()), SK; =
W, |IrITS (= SK,;) and N| = h(SKy |l P; || TS)). Finally,

U; checks if N} = N, if true U, saves the key SK;.(= SKj,).

urity analysis

s section presents the formal Burrows-Abadi- Needham logic

[40] (BAN logic) based security analysis augmented through automated
analysis and informal security discussion.

5.1. Formal BAN logic based authentication proof

The formal BAN logic is employed in this subsection to prove the
authentication security of the proposed scheme.

5.1.1.

Logical postulates & notations for BAN logic

The adopted logical postulates and notations of BAN logic with
related meaning are given in Table 2. We used some formal notations
to describe BAN logic which is given in Table 3:
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U;/MD;

FS;

Dy,

Input I D;, PW; and BIO;,
Compute 0'; = Rep(BIO;, Ti)s
TC; = TCF ® h(ID;||o;),

d; = di @ h(IDi[|PW;]|o;),
RPB; = h(ID,||TCy||PW;]|o7),

RPB, ~ RPB;

?
|T'S; — TS| < AT than,
Calculate R; = dj_lﬁi

‘ ;.G = TS;.P, + R;

If true, generate T'S; and ;. ‘ Jopns h(R:||Ril|a:||TS;)

Calculate.
R; = .G, Ry = r;.Pj,
a; = TSZdZ +7;

E; = h(Ri|[Ril|a||TS:),
F; = IDy, @ h(R;||R:||TS:),
M.g1=(ID;,R;,a;,F;,E;,TS;)

dy, = h(d,;||IDy||IDy),

ﬁk = IDk (3] h(dkHTSf),

(Us—FS; via open channel)

If both true, than generate 7'Sy and 7.
Compute Ky = 75.R; = (rir5).G,
Pf = Tf.G7 ID;C = E &) h(ﬁzHRzHTSz%

1D} = ID; ® h(dy||I D |ITSy),

Gj = h(di||IDy||T'Sy) @ h(Kup||h(R;||TS;)||ID;)

Hj = h(ID;||IDy||Gy|Pf||T Sy |dw).
Msg2:<ID: ?mkaﬂ 7H.11vaTsf>

(FSj— Dy via open channel)

?
|T'S, —T'S;| < AT than,
Calculate.
Kuf = Tlpf
I = h(Kus|[R(B:||T'S;)||1D;)
IDy, = ID} & h(ID;||TSk|| L)),
re = My & h(I}),
SKip = h(L[[re]|[TSk) (= SKi),
N, = M(SK;||Ps||TSk),

N,; z Ny, |store SK;y

?
|TSy — TS}\ < AT than,

Calculate.

IDy = IDy, @ h(dk||TSy)

ID; = ID; ® h(dy||IDy||TSy),

H; = h(ID;|[ID||G,||Py||TSyl|d),
H, < H,
Compute I; = G; @ h(dy||IDy||TSy)
= h(Kyuy||M(R;||T'S:)|[1D;)

Generate 1, T'Sj.

Calculate

1D} = IDy @ h(ID;||T Sk ),
SKyi = h(Ij||re||TSk),

My, = r, @ h(I;),

Ny = h(SKy;||Pf||TS)-

Mg3=(IDj};,My,Ny,Ps,TSk)

(D <+~U; via open channel)

Save the session—key SK;,(=SKk;)

(Ui+>Dx)

Fig. 3. Proposed scheme.

5.1.2. Security goal establishment
Subsequent are the established security goals of the BAN logic:
SKy
G . U; |EU,~<—-—k—>Dk
SKyi
Gy 1 U; | =Dy |?KUi(—)Dk
Gy: D, |=U —% D,

SKyi
Gy, : D, |=U; |=U; —— D,

5.1.3. Messages generic form

Subsequent are the idealized transformation of our scheme:

MSGy : U —» FS; : ID; ® h(RIITS,),r;.P,,TS;.d; + r;, ID; &
AR IIR TS, h(R, IR 1, |ITS). TS,

MSG, : FS; » Dy : (ID; @ h(d|ID,TS;), 1D, & h(d, TS ),
WA IITDIITS,) ® h(K,f IR ITSHIID,), h( IDIIDIG; || PITS, |
d)rp.G.TSy)

MSG, : D, - U
R(SK I PAITS). 7 .G, TS))

(ID, ® hIDITS,IIK,p).re & (),

5.1.4. Messages idealized form
Following are the idealized transformation of our introduced
scheme:

MSG, FS; — D, (ID, TS s ri- Py AT S;d; + 1),
Dy, TSy g 7y (a0 TSi) p 70> TS
MSG, :FS; - "D : ({ID}) aup, ~{IDy) a4 .
FS; «—"Dy F,

, S; > SDy,
(i DK,y TP IDL) gy 7 G TS))
j<— Dy

J
MSG, : D, - U : ({ID) 4 DY) 4
FS;—Dy FS;«5Dy
(s 1Dk, .y )s T Dis IDk)st&Dk,rf.G, TS,)

5.1.5. Assumptions
AU | =#TSy)
Ay Dy| =#TS))

d
Ayt FSj| = (FS; <> D))

1D

Ay FSj| E(FSj «— D)

D
As : D= Ui <> D)
Ag: D= FS;|= FS; |~ X
SKy;

A; 1 U = Dy |$1D(U,» «— D)

Ag : Uj| = (Ui < D)

The mutual authentication between U; and D, is proved using the
following steps:

S;: From M SG,, we get:

(Dy < (ID,')F .d,iil))k k’(IDk)FSﬂd—k» k’(dk’IDk)(Kuf”/»R,)’
(ID;,IDy) a4, » ,rf.G,TSf)

FS; 5Dy

Syt Based on S, Assumptions A,, A3, A, and message-meaning rule,
we get:

D =FS;| ~
TS,)

S5: Based on .S,, Nonce verification rule and Freshness rule, we get:

D =FS;| = ((IDy),IDy),(d, IDk)(Kuf-rvai)’ (ID;,IDy), rf.G)

S,: Based on S;, Assumption Ag and Jurisdiction rule, we get:

Dyl = (D), (D). (dy Dk, 1.1y U Dy ID). 1. G)

Ss5: Based on .S, and Belief rule, we get:
SKy;
D= U, <5 D, (Goal 3)

Se: Based on S5, Session key rule, we get:

((ID;),(IDy),(dy, IDy)k UD;, IDy), r;.G,

up LR
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role role_USERS (USERS, TA, FOGSERVER, SMARTDEVICE:agent, Skuita:
symmetric_key, H:hash_func, SND,RCV:channel (dy))
played_by USERS
def=
local State:nat, IDi,BRi,Ai,Fi,BIDi,Pi,TCi,IDj,Di,TSk,Ri,
Dj,Pj,Randi, TSi,Rk,IDk,G,Rf,K,TSf,ID1,Dl:text,F:hash_func
init State := 0
transition
1. state=0
/\ RCV (start)
(Di’.G)
/\ SND({Pi’.IDi}_Skuita)
2. State=1

=|> State’:=1 /\ Di’:=new() /\ Pi’ :=F

role role_SMARTDEVICE (SMARTDEVICE,USERS, TA, FOGSERVER:agent, H:hash_
func, SND, RCV:channel (dy) )
played_by SMARTDEVICE
def=
local
State:nat, IDi,BRi,Ai,Fi,BIDi,Pi,TCi,IDj,Di,TSk,Ri,Dj,Pj, Randi,TSi,
Rk, IDk,G,Rf,K, TSf,ID1,D1,Pf, Dk, SIDi,BIDk,Gj,Hj, Kuf, Ij, SIDk, Mk, Nk,
SKki:text,F:hash_func

init State := 0
transition
4. state=0
/\RCV (xor (IDi,H (H(H(IDJj.H(K.ID1)).IDk.IDj).IDk.TSf’)) .xor (IDk,H(H
(H(IDJ.H(K.ID1)).IDk.IDJ).TSf’)) .xor (H(H(H(IDJ.H(K.ID1)).IDk.IDJ)

(F(Randi.REf’) .G) .H(F (H
(IDi.IDk.xor (H(H

(IDj.H(K.ID1)) .F(Randi’ .F (H(
(H(IDJ.H(K.ID1)).

/\ RCV({H(IDi.K).IDk.IDj.F(H(IDJj.H(K.IDl)).G)}_Skuita)
=|> State’:=2 /\ TSi’:=new() /\ Randi’:=new() /\ Ri’:=F(Randi’

.IDk.TSE’),H(F
IDJj.H(K.ID1)).G))).TSi’).IDi)) .H

.G) /\ Dj’ := H(IDJj.H(K.ID1l)) /\ Pj’ := F(Dj’.G) IDk.IDJ) .IDk.TSf’), H(F (F(Randi.Rf’).G) .H(F (H(IDJ.H(K.ID1)).F(
/\ BRi’ := F(Randi’.Pj’) /\ Ai’ := F(F(TSi’.Di).Randi’) Randi’ .F (H(IDj.H(K.ID1)).G)).TSi’).IDi)).F(Rf’.G) .TSE’.Dk’).F(
/\ Fi’ := xor(IDk,H(BRi’.Ri’.TSi’)) /\ BIDi’ := xor (IDi, Rf’ .G) .TSE")=|>

State’ :=1

H(Ri’.TSi’))

/\secret (Ri’,sec_1, {USERS}) /\ secret (Rf’,sec_2, {FOGSERVER})
/\witness (USERS, FOGSERVER, auth_4,TSi’) /\ secret (Ri,sec_1, {USERS})

%
/\TSk’ :=new () /\Rk’ :=new () /\P£’ :=F (Rf.G) /\Kuf’ :=F (F (Ri.Rf) .G) /\Ri’

/\RCV (xor (IDk, H(IDi.TSk’ .F (F (Ri.Rf).G))) .xor (Rk’, H(H(F :=F ((Randi.G) .TSi)/\D1’ :=H(K.ID1)/\Dj’ :=H(IDJj.D1’)/\Pj’ := F(Dj’.
(F(F ((Randi.G) .TSi) .Rf) .G) .H(F ((Randi.G) .TSi) .TSi) .ID1))) .H(H( G) /\BRi’ :=F (F (Randi.P3j’))/\Ij’ :=H(Kuf’.H(Ri’.TSi).IDi)/\SIDk’ :=
H(F (F (F ((Randi.G) .TSi) .Rf) .G) .H(F ((Randi.G) .TSi) .TSi) .IDi) xor (IDk,H(IDi.TSk’ .Kuf’))/\Mk’ :=xor (Rk’,H(Ij’))

.Rk’.TSk’).F(Rf.G).TSk’) .F(Rf.G) .TSk’) =|> State’:=3 /\SKki’ :=H(IJ’ .Rk’.TSk")
5SSt 5055055555555550505050535555555%5%55%50%5553%5%5%%%%% /\Nk’ := H(SKki’.Pf’.TSk’)
/\ request (USERS, SMARTDEVICE, auth_6, TSk’) /\ SND (SIDk’
/\ secret (Rf, sec_2, {FOGSERVER})
/\ secret (Ri,sec_1, {USERS}) /\ witness (SMARTDEVICE,USERS, auth_6, TSk’)
/\ secret (Rk’,sec_3, {SMARTDEVICE}) /\ secret (Rk’,sec_3, {SMARTDEVICE})
end role end role

(a) Role specification for user (U) (b) Role specification for smart device (S D).

Fig. 4. Role specification for user and smart device.
SKy . .
Dy =U;| = U; — D, (Goal 4) 5.3. Informal security analysis
S¢: From M SG,, we get:
SKy
U; < (U; S Dy)
S;: Based on Sy and message-meaning rule, we get:
SKyi
Uil = Dy ~(U; <= Dy)rs,
Sg: Based on .§;, assumption A,, Nonce verification rule and Fresh-
ness rule, we get:
SK;
Ul = D,| = U, <5 D, (Goal 2)

1
Sy: Based on Sy, assumption A, and Jurisdiction rule, we get:
SKy;
Ul = U, <5 D, (Goal 1)

i

In this section, we have analyzed the proposed scheme’s security un-
der the adversarial model, as outlined in Section 1.1. In the subsequent
subsections, it is depicted that the proposed scheme can withstand
many well-know attacks:

5.3.1. Clogging attack

A can try to launch a clogging attack by faking the initial request
message M, = (ID,.R;.a;, F,, E;, TS,). The attacker simulation may
initiate by selecting a random variable, current timestamp pair {r;, T'S;}
and then by computing R; = r,.G, R; = P, TD, = ID,; ® h(R, || TS,
and F; = ID; @ h(R;||R;|ITS;). The attacker may also try to construct
a; = TS;.d; +r; and E; = h(R; || R;||¢;|ITS;). However, to computed
valid a; = TS,.d; + r;, attacker needs private key d; of the user and
further the q; is used in computation of E;. The attacker may not be
able to generate valid pair {q;, E;}. If A tries to send an old value of
a; or try to construct a; without private key of the user, it may not
pass both authentication checks a;.G = T'S;.P, + R; and E; 2 h(R; ||
R,||4;|ITS,), because, the old value of a; cannot be reused as it contains
current timestamp 7'S; and the verification also contains multiplication
of public key of the user P, = d,.P. Therefore, the proposed scheme
can identify a clogging attack at first instance and does not allow the
replay of the old forged message to pass the authentication checks by
F'S;. Hence, after detecting clogging at the first instance, the F.S; may
never send the authentication request to the device D,. Therefore, the
proposed scheme resists resource clogging of any type.

5.2. Formal automated analysis using AVISPA tool

In this subsection, we perform the automated security analysis of
the proposed scheme through AVISPA simulation tool [41], which can
verify the scheme’s security against replay and man in middle attacks.
Subsequent are steps of AVISPA simulation:

1. The HLPSL (High Level Protocol Specification Language) pro-
vides the role platform for the role-oriented implementation of
the protocol/scheme steps in high level language, which is then
interpreted into IF (Intermediate Format) through it translator
HLPSL2IF [41].

2. The OF (Output Format) then performs the security verification
using the interpreted IF.

The role specifications for user/mobile device (U;/M D;), smart
device (Dy), trusted authority (T'A), and fog server (FS;) are depicted
in Figs. 4(a), (b), 5(a), and (b), respectively. The roles for environment,
session and goal along with the simulation results are depicted in Fig. 6.

The AVISPA results, as depicted in Fig. 6(b) and (c) prove the
design robustness of the proposed scheme against the replay and man
in middle attacks. The OFMC backend tested 1576 in 32.94 in 8 piles
depth, whereas, through CL-AtSe backend, 5624 states were analyzed
within 0.69 and 0.20 s translation and computation time spent for the
respective backend process.

5.3.2. Anonymity and untraceability

In the proposed scheme, users identity is never shared openly or
sent over the public channel. Still, instead, the identity I D; is protected
by the collision resistance hash function (A(.)) and bit-wise operator
(@) and masked identity I_D, is sent. Also, for each new session,
the parameters {r;,r 1TSS, TS, TS} are freshly picked, which also
makes the scheme untraceable.
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role role_TA(TA,USERS, FOGSERVER, SMARTDEVICE:agent, Skuita:symmetric
_key,H:hash_func, SND, RCV:channel (dy))

played_by TA

def=

local

State:nat,
ipi,pi,TCi,IDJj,Di,TSk,Ri,DJ,Pj,Randi, TSi, Rk, IDk,G, R, K,
ID1,Dl:text,

F:hash_func

init State := 0
transition
1. state=0
/\RCV ({F(Di’ .G’).IDi}_Skuita) =|> State’:=1
/\TCi’ :=H(IDi.K)
/\ D1’ H(K.ID1)
/\ D3’ H(IDj.D1’)
/\ P3’" := F(Dj’'.G)
R R R AR R R R R R R ARt R R AR R R R AR R R R R R R Rk R R R Rk kA ]
/\ secret (K,sec_4, {TA})
R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R e E ]

/\ SND({TCi’.IDk.IDj.Pj’}_Skuita)

end role

role role_FOGSERVER (FOGSERVER, USERS, TA, SMARTDEVICE:agent,H:hash_fung
, SND, RCV:channel (dy) )

played_by FOGSERVER

def=
local State:nat,IDi,BRi,Ai,Fi,BIDi,Pi,TCi,IDj,Di,TSk,Ri,Dj,PJj,Randi
,TSi,Rk,IDk,G,Rf,K,TSf,ID1,D1l,Pf,Dk, SIDi, BIDk,Gj, Hj:text,F:
hash_func init State := 0

transition

3. state=0

/\RCV (xor (IDi, H(F (Randi’ .G) .TSi’)) .F(Randi’ .F (H(IDj.H (K.

ID1l)).G)) .F(F(TSi’.Di’) .Randi’) .xor (IDk,F (Randi’ .F (H(IDJj.H(K.ID1))
.G) .F(Randi’ .G) .TSi’)) .TSi’)

S5555555555555555555%525%%%%% 3

/\Dj’ (IDJ.H(K.ID1)) /\TSf ( : Pf’:=F (Rf’ .G)
/\Dk’ :=H(Dj’ .IDk.IDj) /\SIDi’:=xor (IDi,H(Dk’.IDk.TSf’))/\ Pj’ :=
F(Dj’.G) /\BIDk’:=xor (IDk,H(Dk’.TSf’))/\BRi’:=F(Randi’.Pj’)/\ Gj’

witness (FOGSERVER, SMARTDEVICE, auth_5, TSf’)
secret (Rf’, sec_2, {FOGSERVER})

R R AR R R R R R R R R R R R R R R Rt E R R R R R e e R R R kR

/\ SND(SIDi’.BIDk’.Gj’.Hj’.Pf’.TSf’)

end role

(a) Role specification for trusted authority (7'A)

(b) Role specification for fog server (F'S)

Fig. 5. Role specification for trusted authority and fog server.

role session (SMARTDEVICE,USERS, TA, FOGSERVER:agent, Skuita:symmetric
_key, H:hash_func
def=

local SND4,RCV4,SND3,RCV3, SND2,RCV2, SND1,RCV1:channel (dy)

composition
role_USERS (USERS, TA, FOGSERVER, SMARTDEVICE, Skuita, H, SND1,RCV1)
/\role_FOGSERVER (FOGSERVER, USERS, TA, SMARTDEVICE, H, SND3, RCV3)
/\role_TA(TA, USERS, FOGSERVER, SMARTDEVICE, Skuita, H, SND2, RCV2)
/\role_SMARTDEVICE (SMARTDEVICE, USERS, TA, FOGSERVER, H, SND4, RCV4)
end role

role environment ()

def=
const
fogserver, users, smartdevice, ta:agent,
tsi,tsf,tsk:text,
skuita:symmetric_key,
h:hash_func,
sec_1,sec_2,sec_3,sec_4,auth_4,auth_5,auth_6,
auth_7:protocol_id
intruder_knowledge = {h,tsi,tsf,tsk}
composition
session(i,users,ta, fogserver,skuita,h
/\ session(smartdevice,users,ta,i,skuita,h)
/\ session(smartdevice,users, i, fogserver, skuita,h)
/\ session(smartdevice,i,ta,fogserver,skuita,h)
/\ session(smartdevice,users,ta, fogserver, skuita,h)
end role

goal

secrecy_of sec_l

secrecy_of sec_2

secrecy_of sec_3

secrecy_of sec_4 authentication_on auth_4 authentication_on auth_5
authentication_on auth_6 authentication_on auth_7
end goal

environment ()

% OFMC
% Version of 2006/02/13

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/home/span/span/testsuite/results/vmhlpsl.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 32.94s
visitedNodes: 1576 nodes
depth: 8 plies

(b) OFMC backend result

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/vmhlpsl.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed : 5624 states
Reachable : 624 states
Translation: 0.69 seconds
Computation: 0.20 seconds

(a) Role specification for session, goal and environment

(c) CL-AtSe backend result

Fig. 6. Role specification for session, goal and environment and result of the analysis.

5.3.3. User impersonation attack

A may try to impersonate/pose as a legitimate user in order to
harm or misuse the system resources. Assume that .4 forges a message
My, = (ID,,R;,a;, F,, E,, TS,) in order to impersonate as a U,. To
do so A picks an arbitrary number r;“ and present timestamp TSI.A.
But, to forge a message .A requires the knowledge of {R;, ID;,ID;,d;};
however, all these values are unknown to the adversary. Therefore, the
proposed protocol is secure against the user impersonation attack.

5.3.4. Privileged-insider attack

Assume that A is a privileged insider and can apprehend the M D; of
U; after the registration. Now A can read all the stored information in
the M D; though power analysis [34,35,42]. But to acquire any secret
parameter from M D;, A requires the knowledge of I D;, PW; and o;. All
these values are unknown to the adversary, and the adversary cannot
launch an insider attack.

5.3.5. Man-in-the-middle attack

Let A has captured the login message containing M, = (ID,,R,,
a;, F;,TS;) and forges its own message. To generate his own message,
an adversary can easily use TSIA and r;4 but, in order to compute
the remaining values, the adversary needs R;,d; and TC; as all these
three values are unknown to the adversary. So, he/she cannot generate
its own message. Therefore the proposed protocol is secure against

man-in-middle attack.

5.3.6. Replay attack

The present timestamp is incorporated in the parameters through a
hash function to prevent a reply attack. In our proposed protocol, the
transmission delay A T is significantly small for the adversary to reply
to the message. If an adversary tries to replay the message, he cannot
pass the check of message freshness. So, the adversary can’t launch the
replay attack.
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5.3.7. Offline parameters guessing attack

Suppose that an A kens all the sensitive information saved in user’s
MD; which includes {ID},d?,TC},RPB,, P,,
{IDlk=1,2,....ng}, {ID;, P;|j = 1,2,....n;},7;,Gen(.), Rep(.),1, h()}.
Now to guess ID;,d; and TC;, A requires the knowledge of ID;, PW;
and BIO;, which are not available to .A. Therefore, the proposed
scheme can provide resilience against offline parameters guessing
attacks.

5.3.8. FS; impersonation attack

A may try to impersonate as a fog server and send a forged message
to the smart device. It can result in misuse of smart device resources
and a decrease in QoS as the smart device will be busy processing
requests sent by the adversary. Suppose A picks an arbitrary nonce

A, and present timestamp 7'S/!, TS to impersonate as a FS;. To
S i S J

forge a message M, g2 = (1D}, I_Dk G, H;,P;, TS, ), A needs additional
parameters {IDy,ID;,ID;, R;.d;,d;} which are unknown to adversary.
Therefore, the proposed protocol is secure against impersonation of
FS;.
5.3.9. Smart device impersonation attack

A may also try to impersonate as a smart device and send a forged
message to the user and lure him into communicating and sharing
information. As described in Section 5.3.8 that A requires specific
parameters to impersonate, likewise in order to impersonate as a smart
device, A requires the parameters {ID;, I D,,TC,} to forge the message
M3 = (ID;, My, Ny, P;, TSy). Therefore, the adversary cannot launch
this attack.

5.3.10. Mobile device stolen attack

As described in Section 5.3.7 that even if the mobile device of the
U, is stolen/misplaced, A still cannot retrieve any sensitive information
from M D,; because, this requires the knowledge of {ID;, PW,,o;}.
Hence the scheme can withstand a mobile device stolen attack.

6. Comparative analysis

In this section the proposed scheme has been compared with ex-
isting scheme including: the schemes of Wazid et al. [25], Amin
et al. [43], Ma et al. [44], and Chen et al. [45].

6.1. Security requirements

Table 4 depicts the security feature comparison of proposed scheme
with existing schemes [25,43-45]. The comparisons explained through
in Table 4 show that proposed scheme extends much better security
features as compared with SAKA-FC [25] proposed by Wazid et al.

6.2. Communication overhead comparison

The communication cost estimate is presented in Table 5. For
comparison, we consider: the identity is 128 bits, a random number is
128 bits, a timestamp is 32 bits, a hash digest is 160 bits (if SHA-1 is
employed [46]), cost for ECC point R = (P, = 160, P, =160) is 320 bits,
and 128 bits block-size is considered for symmetric enc/dec-ryption ,
respectively.

Now if we take the aforesaid costs into consideration, the commu-
nication cost of the M, = (ID,, R;,a;, F,, E;,TS;) is (160,320, 160, 160,
160,32) = 992 bits, M, = (ID}, 1D;.G,. H;, P;,TS ) is (160, 160, 160,
160,320, 32) = 992 bits, and cost for My = (ID;Z, M, Nk,Pf,TSk) is
(160, 160, 160, 320, 32) = 832 bits. Summing all these, the total communi-
cation cost of the proposed scheme during the login and authentication
phase becomes 2816 bits.

As depicted in Table 5 that the communication cost of the proposed
scheme is equal to [25] and less than [25,44,45] except [43]. However,
proposed scheme is better in security than [25] as shown in Table 4 and
has less computation power than other schemes [43-45] as explained in
next subsection. The communication cost comparison is also depicted
in Fig. 7.
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Table 4
Comparison of functionality features.
[25] [43] [44] [45] Our

Fx, x v v v v
Fx, x v v v v
Fx, v v v v v
Fx, v v v v v
Fxs v v v v v
Fxg v v v v v
Fx, v v v v v
Fxg v v v v v
Fx, v x v v v
Fxyo v v v v v

Note: Fx,: Clogging Attack; Fx,: User anonymity/untraceability; Fx;: Resistance
against user impersonation attack; Fx,: Resistance against insider attack; Fxs: Re-
sistance against MITM Attack; Fx,: Resistance against replay attack; Fx,: Protection
against off-line parameters guessing attack; Fxg: Resistance against F.S;/Server im-
personation; Fx,: Suitable for multi-server environment; Fx,: Secure against stolen
smart-card attack; where Fx, is the nth compared feature. Feature Exists: v/; Feature
does not Exist: x.

Table 5
Communication cost comparison.

Schemes # of messages # of bits
Wazid et al. [25] 3 2816
Amin et al. [43] 4 2144
Ma et al. [44] 4 4800
Chen et al. [45] 4 4768
Proposed scheme 3 2816
HOur m[25] m[43] m[44] m[45]

6000

5000 4800 4768

4000
E
E 3000 2816 2816
=

2144
2000
1000

[25] [43]

SCHEMES

[44] [45]

Fig. 7. Communication cost comparison.

6.3. Computation overhead comparison

In this section, the computation of various schemes has been com-
pared. As discussed in [25], computation time required for the hash,
ECC point addition and multiplication, symmetric encryption/
decryption, asymmetric encryption/ decryption, identity based en-
cryption/decryption, identity based signature/ verification, modular
multiplication and for fuzzy extractor is 0.5, 63.075 and 10.875, 8.7,
870, 60.75, 60.75, 522 and 63.075, respectively in ms. it is noted that
Typ ® Toepy T,y ® 60Ty, and T, ~ 100Ty,,. The approximate time
needed for each cryptographic operation and the related notation are
also illustrated in Table 6.

As depicted in Table 7 that the computation cost of the proposed
scheme is a bit high as compared to [25]. While the proposed scheme
provides resistance to clogging and related attacks and scheme pro-
posed in [25] lacks untraceablity and is vulnerable to clogging attack
as proved in Section 3.2. Moreover, proposed scheme performs better
than other competing schemes [43-45], as shown in Table 4 as well as
in Fig. 8.
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Table 6
Approximate time required for various operations.

Notation Description ~ computation time in ms
T, Hash function 0.5
Toem ECC point multiplication 63.075
T, ECC point point addition 10.875
Ty, Fuzzy extractor function 63.075
Table 7
Computation cost comparison.
Schemes U/MD FS/FN CS/MS/SP Smart device =~ Total
[25] 1T, +16T, 10T, +3T,,, - 107, ~ 407.325
2T T, -
[43] 8T}, +2T,.,, 2T, +4T, 9T, +2T,,, ~ 14547
+1T,., + 1T, +1T,., + 1T,
[44] - AT, +4T,,, 9T, +8T,., - ~954.125
[45] 1T, + 6T, 12T, + 3T,,, 4T, +4T,,, - ~ 641.75
2T
Proposed 1Ty, + 10T, 4T, +8T, - 8T, ~ 528.475
+3T e +1T,, -
mOur m[25] w[43] m[44] m[45]
1600
1454.7
1400
1200
1000 954.125
@
2
Z 500
w
2 641.75
=
600 528.475
407.325
400
B .
0
Our [25] [43] [44] [45]
SCHEMES

Fig. 8. Computation cost comparison.

7. Conclusion

The need for low latency communication increases as more time-
critical systems are developed with each passing day, so is the im-
portance of edge/fog computing. Edge/fog computing is becoming the
focal point of recent research due to the increase in its adoption.
Edge/fog computing is the extension of cloud computing, and due to
this, it borrows the strengths and weaknesses of it. One of the main
concerns about fog computing is security. Authentication schemes are
put in place to ensure that only legal users can access the resources and
stop the ill-willed users from accessing system resources. To overcome
this issue, many researchers have proposed authentication schemes. In
this paper, we examined a recently proposed key management and user
authentication scheme for fog computing SAKA-FC by Wazid et al. After
careful analysis, we identified that it is insecure against traceability
and user impersonation attack and is also inefficient. To subdue the
problems mentioned above, we presented an enhanced scheme. The
security of the proposed scheme is proved through formal, informal,
and automated methods. The proposed scheme provides all the secu-
rity features and resistance against many known attacks with equal
communication overhead. There is a minor increase in computation
time as of Wazid et al.’s SAKA-FC. However, due to robustness and
the same communication cost, the proposed scheme is best suitable for
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securing the communication between users and smart devices in fog
computing-based architectures.
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