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ARTICLE INFO ABSTRACT

Keywords: While the 6G/IoT transition is on the cards, the real advantage of this transition can be realized only if the user
Authentication privacy and security are guaranteed. The smartcard and password based authentication protocols can help the
6G/IoT security transition in a rapid way. However, due to insecurities and/or heavy computation, many such protocols cannot
Network Security

cope with the dynamic requirements of future generation networks. Recently, Kaul and Awasthi presented a
robust and secure user authentication protocol based on resource friendly symmetric cryptography primitives.
They declared that their introduced protocol is convenient, efficient, and secure for the applications in real-
world. In contrast, this article describes that protocol of Kaul and Awasthi is not secure because an attacker can
easily find the identity of a legal user that is being sent on the public channel. Further, by using the identity
of a legitimate user, an attacker can impersonate himself as a legitimate user of the system and can enjoy the
services given by the server. So, their protocol is susceptible to user impersonation attacks, and their claim
of being secure is proven to be wrong. Therefore, we have extended their work and presented an upgraded
scheme by ensuring secure communication over the entire channel. Moreover, our proposed scheme is safe
not solely against user impersonation attack but also major security attacks with reasonable communication,
computation, and storage costs and is a better candidate for deployment in 6G/IoT networks.

User impersonation

1. Introduction secure transmission, authentication protocols based on the smart card

are presented by Hwang and Li [2] and Chang and Wu [3], in 2001
respectively. According to the user’s concern, efficiency and security are
the important parameters of authentication protocol. By keeping this
user’s view in mind, many distant user authentication schemes [4-10]
were presented.

Das et al. [11], in 2004, introduced the idea of pseudo ID based
distant user authenticated protocol by utilizing the smart card. Still,
this scheme was not practical because it was vulnerable to numer-
ous security attacks. Afterward, Liao et al. [12] carried the previ-
ous work and introduced a mechanism of mutual authentication with

The 6G and Internet of Things (6G/IoT) are proposed to replace the
existing communication infrastructure to provide endless connectivity.
With an estimation of over fifty billion IoT devices till the end of
the year 2020, the need for security and privacy for the users is
growing. The users can take benefit the on demand infrastructure access
in 6G/IoT revolution. However, the revolution comes with additional
threats as compared with existing infrastructure, and the real benefit
can only be realized after ensuring the security and privacy of the
user. In the mechanism of smart card based distant user authentication,
legal user and remote server authenticate each other on a transmission

medium, which is not secure. The purpose of this mechanism is to
provide on demand resources to legitimate service seekers remotely.
In 1981, Lamport [1] was the pioneer to introduce a remote user
authenticated scheme on an insecure communication medium. This
scheme was based on verification tables and passwords. Later on, it
was identified that to ensure the safety needs of today’s digital world,
the dependence on the validation tables is inadequate. To guarantee the
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enhanced security features. However, in 2006, Yoon and Yoo [13]
demonstrated various security flaws in Liao et al.’s [12] scheme. Thus,
Wang et al. [14], in 2009, also introduced an improved scheme of Das
et al. [11] with an enhancement of password authentication, that still
has major features of the original scheme and resists their weaknesses.

After that, Wen and Li [15], in 2012, analyzed that Wang et al.’s
protocol [14] does not combat user and server impersonation attacks.
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Moreover, the user’s secret credentials can be leaked out by imple-
menting an offline-password-guessing attack. Moreover, an insider, by
using smart card parameters, can access all the secret factors of the
legal user. Further, Chang et al. [16], in 2014, determined that Wang
et al.’s [14] pseudo ID based scheme is insecure because the ID of a
user is submitted in plaintext during the login phase. Besides, without
any crucial verification, the adversary can exchange the user’s password
with a new password. Then, Chang et al. [16] introduced pseudo ID
based authenticated protocol with the enhancement of an authoritative
password update.

Lately, Kumari et al. [17] described that Chang et al.’s [16] proto-
col is vulnerable to impersonation, offline password guessing, insider,
and the server masquerading attacks. Moreover, they highlighted the
loopholes which are present in the phase of password change. Further,
the protocol of [16] does not maintain a session key agreement to
communicate in the future. Consequently, Kumari et al. [17] presented
a modified scheme for the distant user authentication along with the
key acknowledgment to reduce stated security vulnerabilities, also they
declared that their protocol is more protected, efficient, and suitable for
the applications used in real life. Chaudhry et al. [18] also explained the
design faults of some previous schemes and proposed some measures
for avoiding the design faults. Hussain et al. [19] also proposed some
design measures for the authentication schemes proposed using only
symmetric key functions. Some other relevant schemes were presented
by various researchers [20-26]. Chen et al. also explained some of the
attacks on password based schemes [27]. However, due to the usage of
public key based operation, some of these schemes cannot be used in
resource sensitive applications.

1.1. Motivations

Presently, Kaul and Awasthi [28] highlighted that Kumari et al.’s
[17] proposed protocol is still vulnerable, as an attacker can easily
get secure parameters of the scheme. The attacker also can obtain
the session key, which is exchanged between the server and the user
for future communication. In addition, the adversary can obtain the
password of a legitimate user and server’s private key. Due to this,
the entire system collapses. Hence, Kaul and Awasthi [28] introduced
a modified and efficient authentication scheme to get rid of stated
security weaknesses in [17].

1.2. Contributions

Our paper highlights that Kaul and Awasthi’s [28] scheme is suscep-
tible to user masquerading attacks. An attacker can masquerade himself
as a legitimate user and can steal secret parameters of the legitimate
user. Thus, we have presented an improved and more secure distant
user authenticated protocol to resists numerous security weaknesses.

1.3. Paper organization

The remaining paper is divided into eight sections, which are stated
as: Preliminaries are demonstrated in Section 2. Kaul and Awasthi’s
[28] user authentication scheme is reviewed in Section 3. In Section 4,
we have presented the cryptanalysis of Kaul and Awasthi’s [28] scheme.
The proposed scheme is described in Section 5. Formal and informal
security analysis of our enhanced protocol is described in Section 6.
Section 7 evaluates security and performance comparison. Finally, in
Section 8, we have concluded the paper.

2. Preliminaries

In this section, there are explanations of basic notions that include
adversarial model, symbols used, non-collisional hash function, and
elliptic curve cryptography. Symbols that are used in this article are
illustrated in Table 1.
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2.1. Hash function

If non-collision hashing function H takes a random length string str
as an input then it will generate fixed-length output code (R = H (str)).
The output that is generated from the hash function is represented as a
hash code or hash value. A minor change in an input string can produce
a major change in resultant output. A secure hash function must have
the following characteristics:

« If input string is defined, then it is computationally effortless to
generate hash code R = H(str).

o If R = H(str) is defined, then it is computationally absurd and
impractical to estimate the value of input string.

« It is an exhausting task to find definite inputs s¢r, and str, like that
H((str,) = H(str,). Such specification is known as collision resistance.

Definition 1 (Specifications of Collision Resistance). Primarily arrange
collision resistance of secure hashing function. The possibility that an
attacker can find out a pair of strings (str, # str) such that H(str,) =
H(str,) confined as AdquSH (1) = Prbl(str,, stry) <, A @ (str, # stry)
and H(str,) = H(str,)], whereas adversary has favor to randomly select
a pair (str,, stry). Attacker A can take benefit over the random selection
as it can be computed in polynomial time. Whereas, collision resistance
decides that Adv;”‘s H(1) <e, whereas e> 0, is adequately a trivial
number.

2.2. Adversarial/threat model

As declared in [29-37], the same threat model is acknowledged
in this article in which according to the abilities of the attacker (A),
following steps are taken:

1. A has access over the full public transmission link. .4 has the
ability to intercept, update, alter, drop, or send a duplicate
message.

2. A can intercept credentials stored in SC by using power-analysis
as stated in [38,39].

3. A can be anyone, such as a stranger, a legitimate server, or a
legal user of the system.

4. IDs of legitimate user and server are announced publicly.

5. A cannot be able to launch an attack on the server as it is
considered to be secured.

3. Review of the kaul and Awasthi’s scheme

We have comprehensibly demonstrated distant user authenticated
key agreement protocol presented by Kaul and Awasthi [28], in this sec-
tion. Their scheme has four stages: registration, login, authentication,
and password change.

3.1. Registration phase

The registration phase is shown in Fig. 1. In this phase, server S
registers the user U, by using these steps:

1 Initially, cth user U, selects his ID., PW, and random number
m. Then, by calculating RPW, = h(m || PW,), U, sends request
{ID.,RPW,_} to S on a secure channel.

2 After that, the server generates an arbitrary number y, for U, to
calculate the following values:

a, =h((ID,®a) | b) 1
B. = a, ® h(ID, ® RPW,) 2
Ye = Yo ® h(a. ® RPW,) 3
Xe = hUDIRPW_ || yclla.) (4
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Table 1
Symbols.
Symbols Detail Symbols Detail
V. cth legal user ID, cth user identity
PW, cth user password S Legal server
a,b Private key and number of server Ve Arbitrary number for U,
SC, User’s Smart Card T, Time stamp obtained at User’s side
T, Server’s current time stamp T Threshold value
ST, Time of transmission delay 1 Concatenation operator
[&3) XoR operator h() Non-collision hash function
SK Session key A Adversary
=> Private communication channel - Public communication channel

User U,

Server(a,b)

Registration Phase
Choose ID, and PW,
Choose an arbitrary number m
Compute RPW, = h(m| PW,)

{ID.,RPW.}

Selects an arbitrary number y,.
Compute o, = h((ID, ® a)||b)
Be = e ® h(ID. & RPW.)

Ye = Yo ® h(a. & RPW,)

Xe = h(IDCHRPW}HyCHa()
Stores{ fc, Ve, Xe, h(.)} on SC,

{5C.}

Compute 1. = m @ h(ID. & PW,)
Store {n.}on SC.

Fig. 1. Registration phase of Kaul and Awasthi’s [28] Scheme.

3 After that, server S stores security parameters {f..7., x.. h(.)} in
the smart card’s SC, memory and these parameters are sent to
U, through a secure channel.

4 At the end, U, stores . on SC,, whereas:

ne=m® h(ID, & PW,) (5)

Now, smart card has these parameters {f.,7,, 2., fe» B(-)}.
3.2. Login phase

The login phase is shown in Fig. 2. In this section, legitimate U,
transmits a login request by inserting his SC, into the machine. To
generate the login request, the following steps are performed by U, and
card reader:

1. U, enters his I D} and PW} into the machine.
2. First of all, card reader gets m = 5. @ h(I D} @ PW}) to calculate:
RPW} = h(m || PW}) (©6)

3. After that, card reader retrieves «’ and y! from smart card to
calculate y as follow:

« = f, ® h(ID: ® RPW) @
V' =7, ® h(a® ® RPW)) ®)
2 = hUDF|IRPW || y'lla?) ©

If the calculated y is equivalent to the y, that is maintained in
smart card/device, then the login request of the requested U, is
accepted by the card reader. There is in build predefined limit
set for password guessing attack. If the number of the wrong
password guessing attempts exceed the predefined limit, then
the smart card gets block automatically. Hence it saves from
password guessing attack.
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4. After authenticating the legitimacy of requested U,, card reader

calculates:
©, =y, ®@h(ID, S a,)®h(ID, ®a, ®T)) 10)
9. = h(I Dl ||y ll(a. ® yIIT)) (€N)

Then, login request {/D,,®,,9,,T;} is sent to the S.

3.3. Authentication phase

In this section, login request {ID,, w,,9.,T,} is received to S at time
T,. U, and S verify each other in the following steps:

1. First of all, S verifies the freshness of the message by checking

(T —T)) < éT,, based on freshness, login request will be accepted
or rejected.

. Server calculates:

«f = h((ID; ®a) || b) 12)
Y=ol ®@h(ID ®a’) ®h(ID: ®a’ ®T)) 13)
95 = AU D} e} Iy Il @ yOIIT) a4

Then, S verifies 97 with 8, to check the authenticity of login
message. If they are not equal, then the session will be aborted
immediately.

. After authentication of 9., S further calculates:

He = h(ID,||y.ll(a, & y.) |l T2) (15)

Where T, is contemplated as current time stamp of S. After that,
for authentication, S sends {u,,T,} to card reader .

. While receiving the challenge message {u,,T,} from S, U, vali-

dates T,, then calculates:

Hp = h(ID,|lyll(a, & y.) Il T») (16)

Further, U, verifies u with . to check the authenticity of
server. If these values are equal, then it means that the server
is legitimate.
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User U, Server 8
Login and Authentication Phase

Input 1D}, PW}

Compute m = n. ® h(ID} ® PW;)

RPW} = h(m| PW})

o = B.@® h(ID: & RPWY)

Yo =" ® h(ag @ RPWY)

x¥e = h(IDZ[|RPW [y laf)

Verify X7 = xe

Compute w, = y. ® h(ID, ® o) ® h(ID. &
a.®Th)

ﬁc = h([DCHacHU(‘H(aC 5] UL‘)HTl)

{IDcwe,0e,T1}

Verify (T —Ty) < 0T,
Compute o = h((ID} @ a)||d)
yr=wi®h(ID: o) h(ID: @t Th)
U7 = h(ID|legllyzll (e © y2) I Th)
Verify 97 29,
Compute pte = h(ID||yell(ce ® ye)||T2)

{ne T2}

Verify (Ty — Ty) < 6T,

Computc U’: = ]L([DcHycH(ac 53] (/c)”TZ)
Verify p z fhe

Initiate SK

SK=h(ID;®a.®y. ©T) ®Tr)
Input D}, PW*, PWXN

Compute m = 1. @ h(ID: & PW)
RPW; = h(m| PW})

af = 8. ® W(ID: @ RPW?)

Yz = e ® h(a} & RPWY)

Xe = h(IDZ | RPW |y le?)

Verify x; z Xe

Compute RPWY = h(m||PWY)

BY =a.®h(ID, & RPW,)

VN =y, @ h(a. ® RPW,)

X(/:V = h(ID.||[RPWe|lyellew)

nY =mea h(ID.& PW,)

Update BN, 4N, XX, n¥ on smart card

Fig. 2. And Authentication phase of Kaul and Awasthi’s [28] Scheme.

5. After authentication, the session key can be initiated among both 3. For registered U,, card reader calculates:
U, and S for further communication: N N
RPWN =h(m | PWN) @D
SK=h(ID,®a,®y, ®T, &T,) a7 pN =a, ® h(ID, & RPW]N) (22)
rN =y, ® h(a, ® RPWN) (23)
3.4. Password change phase N N
Xe =hUDJIRPW || ylla.) (29
This section is about security. If U, wishes to change his PW,, the nY =m®hUD, & PW})) (25)
card reader perf.orms the following steps. Usually, card reader updates Card reader, then, updates the parameters {f,.7,. z..%.} by
the password without connecting to the S: (BN ¥, 4N 7V} on SC
e Ve s Xe oM, et

1. U, enters his identity ID,, password PW,, new password PWN
and sends request to card reader to change his previous pass-
word.

2. After that, card reader retrieves «’ and y! from smart card to
calculate y;:

4. Cryptanalysis of Kaul and Awasthi’s scheme

This section performs cryptanalysis of Kaul and Awasthi’s scheme
that is shown in Fig. 3.

o« = . ®h(ID: & RPW?) (18) 4.1. User impersonation attack
Yo =7 ® hia; @ RPW) 19 In Kaul and Awasthi’s protocol, the server does not keep a record
25 =h(ID!|RPW} || y¥lla) (20) of t.he Ve.llues of the user’s .ldentltles, th.at are received during various
registration requests submitted by various users. Further, the server
Then, the card reader verifies the calculated y; with the y, that chooses a unique random number y, corresponding to I D, of U, during
is kept in the smart card. If this condition does not hold true, registration. But the server does not store the random number y,
then the request is terminated otherwise accepted by the card corresponding to the registration of an innocent user U, having identity
reader, which computes further to change U,’s password. ID,. Whenever, the server receives the login request {ID,,w,.9,,T,}

88
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A acting as U,

Server (a,b)

Computation of login request:

Wa = YaDh(ID B )®h(ID. Do DTH)

Vo = W(IDlleel|yall (e © ya)IT1)
a. =h((ID.® a)||b)

{

IDcwa,¥a,T1}

Verifies (T —T)) < T.

Computes o = h(ID! @ a)||b)

yr=wieh(ID:dal)®h(ID:®at®T)

Ja = RUIDZ|lezllyzll(af @ y2) | T)

Verifies ¥ ~ Yy

Computes pig = A(ID.||ya|l(e®ya)||T2)
{ta, T2}

Authentication performed by the A
Verifies (T, — Ty) < 0T

Comptes 122 = A(I Dellya | (0o y.) | 72)

Checks g Z L

e [SK=h(ID.& &y ®T & )] ——————

Fig. 3. Impersonation attack on Kaul and Awasthi’s [28] Scheme.

from U,, the server obtains the value of y, from w,. Thus, an attacker
A can take benefit of the facts as mentioned earlier to impersonate as
an innocent user U, as described below:

Step UA 1 A intercepts the login request {ID,,w,,9,,T;} of an inno-
cent user U, from open network to get I D, of U,. A chooses
a password PW, and arbitrary number m, to calculate:

RPW, = h(m, || PW,) (26)

A submits {ID., RPW,} as registration request to the

server.
Step UA 2 Here, it is noticeable that during the registration phase
at the server, there is no provision of keeping a track
record of the number of times a particular identity has
been submitted under previously received registration re-
quests. Therefore, when A submits the registration request
I1D,, RPW, involving the identity I D, of U, and PW,, m,
chosen by itself, the server performs computation as if
it has received the registration request from a new user.
Here follows the actions carried by the server on receiving
ID,.,RPW, from A. The server chooses a unique number
v, and computes:

a, = h((ID, @ a)| b) 27)
f.=a. ®h(ID, ® RPW,) (28)
Ya = Yo ® h(a. @ RPW),) (29)
Xa = MUID:| RPW,| y,| ) (30

Server stores {f,.7,, x4 #(.)} on smart card and forwards it
to A (who is acting as a user willing to get registered at the
server) securely.

On receiving the smart card, A extracts the values of
{Ba Vas Xa- 1()}. Then, A retrieves o, and y, by computing:

Step UA 3

a, = p, ®h(ID, & RPW,)
Yo = ha. ® RPW,) ®7,

(3D
(32)

where RPW, = h(m,| PW,). Now, having «, and y,, A can
impersonate as the innocent user U, as shown below:

89

5. Proposed scheme

To remove security issues in the protocol of Kaul and Awasthi [28],
in this section, we have illustrated an enhanced distant user authentica-
tion protocol with SK agreement, which keeps all the basic characteris-
tics of Kaul and Awasthi’s [28] scheme. Moreover, our scheme resolves
all the security problems to make the protocol secure and effective for
real-world applications. Similar to the Kaul and Awasthi’s [28] scheme,
our presented scheme consists of four main phases: the registration
phase, the login phase, the authentication phase, and the password
change phase.

5.1. Registration phase

The registration phase of proposed protocol is given in Fig. 4. As per
the proposed protocol, user U, and S perform below-mentioned steps
to register the cth user on to the remote server.

1. Firstly, the cth user U, selects his identity ID,, password PW,
and an arbitrary number m. After that, U, calculates RPW, =
h(m || PW,), and sends request {ID., RPW,} to S via secure
channel.

2. Then, S selects an arbitrary number y, for U, to calculate the
following values:
DID, = Ency,(ID, || y.) (33)
a, =h((ID, @ a) || b) 34
f.=a,®h(ID, & RPW,) (35)
Ye =Y. ® h(a, ® RPW,) (36)
Xe = hID ||RPW,_ || y.lla.) 37

3. After these calculations, S stores the calculated values in smart
card {f,,y.,DID,, y.,h(.)} and sends towards U, via protected
channel.

4. At the end, U, inserts 7, in smart card as:
n.=m® h(ID, ® PW,) (38)

Now, smart card has these parameters {,,y.. DID,, y..h(),n,}.
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User U, Server §
Choose ID,. and PW,
Choose an arbitrary number m
Compute RPW, = h(m| PW,)
{ID.,RPW.}

Compute 1. = m @ h(ID. & PW,)
Store {n.}on SC.

Selects an arbitrary number y,.

| DID. = Encai(ID.|y.)

Compute o, = h((ID, ® a)||b)

Be = ac ®h(ID. ® RPW.)

Ye = Ye D h(ae ® RPW,)

Xe = h(ID.|| RPWe||yellow)

Stores{ fc, Ve, DID,, Xc, h(.)} on SC,

{5Cc}

Fig. 4. Registration phase of proposed scheme.

5.2. Login phase

When a registered user U, wishes to login into the system, he enters
his/her smart card into the SC, reader that performs the following
calculations:

1.

U, inputs his I D} and PW} in smart card reader.

2. Smart card extracts m = 5, @ h(ID} @ PW/}) and calculates

RPW? = h(m || PW,").

. Further, smart card reader derives af = . @ h(ID} @ RPW})

and y* =y, @ h(a* & RPW) for calculating:
x5 =hUDIIRPW || yillxD) (39)

If 7 = . then, it will accept login request of U,; otherwise, a
request would be rejected.

. After validating the authenticity of the legitimate U,, card reader

calculates:
0.=y. ®@UD. ®a)®h(ID, ®a. ®T)) (40)
9, = h(I D.|la.||y:ll(a, ® y)IT)) (41)

Card reader, then, sends login request {ID,w,,9.,T,} to S.

5.3.  Authentication phase

The login and authentication phase is depicted in Fig. 5. In this
phase, server S receives login request {ID,w,,9.,T,} on time 7). After
that, smart card reader and S performs under-mentioned calculations
to authenticate one other:

1.

S, at first, checks the legitimacy of the time stamp T; by verify-
ing (T —T)) < 8T, if the value is less than the defined threshold,
then S accepts login request otherwise rejects it.

2. After that, S extracts ID, as (ID, || y.) = Decy(DID,) and

calculates following values:

« = h((ID} @ a) || b) (42)
V=o' @hID: ®a’)@h(ID: ®a’ ®T)) 43)
9 = h(I D} e} Iy: 1l @ yOIT) (44)

S, then, validates the legitimacy of login request by making a
comparison of calculated 97 with the stored 9, and if it is not
validated, then S rejects this request otherwise accepts it.

3. After the validation of 9., S calculates:

He =hU D |y, || (ac ® y)IIT7) (45)

Here, T, is the present time, S sends {u,,7,} to the U, for
authentication.
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4.

While receiving the challenge message {y,,T,} from S, U, vali-
dates T, and calculates:

Hp = h(I D, |y, ll(a, & y.) Il T») (46)

U, validates u* with y, for authenticating the S. If both x4, and
u* are equal, then the S is authenticated.

. After authenticating each other, SK is calculated:

SK=h(ID,®a, ®y, &T, ®T) 47)

5.4. Password change phase

If U, is willing to change his/her password by replacing PW, with
PWN, then calculations that are performed by SC to update the
password without communicating with the S are given below:

1.
2.

To change his password, U, enters his 1D, PW, and PW}N.
Smart card reader extracts m =y, @ h(ID} & PW) to calculate
RPW* = h(m || PW})

. After that, smart card reader extracts «’ = §. @ h(ID} ® RPW))

and y} =y, @ h(a} ® RPW) to calculate:

Z: = hUDIIIRPW || y;lla) 48

If the already stored y, in the smart card is equal to calcu-
lated y7, then the smart card accepts the request for changing
the password; otherwise, it rejects the request for changing
password.

. For a legal U,, smart card reader calculates following values:

RPWY = h(m || PWN) “9)
pN =a, ® h(ID, ® RPW,) 0
v =y, ® h(e, ® RPW,) ®D
1Y =hUIDRPW, || y.lla.) ®2)
nN =m®h(ID, ® PW,) ®3

Update {B,,7.. x..n.} with {N, 7N, y¥ 5N} on smart card.

6. Security analysis

This section consists of the introduced scheme’s security analysis.
Both formal and informal analysis are discussed in detail.

6.1. Informal security analysis

This section extensively describes informal security analysis and
proves that our proposed scheme is safe against the following attacks:
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User U,

Server 8

Login and Authentication Phase
Input 1D}, PW;

Compute m = n, ® h(ID* ® PW})
RPW} = h(m| PW})

a; = 8. ® h(ID; @ RPWY)

i =7.® h(af ® RPWY)

xi = WD RPW, [ytfa)

Verify X7 = xe

Compute w, = y. ® h(ID, ® o) ® h(ID. &
a.®Th)

ﬁc = h([DCHacHU(‘H(aC @ UL‘)HTl)

{DID;we,¥c,T1}

Verify (Tz — 1) < 6T,

Compute 7 = h(IDe|ye[l (e @ ye)||T2)
Verify i = p.

Initiate SK
SK=h(ID.®a.®yeT &T)
Input 1D?, PW?, PWN

Compute m = 1. ® h(ID} ® PW;)
RPW} = h(m| PW})

o = B.@® h(ID: ® RPWY)

yr =7.® h(a ® RPWY)

X: = DL RPW, [52fa2)

Verify X7 = ye

Compute RPWXN = h(m||PWXY)
BN =a.®h(ID.® RPW,)

Y = y. ® h(a. ® RPW,)
X2 = h(ID||RPW, |y x.)

N =m@& h(ID.® PW,)
Update BN, 4N, x¥,nY on smart card

Verify (T —Ty) < 0T,

[(ID.]lye) = Deca,(DID)|

Compute o = h((ID} @ a)||b)

yi=weh(ID!® ) Dh(ID: ® o Th)

Oz = h(ID7||agllyzll (g @ y2)IT1)

Verify 9% £ 9,

COIIlI)Ute He = h(IDcHycH(O‘c D yc)HTZ)

Generates a new random number

Computes ‘ PID. = Encys(IDc||Ynew) ® a}
{pe, T2}

Fig. 5. Login and authentication phase of proposed scheme.

6.1.1. Privileged insider attack

In our enhanced scheme, U,’s password is not sent in a simple text
rather than the password is hashed as RPW, = h(m || PW,); then it is
sent via a secure channel. Consequently, it is not possible for an insider
to find the values of parameters m and PW, in a specific time that will
resist an A to use private information of U, for his own gain. So, the
presented scheme is secure against insider attack.

6.1.2. Smart card stolen attack

If U, lost his/her smart card, then an attacker can easily extract the
values stored in smart card {f.,,., I D,, x., h(.)} through power analysis.
After getting these values, still computationally it is not feasible for
an attacker to find the arbitrary number y,, password PW,, secret
key a and server’s secret number b. Therefore, chances to correctly
guess these values are near to impossible in a feasible time. Hence, the
proposed scheme prevents smart card stolen attack.

6.1.3. User and server impersonation attack

For the prevention of both user and the server impersonation at-
tacks, the values w,,9, and yp, are made secure with hash functions.
If an adversary wishes to impersonate himself as legal U,, he will
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send login request {1D,,®,,9,.T;} to the server but will not pass the
validity assessment 9, Z 9.. Moreover, the server impersonation will
be detected by the user by validating x,. against forged authentication
request {u.,T,}. If the attacker wants to change 9, and u,, then he
needs to correctly calculate these values m,y.,a,b and PW, that are
near to impossible in limited time duration. Hence, our presented
scheme resists against impersonation attacks.

6.1.4. Online password guessing attack

For A, to guess the password of legitimate user online, he inputs
the guessed ID, and PW, of the legal user. Card reader checks either
inputted ID, and PW, are correct or not by verifying y., before the
calculation of any request message. The smart card is blocked by the
card reader if the wrong ID, and PW, are inputted more than the
defined limit of the card reader. Therefore, it becomes impossible for
an A to perform this attack.

6.1.5. Offline password guessing attack

An attacker can eavesdrop the request message {ID., o,.,9.,T;},
authentication message {u.,7,} and the important credentials which
are maintained in user’s smart card {8,.7,., x.. h(.)}. After that, from his
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own directory, adversary will try to guess the parameters y,,a, b, PW,
offline. At mean time, at least two unknown secret parameters must be
correctly guessed by .A, that is not possible. So, due to this property,
our presented protocol is secure against this threat.

6.1.6. Replay attack

Replay of the login and the authentication messages {ID,, ®,, 9,, T, }
and {u.,T,} is not useful for an adversary as there involves time
stamp in each transmitted message. Further, by verifying freshness of
transmitted messages 9., u,, and time stamps, authenticity is being
checked. So, an adversary cannot replay to any message.

6.1.7. Denial of services attack

This attack is possible if an attacker sends a fake request message
many times to S. If a card reader receives the value of failure login
request higher than the system’s predefined limit, then at that time,
the card reader blocks the card for the time being as it saves energy,
computation resources and time of S. Therefore, the introduced scheme
is proved to be secure against denial of service attacks.

6.1.8. Man-in-middle-attack

An adversary can manipulate, intercept, and eavesdrop the in-
formation that is transmitted between U, and S; it is said to be
man-in-middle-attack. If an attacker captures these messages even then,
he/she cannot take advantage of it, because all of these parame-
ters DID,, yu.,w, are secured with hashing function, encryption, and
decryption. Therefore, it is not possible to find the values of these
parameters in a feasible time. For this reason, our introduced scheme
resists this attack.

6.1.9. Mutual authentication

In presented scheme, the S verifies the authenticity of U, by 9, as
it includes U,’s identity I D, and password PW,. Moreover, U, verifies

2

S by checking u} = u, where y, = h(ID.||y.ll(e. ® y.) || T») and
to calculate ., server’s secret key is required. So, introduced scheme
offers mutual authentication, as only legal server S and legal U, can
authenticate each other.

6.2. Formal security analysis

In this section, we will talk about the random oracle model, that is
utilized to prove enhanced protocol’s security.

6.2.1. Security model

To verify our enhanced protocol against several attacks, we are
going to use the security model. The selected model is described below:
Participants

The number of communicants in a network are executed in authenti-
cation scheme . In a network, every communicant can be a server S € S
or user U € V. Perhaps, it is possible that the various entities of each
communicant act as oracle and each of oracle is absolutely associated
with the unique execution of . Affiliating to U™* nth occurrence (rep.S)
in unique session as ;. (rep. j). ;. (rep. j.) is linked with /D and
DI Dl{/ (rep. DI D;/) with session I Dsid{’/ (rep. sid{/) as well as session
key SK{‘/. DI D;'/ (rep. DI D;/) where DI D’Z/ (rep. DI Dif) shows the
set of engaged identities in suggested entities while sid}, (rep. sidé)
display the flow that have been sent and received by }. (rep. § )4
(rep. ’; ) is supposed to be approved, if it grasp the session key SKj.
(rep. SK§). All the identifiers DID;'/ (rep. DID;/) s sidi‘/ (rep. sidg) R

’1‘/ and ‘; are supposed to be true participants if (1) both are approved

(2) sid% = sid. (3) 5. =% (4) DID}, = DIDE.
Long lived key
Each U € U holds a unique PW;, and each S € S carries the vector
PW with each associated entry to every user.
Adversary model
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Let us suppose that an attacker .4 can control the communication
channel. Adversary A fetches personal credentials and then proceed
the session between server and user. After that, A could execute the
following steps in any sequence.

« Execute("., fg) This query is utilized for making passive attacks
possible for adversary A. In order to entrap, this query can be
run by A on the execution between 7. and é This query shows
exchanged messages between server and user.

SendClient(’},, msg) This query is used to make active attacks
possible for adversary .A. It means that .4 can easily change,
intercept and create a new message or send this message to ;..
On receiving the message msg, the message created by 7. can be
displayed by using his query.

SendServer(g, msg) This query is used to make an adversary A
able to run an active attack across S € S. On receiving the
message msg, A uses this query to intercept the message created
by ’;

Reveal (j,) This query is used to obtain the session key SK of /..

Corrupt (U’) Long lived key of user U can be displayed by using
this query.

Test (},) Adversary A manipulates any such query to fresh the
oracle. An arbitrary biti.e., B € {0,1} is generated in the response
of this query, if B = 0 an arbitrary value is returned, otherwise
the session key SK of 7. is returned back.

Fresh oracle An oracle 5 is fresh, if it can be declared in the case
that (1) 7, has accepted for approval (2) Once reveal query has been
accepted then it does not crack either by /. or any of its participant.

Protocol security The security of can be displayed easily by using
GAME(, A). An A can execute a number of queries that are already
defined to ;. and ’; during the simulation period of this game. If an
attacker A declares that a query Test (},) and (’;) have approved and
its fresh as well then A displays a bit. .A guesses B successfully. The

asset of the A is specified below:

Adt ypp(A) = |4Pr[B = B'] - 4] (54)

If Adtypp(A) is negligible, then is supposed to be secure.
6.2.2. Security proof

Theorem 1. U DD stands for Uniformly-distributed dictionary of exclu-
sively feasible passwords that have size |U DD|, and the enhanced protocol
is explained by . Assume that the non-collisional hashing function is modeled
as the random oracle. Later on,

qilq + (qSend + que)z 4dSend
Dlen |{UDD|

where, qg,,q displays entire Send queries, qp,, displays entire Execute
queries and qy, displays the entire number of hash function queries.

dHq
Qlen

(55)

Adt ypp(A) <

Proof. This proof consists of a game fusion that began from UA 0 and
ended at UA 3. While .4 has no benefit, for every UA, (0 < x < 3). Succ,
is described as an isolated event that A tries to guess B successfully for
an isolated test session.

GAME UA 0

In this game section, entire S € S and U € U are run in random
oracle. According to the definition, as mentioned above of event Succ,
by using Test Query, an A can guess B accurately, we got:
Adt y; pp(A) = 2| PrSuccy] - 0.5] (56)
GAME UA 1

This game is same as game UA O but the random oracle r creates a
hash list h;,, whereas, all the rows in A, are in the form (RP, EP). UA
1 outputs RP, if a row (RP, EP) presents in h;;,, otherwise, randomly
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selected RP € {0, 1} is sent to Adv and kept new row (RP, EP) in hy;,.
Entire server and user instances are run for Send, Execute, SendClient,
SendServer, Reveal, Corrupt and Test queries. Absolutely, it can be easily
justifiable that this game is secure across all known attacks.

Pr[Succyl = Pr{Succ;] (57)

GAME UA 2

All the executions that are discussed in UA 1 are included in this
game. In addition, if the collision is appeared in this game between
small transcripts S;4a and hash H values, then this game is rejected.
Suggesting the paradox’s birthday, (qge,q+qg.)*/2'¢"! is the maximum
chances of collision in the result of a transcript, where Hgq is the
possible maximal number of the hashed queries. Analogously, the max-
imal occurrences of collision is qzq /2'r+1 in the output of the hashed
oracles, where the maximum available number of the queries that is
Send to the oracle are gg,,, and ¢j,., and len describes the length of
the bits of numbers that are randomly generated, it also indicates the
hashed functions output, we obtain:

2 2
qnq + (qSend + que)
2len+l

| Pr[Succy] — Pr{Suce]| < (58)

GAME UA 3

In this phase, execution of all possible queries to SendClient oracle
have now modified for the sessions that are chosen in UA 2. To make
the session key SK independent from password and all other related
keys, its calculation is changed. We Send (], u.,T,) as well as Send
(‘;, DID,,w,,9,,T,) are inquired. We calculate SK = h(ID,®a, &y, ®
T, ® T,), where y, is chosen randomly. There are two possible cases
that are given below where UA 2 and UA 3 are entirely different:

+ CASE UE 1: A queries h(ID, ®a, ®y.®T,®T,) to H. The chances
of appearance of event that is above said are gy, /2ken,

CASE UE 2: A responds Send query without Send (;'/, U.,T,) and
perfectly cheats the user . Adversary A is not able to reveal the
private parameters PW, of user. There is 1/|UDD| probability
that A can get user’s password, it means that probability of
dsena/|UDD]| is greater than the appearance probability of said
event.

The variation between UA 2 and UA 3 is as follow:

Ahs dSend

| Pr[Succs] — Pr[Succ,)]| < Ser Y UDD] (59)
and
Pr[Succy] =0.5 (60)
Following is the result by combining all above equations:
Adt ypp(A) = 2| Pr[Succ0] - 0.5]
= 2| Pr[Succy] — Pr[Succs]|
< 2(|PrlSuce;] = Pr{Succ,] + Pr{Succ,] — Pr[Suces]|) (61)
< qilq + send + dExe)” Gy dsend
2len 2len " |UDD]|

7. Performance and security comparisons

This portion illustrates the complete security and performance anal-
ysis of the enhanced protocol, also provides a comparison with other
related protocols. To validate the performance of the presented proto-
col, the inbuilt PyCrypto library is used to implement the cryptographic
operations (that are used in our proposed scheme) in Ubuntu 19.04,
using a python programming language with system specifications as
mentioned in Table 2. To obtain average time, the enhanced protocol
is executed various times under the same conditions and using the
same tools. The result shows that time which is required for non-
collisional hashing function and concatenation is 0.00089 and 0.00014,
respectively. In addition, XOR operation and encryption/decryption
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Table 2

System specifications.
Item Specification
Processor i7 3.60 GHz
RAM 16.0 GB

have a diminutive amount of time. Therefore, these operations are
not taken into account. The number of the bits that are required for
username, identity, password, XOR operation, P (elliptic curve point),
arbitrary number, and integer are 160 bits. Moreover, a non-collisional
hashing function, server private key, and server public key take 256
bits. Similarly, encryption/decryption has required 512 bits. Symbols
used for cryptographic operations are described below:
T, time needed for computing hash function.
T,, time needed for computing point multiplication.
T, time needed for computing concatenation.
T, time required for computing XOR operation.
Tgpe/pec time required for computing encryption/decryption.
7.1. Storage cost

This section shows the storage cost of the presented protocol with
affiliated protocols. Storage cost is the cost of parameters that are
kept in the smart card and database. In our protocol, parameters
{B..¥e» DID,, y.,h(.),n.} stored in smart card take 1536 bits. Moreover,
the storage costs of the protocols of Kaul and Awasthi [28], Kumari
et al. [17] and Chang et al. [16] are 1280 bits, 1696 bits and 672
bits, respectively. Fig. 6 shows that the storage cost of our protocol is
less than Kumari et al.’s [17] scheme and slightly greater than Chang
et al. [16] and Kaul and Awasthi [28]. In Fig. 6, the number of bits is
represented vertically, and protocols are represented horizontally.

7.2. Communication cost

This section illustrates the communication cost of the introduced
protocol with affiliated protocols. Communication cost of our protocol
is 3296 bits, similarly, communication cost of the protocols of Kaul and
Awasthi [28], Kumari et al. [17] and Chang et al. [16] are 2668 bits,
3296 bits and 2336 bits, respectively. Fig. 7 shows that the communi-
cation cost of our protocol is equal to the Kumari et al.’s [17] protocol
and slightly greater than Chang et al. [16] and Kaul and Awasthi [28].

7.3. Computation cost

Computation cost is the cost of cryptographic operations that are
used in our proposed protocol with affiliated protocols. Computation
cost is calculated in milliseconds(ms). Computation cost for one hash
operation is 0.00089 ms, and for concatenation is 0.00014 ms. Therefore,
the computation cost of our protocol is 0.0215 ms bit. Similarly, com-
putation cost of Kaul and Awasthi [28], Kumari et al. [17] and Chang
et al. [16] are 0.021 ms, 0.02191 ms and 0.01318 ms, respectively. Fig. 8
shows that the computation cost of the presented protocol is equal to
the Kumari et al. [17] and Kaul and Awasthi [28] and slightly greater
than Chang et al.’s [16] scheme.

Table 3 describes that the communication cost of enhanced protocol
is equivalent to the [17]. Similarly, storage cost of our protocol is
less than [17] and slightly greater than [28] and [16]. Moreover,
computation cost is equal to the [17,28] and slightly greater than [16].
In addition, our presented scheme is secured against numerous attacks
as shown in Table 4.

The introduced scheme is secure against major security attacks such
as impersonation, insider, replay, and password guessing attacks. More-
over, the proposed scheme provides mutual authentication and user
anonymity. Table 4 presents the comparison of the security features
of the proposed scheme with contemporary schemes.
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Fig. 6. Analysis of storage cost between proposed and related protocols.
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Fig. 8. Analysis of computation cost between proposed and related protocols.
Consequently, by thoroughly analyzing Tables 3 and 4, it can easily process. Although our scheme exhibits a little bit more storage and

be stated that our enhanced scheme takes reasonable bits for storage
and communication process, and it needs less time for the computation computation cost as compared to related protocols, however, it offers
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Table 3
Proposed protocol comparison with affiliated protocols.
Comp. Cost Storage Cost Bits Exch.

Our 20T}, + 29T, + 27T} + 3T,/ = 0.0215 ms 1536 bits 3296 bits
[28] 20T}, + 28T + 23T, = 0.021 ms 1280 bits 2668 bits
[17] 19T}, + 18T + 36T = 0.0219 ms 1696 bits 3296 bits
[16] 12T}, + TTg + 18T} = 0.0131 ms 672 bits 2336 bits

Table 4

Comparison of security parameters.
Scheme: Our [28] [17] [16]
Insider Attack Yes Yes No No
Smart card Stolen Attack Yes No No Yes
Impersonation Attack Yes No Yes No
Online Password Guessing Attack Yes Yes Yes No
Offline Password Guessing Attack Yes Yes Yes Yes
Replay attack Yes Yes No No
Denial of Services Attack Yes Yes Yes Yes
Man in the Middle Attack Yes Yes Yes Yes
Mutual Authentication Yes Yes No Yes

enhanced security features that do not exist in [16,17]. Hence, our
scheme is more suitable and practical due to aided security features.

8. Conclusion

In this article, we have crypt-analyzed a distant user authenticated
key agreement protocol by Kaul and Awasthi and demonstrated that
their introduced protocol is not secure for real-life applications. An
attacker can masquerade himself as a legal user by easily getting the
identity of the legal user, which is being sent on the public channel
in plaintext and can take benefit of services provided by the server
on behalf of the legal user (victim). So, their claim of being secure is
not valid as their presented scheme is vulnerable to user masquerading
attacks. Therefore, we have presented an improved protocol in this ar-
ticle to make it secure against the user impersonation attack. Moreover,
through formal and informal security analysis, we have demonstrated
that our proposed protocol is safe against major security threats while
utilizing limited communication, computation, and storage resources.
Due to better security and performance proposed protocol is a good
candidate for deployment in 6G/IoT infrastructure.
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