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Abstract—Recently, in 2019, Kumar et al. (IEEE Transactions
on Smart Grid 10.4 (2018): 4349-4359) proposed an ECC based
lightweight authentication and Key agreement scheme (LAKA)
to secure the communication among a smart meter (SM) and a
neighbourhood area network (NAN) gateway. The LAKA scheme
was proved as secure and efficient as per the comparisons
performed by Kumar et al. Specifically, it was argued through
security analysis that LAKA provides anonymity and resistance
to related attacks. However, the specific analysis in this paper
contradicts their claim and it is shown here that in addition to
ephemeral secret leakage attack and lack of untraceability, the
LAKA is also vulnerable to stolen verifier attack.

Index Terms—Smart Grid Authentication, Smart City Security
, Smart Home, Ephemeral Secret Leakage attack.

I. INTRODUCTION

Globally, there have been concerns over the sustainability
of energy sources that the human race has relied on since the
onset of civilization and yonder. As such, there has been a
paradigm shift towards innovation and the use of sources of
energy [1]. One such innovation that is expected to steer future
energy needs is the smart energy network (SEN). Some of the
factors that make SEN an ideal energy source include; low
carbon emissions, continuous and sufficient energy supply, and
automated billing. The identified qualities enable SEN to serve
all energy needs reliably and effectively. Energy needs could
be domestic or industrial [2]. The most remarkable feature
of SEN is the smart metering infrastructure (SMI) which is
lauded for its numerous advantages over traditional metering
systems. The infrastructure ensures that both the company
supplying power and consumers can collaboratively manage
energy. This explains why internationally, numerous smart
metering projects are being undertaken [2]. For instance, in
Italy, some 30 million smart meters (SMs) are being used.
Similar projects are also at the piloting stage in Germany.
The German projects include E-DeMa and SmartWatts. The
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Netherlands and Great Britain have also rolled out smart gas
and smart electricity meters as part of their smart metering
infrastructure. Other countries within the European Union are
various stages of implementing smart metering infrastructure
[3]. As an intelligent network, Smart Energy Networks (SEN)
relies on various devices and communication networks to
facilitate interactions between companies engaged in supplying
energy and their consumers [4], [5]. One example of a smart
metering infrastructure network is the home area network
(HAN) [6]. In this approach, resource-constrained smart me-
ters (SM) are relied on in collecting, controlling, and managing
utility consumption in a home. Additionally, Transmitting the
SM and receiving data occurs when the two way communi-
cation technology is implemented. It also controls commands
to and from the neighborhood area networks (NAN) gateway
and ultimately to and from the utility server (US) [1], [7].
Smart gas and electricity meters are usually installed in open
areas outside homes. As such, pedestal enclosures are used in
shielding them from environmental impact. Apart from envi-
ronmental impacts, the pedestal enclosures help in deterring
possible interference from unauthorized users who can easily
alter the consumption of the home appliances relying on the
smart meter (SM) [8]. Additionally, such an intruder is capable
of counterfeiting the (SM) by tampering with the data. Such
unauthorized operations are characterized by falsification of
data which can easily trigger power disconnection. Further, the
(SM) monitors consumption by sending periodic consumption
within an hour or prescribed minutes [9]. Without a proper
pedestal enclosure, an intruder is likely to tap wireless commu-
nication channels and subsequently disclose consumption data
for personal gains. The disclosed information can then be used
to overrun the privacy of the user. These can include the times
within which the user is at home or away from home. This
poses obvious risks to such a home. For instance, the intruders
can easily damage the affected home, office, society, or even
the city. A good example is the December 23, 2015 cyber-
attack of three Ukrainian energy supply companies which
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translated into power disconnection for hours unending. The
main vulnerability that catalyzed the attack was the inadequate
authentication that the attackers exploited. As a result, the
attackers were able to intrude into the control systems of the
erid [2], [9].

II. RELATED WORK

Authentication refers to the process of determining the
identification of users of a system. This makes it an essen-
tial aspect of protection against unauthorized access. Sub-
sequently, it eradicates instances of security attacks. With
the innovation of smart metering infrastructure, there have
been researches geared towards ensuring authentication in
these energy systems. Most of the protocols proposed towards
SMI authentication seem to adopt one-way authentication as
opposed to two-way authentication. For instance, the most
popular approach has been the use of enhanced public key
infrastructure (PKI) in securing the smart grid networks [10].
This scheme is based on one-way authentication from a (SM)
to the neighborhood area network gateway. Data specialists
that have adopted the PKI strategy are convinced that digital
signatures could be more effective in preventing service attack.
In an effort to rationalize the viability of the enhanced scheme,
data specialists have also implemented elliptic curve cryptog-
raphy (ECC) for restricted (SM) [11] and it’s imperative to
have low complexity at the meter. However, there have been
proposed the adoption of a privacy-preserving schemes [12]. In
such schemes, cryptographic commitment is used for sending
consumption rates from the meter to the utility through the
neighborhood area networks utility. This approach also relies
on one-way authentication as a strategy for achieving privacy.
Although this approach too can be relied on in authenticating
SM at the NAN gateway, it is unable to verify the legality of
the NAN gateway. Subsequently, this approach is discouraged
because it presents numerous security threats. For instance,
the (SM) might accept unverified control commands from an
intruder given that the (SM) does not verify the NAN gateway.
This can easily result in power interruptions for the affected
house. This is an indication that one-way authentication might
not be a solution in securing two-way communication [10],
[11], [13]. Alternative protocols used usually perform mutual
authentication in the smart grid [11]. However, a majority of
these schemes usually require high computational overhead
which can easily lead to performance hitches in sensitive
infrastructure. It would be better to use lightweight and secure
authentication when performing mutual authentication. This is
likely to help in verifying the SM prior to its communication
with any other entity. One solution that has been suggested
in this front is the use of the Diffie-Helman protocol. This
protocol is essential in establishing mutual authentication and
establishing a single session key between the (SM) and the
neighborhood area network [14], [15]. There are also proposals
that a secure session key between a SM and an authentication
server can be used in mutual verification of communicating
entities. In such approaches, a key generator is used in
refreshing public and private keys together with multicasting

keys. These are broadcasted periodically to smart meters [12].
However, similar schemes are faulted for being impractical and
inefficient when dealing with smart meters. The justification
for this disapproval is that the heavy computation required by
this approach is unfeasible for smart meters [12]. Another pro-
posal has been the use of a secure anonymous key distribution
scheme for smart grid communications. The approach capital-
izes on the use of identity-based signature to aid in mutual
authentication and anonymity at a favorable cost [12] [16].
Further, the approach is capable of resisting several attacks
including impersonation and replay. However, this scheme
is faulted for failing to provide session key security and
smart meter’s credentials privacy using the Canetti-Krawczyk’s
attack model [17]. In order to address these shortcomings,
there have been proposals to achieve authentication using a low
computational cost that is relatively secure compared to the
previously identified schemes. However, such schemes are also
faulted for being vulnerable to impersonation attacks which in
most instances result in the forgery of messages. This further
poses integrity issues. One way of addressing these concerns is
through the use of lightweight, and anonymous key distribution
(AKD) scheme. The AKD usually relies on Schnorr’s signature
procedure which helps it achieve efficiency [12], [17], [18].
Another scheme proposed for authenticating smart metering
networks entails using an identity based key establishment
scheme [18]. The proponents of this scheme argue that it can
help in securing attacks such as impersonation and replay
attacks. The scheme is however faulted for its inability to
endure spoofing attack given that the SM identity is usually
in plain-text [16]. Additional contributions indicate that with
consideration to PKI, a lightweight message authentication
scheme can be used for smart grids. This needs the use
of a hybrid cryptosystems [19]. From this scheme, it was
realized that the operation of public keys such as encryption
is attainable. However, this does not apply to the use of
private keys given the time they consume. Another outsider
and insider attack mitigation strategy in smart grids capitalizes
on individual authentication and authorization before when
accessing the SM. This entails the use of attribute-based access
control which helps in confirming the identity of the user and
the device [20]. However, this approach is faulted for having
a higher overall overhead at 328.37 bytes, which is beyond
the computational capabilities of most SMs. The scheme also
strains the transmission capability and the energy source. This
would affect a smart gas meter more than it would affect a
smart electricity meter given that they are usually connected
to the main supply. The gas meters, on the other hand, are
battery-powered. This scheme will not be sustainable for the
later given that the SM is bound to send periodic consumption
trends that require more energy for the packets to be sent. This
emphasizes the need for energy-efficient approaches necessary
for maximizing the lifetime of the SM with the expected level
of security [1], [3], [13], [21].Some latest development are
also defined in [7], [22]-[26]. However, the scheme proposed
in [22] was proved as weak to ephemeral secret leakage
attack by [27]; moreover, owing to the use of pairing based
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computation extensive operation, the scheme [22] was not
appropriate for communication infrastructure of smart grid.
Likewise, the incorrectness of the scheme proposed by Challa
et al. [25] was explained by Chaudhry et al. [26] and the
scheme [7] was proved to have incorrect authentication phase
in [28].

From the analysis of existing one-way authentication
schemes and factors such as high computational costs and
communication costs, various questions are raised over two-
way authentication in smart energy communication. As earlier
indicated, in smart energy networks communication, the in-
tegrity of messages is essential just like any other security
priorities. This is justified by the fact that message integrity
is a reassurance that the messages are accurate despite being
in transit. This is in line with recommendations from various
regulatory bodies including National Institute Standards Tech-
nology (NIST) [11] [17] [29]. In the absence of integrity, the
information is distorted. Subsequently, irregular decisions can
be made in smart energy networks.

A. Motivation & Contributions

It is evident that some of the schemes that have been
proposed lately are vulnerable. As such, these schemes can
be easily attacked leading to violation of message integrity.
This justifies the need for a mutual authentication which
can sustain dynamic key agreement in realizing efficiency
while at the same time providing significant levels of security
functionalities. In such a move, very recently, Kumar et al.
[2] introduced a lightweight authentication and key agreement
(LAKA) scheme for smart metering infrastructure in smart
energy networks, the work of Kumar et al. was structured
over Elliptic Curve Cryptography (ECC), symmetric block
ciphers, and hash functions. As per their claim the cost of the
scheme was noted as a lower amount considering the fact that
it is developed on the ECC, embraced symmetric encryption,
and had a hash function and message authentication code.
Moreover, the security analysis of the LAKA was carried out
through AVISPA tool. The LAKA was also compared with
respect to efficiency and performance with related schemes.
However, in contrary to their claim, we show that the LAKA
by Kumar et al. is insecure against ephemeral secret leakage
attack. We also show that LAKA lacks untraceability and has
weaknesses against stolen verifier attack.

B. System model

The system model as adopted from Kumar et al. [2] is shown
in Fig. 1 with an exception of a specific trusted authority
(TA), where a number of smart meters (SMs) are installed at
different location and are connected with neighbourhood area
network (NAN) gateway. The SMs are installed in building,
homes and commercial/industrial units. The NAN gateway
acts as an intermediate agent to provide on demand electricity
and the communication between a SM and a NAN is always
on insecure channel. Before, deployment, each SM and NAN
gateway are registered by TA. Kumar et al. considered NAN
gateway as trusted, which also acts as a regustration authority.
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Fig. 1: Smart Grid Infrastructure

However, it is not a true depiction of the SG scenario. For the
sake of keeping consistency and keeping the same assumption
of NAN gateway trustworthiness, we also keep NAN gateway
as trusted. However, in reality there is always a TA responsible
for registration of both the SMs and NAN gateways.

C. Adversary Model

In this paper, we consider the eCK [30] adversary model.
In which the adversary .4 has more capabilities as compared
with D-Y model [31]. A under eCK model [32], has authority
over the public channel and can perform any task including
sending , receiving/listening, forging and blocking a legitimate
message. A can expose the information stored on a captured
SM [32]. A has access to all public information and SMs
are not trusted, which means and dishonest SM can act as an
attacker. Under eCK model, A can launch a key compromise
impersonation attack as well.

III. REVISITING LAKA

Kumar et al’s scheme (LAKA) involves two entities for
authentication and key agreement. These include the SM and
the neighborhood area networks gateway (NAN). LAKA is
explained briefly in following subsections:

A. System Setup Phase

Since the NAN gateway is a trusted entity, it is expected
to accomplish off-line tasks. Assigning security parameters,
assigning the SM identity along with keeping access log
are considered as offline tasks. The NAN gateway security
parameters are as follows; The NAN selects an elliptic curve E
together with point P of order n above E. A master key (M})
and public key Py, = M},.P. It then chooses one-way secure
hash function (e.g.H()). Lastly, the M, is kept in secure own
database by publishing F,, P, E,n, Py, H().
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Fig. 2: Flow of Kumar et al.’s scheme

B. Registration Phase

Before a SM is included in the NAN gateway, it is essential
to register them. This is done in preparation for participation
in the smart energy network. The security parameters are
obtained as follows; for every SM (), the NAN then generates
and allots a distinct identity (SM;rp,) and a secret token
ST, with unique identifier (idSTi). It then relies on SM;p,
in computing 0; = H(SMjp,) and public key. That means
SMpub; = (0;+My,).P = 0;P+ P;. Subsequently, it uses the
master key M}, to compute the smart meter’s matching private
key SMpr; = 34— .P € G.NAN then stores the security
parameters (Fy,, P, E,n, ST;,idgt,, H(), 0;, SMpr;) in smart
meters’ memory which is temper-proof. The SM;p, and N;p
are stored in the memory of the meter which enables it to
identify the respective NAN gateway. Lastly, the NAN gateway
relies on its storage to keep all the parameters deployed to
smart meters.

C. Authentication and Key Establishment Phase

For the LAKA’s goals (lightweight authentication and key
establishment) to be attained, the following procedure as
shown in Fig. 2 is followed as below:

PAK 1: The SM relies on random numbers
usy, € Z) followed by computing Agnsi = usa. P
and Bg = ugni-SMpri.  Subsequently,
L1 = H(SMIDz|‘NIDHASM'LHBS]WzHTl) and
Q1 = Es1i[SMip;, Nip,T1] are computed.

T1 is the smart mater’s time stamp. To
uphold the message integrity, the SM computes
Y1 = MACL1[SMipi,T1,Aspi]. As a result, a
pseudo number (¢) is generated and used in computing
a = H(Nipl||®) ® idsr;||T1 . Ultimately, it sends a
message, {a, Q1, Asyri, Y1,¢0,T1} to the NAN.

PAK 2: When NAN receives the message, it verifies time
validity using 72 — T'1 < AT. In case the time validity
is unverified, the process is rejected by the system. Note:
T2 symbolizes the current time stamp of NAN and AT
refers to transmission delay. However when the validity is
verified, it calculates H(Np||®y) to obtain idsy; gets
matching token (S7%) of idgr;, and SM;p, from own
database. It will then decrypt Dgr, [Q1] and subsequently
obtain SM;p;, Nfp,T1*). From the checks SM;, Z
SM;pi,Nf, = Nrp and T1* = T1), in the event
that the conditions are not verified, the ongoing session
is rejected. Subsequently, the NAN gateway proceeds to
compute 0;' = H(SM;ip;), Bsmi' = 37457 Asars and
Ll = H(SM}“Di||N1D||A5Mi\|B’SMi||T1)I. Addition-
ally, it computes Y1 = MAC},[SMp,;, T1*, Asnril.
If the verification indicates that Y1’ = Y'1, then it moves
to the next step.

PAK 3: NAN gateway then chooses a random num-
ber vy € Z; then calculates Cny = oun.P,
and Fy = wn.Aspy,. This is followed by com-
puting Q2 = FEgp;[SMipi;,Nip,T2] and Y2 =
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MACL'[Nrp,T2,Cy]. In this step, T2 denotes cur-
rent time stamp of NAN. Subsequently, a session key
SK = H(SM;p;||Nipl|lAsni||Cn||Fn) is developed.
Ultimately, a pseudo number (®y ) is generated. This
is computed as = H(Nip||®Pn) ® idsr;||T2). The
Response = { 5,Cn,Q@2,Y2,®yx, T2} is then sent to
the SM.

PAK 4: The SM checks (T3 —T2) < AT and terminates
the session in the event that the verification produces
negative results. However, if it obtains idgp; from [
and subsequently, SM decrypts Dgr;[Q2] and obtains
SMip;*, Nrp*,T2* then verification is attained. This
is signified by N;p* = Nyp and T2* = T2. if the
conditions turn out not to be true, then the session
will be terminated. Otherwise, the computation would be
Y2 = MACL1[Nrp,T2*,Cyx] and verifies Y2' = Y2
if the condition proves to be true, then it moves to
the next step. Otherwise, the NAN is illegitimate and
this warrants termination. Ultimately, the SM computes
Wsnri = ugni-Cn leading into generation of the ses-
sion key SK = H(SMipi||Nip||Asail|On[|Wsari) to
secure the next communication between the SM and Nan
gateway.

IV. WEAKNESSES OF LAKA

In this section we argue the weaknesses of LAKA against
ephemeral secret leakage attack (KCIA), stolen verifier attack
along with LAKA’s inability to provide traceability:

A. Ephemeral Secret Leakage Attack

The security of the LAKA scheme by Kumar et al. is based
on four types of parameters: 1) public parameters SM;p;,
2) the parameters sent on public channel Agys;, Cn, 3) the
shared parameter N;p among all SMs connected with a NAN
gateway and 4) Temporary session parameters g, ;, vn. The
public parameters and parameters sent on public channel are
accessible to all entities, while the shared parameter N;p can
be easily extracted from any captured smart meter. Now as
per above argument, the security of the session key relies
only on two temporary variables g, v and if any of these
parameters is leaked, the session key may be compromised.
Like, if s, is leaked, A can compute Wens; = ugari-Cn
and SK = H(SMIDi||NID||ASJVHHON||WS]\M)~ Similarly,
if vy is exposed A can compute Fy = vy.Agn; and
the session key Sk = H(SMipi||Nip||Asnmil|Cn||Fnj)-
Hence, the LAKA scheme by is insecure against ephemeral
secret leakage attack.

B. Traceability Attack

The SM in LAKA scheme by Kumar et al. is also insecure
against traceability attack. Any attacker A can get N;p from a
captured SM and can use this value to trace any SM requesting
for AKA. Let a SM initiates an AKA request through message
{o,Q1, Aspri, Y1,0,T1}, the A using Nrp and the inter-
cepted ¢ computes H(N;p||¢) and now using the computed
value, A can compute idgr;||T1 = H(N;p||®) & o, where

T'1 is the current timestamp and idgr; is the unique identifier
of a SM. Hence, SM in LAKA scheme has weaknesses against
traceability attack.

C. Stolen Verifier Attack

In LAKA scheme, the NAN gateway stores ST; and idgr;
tuples for each SM in a verifier/database. This verifier/database
is subject to stolen verifier attack.

V. CONCLUSION

The analysis in this article shows that the smart grid au-
thentication scheme (LAKA) by Kumar et al. has weaknesses
against ephemeral secret leakage attack. An attacker after
exposing the ephemeral secrets of any of the NAN gateway
or SM can compute any session key shared among both.
Moreover, it is also shown that LAKA cannot protect untrace-
ability and has weaknesses against stolen verifier attack. In
future, we intend to design a computation restricted SM grid
authentication scheme with traceability, with out verifer tables
and resistant to ephemeral secret leakage attack.
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