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Wireless Healthcare Sensor Network (WHSN) has become one of the major research fields over the past
decades that play a very prominent role in the medical field. Due to the rapid growth of technology in
wireless communication, different security challenges have been raised in WHSN. Authentication proto-
cols are used to secure the information transferred over the public channels by WHSN. For this prospect
recently, Liu & Chung proposed an authentication and data transmission mechanism for WHSN. However,
Challa et al. identified that Liu-Chung’s scheme is vulnerable to stolen smart-card, offline password guess-
ing, privileged insider, and user impersonation attacks. Challa et al. then proposed an enhanced scheme
to overcome beforehand stated flaws. This paper denotes out that in accession to before mentioned at-
tacks, Liu-Chung'’s scheme is also prone to users’ private key leakage and user impersonation attacks
towards sensors. Moreover, Challa et al.’s scheme suffers from incorrectness, broadcasting problem, lack
of authentication between Trusted Authority (TA) and sensor nodes, replay attack, Denial of Service (DoS)
attack, forgery attack and delay in communication due to the involvement of the TA. Using the elliptic
curve cryptography and bilinear paring, an improved scheme is proposed in this paper, to mitigate the
weaknesses of Challah et al. and Liu-Chang schemes. The formal security analysis using simulation tool
AVISPA and BAN logic demonstrate that the proposed scheme is secure. The rigorous informal security
analysis also attests that our scheme is safe against well-known attacks.

© 2020 Elsevier Ltd. All rights reserved.
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1. Introduction

Recent progress in the digital wireless communication infras-
tructure for sensors has backed the development of multifunc-
tional small size, low-power and cost-efficient sensor nodes to
communicate wirelessly in short distances [1]. These tiny sensor
nodes typically consist of a micro-controller, transceiver, memory
and a power source [2,3]. These miniature nodes collaborate to
form a sensor network [4]. The tiny sensors can be used to mon-
itor healthcare once installed inside or outside of human body to
avoid conventional way of in-person illness monitoring [5]. eHealth
is the utilization of information and communication technologies

* Corresponding author.
E-mail addresses: zeeshan.mscs1053@iiu.edu.pk (Z. Ali), anwar.ghani@iiu.edu.pk
(A. Ghani), imran.khan@iiu.edu.pk (I Khan), sashraf@gelisim.edu.tr,
ashraf.shehzad.ch@gmail.com (S.A. Chaudhry), hafi786@gmail.com (S.H. Islam),
debasis_giri@hotmail.com (D. Giri).

https://doi.org/10.1016/j.jisa.2020.102502
2214-2126/© 2020 Elsevier Ltd. All rights reserved.

(ICT) for health monitoring and diagnosis [6]. ICT based health-
care services can be used to overcome the shortcomings of the
typical healthcare system like remote health monitoring, health-
care data analytics [7,8]. A new type of network called Wireless
Body Area Network (WBAN) has been evolved to fully utilize and
to take advantage of wireless sensor technologies [9]. In WBAN
number of sensors are implanted in or out of the body to continu-
ously monitor and give real-time feedback to the physician/doctor
or user/patient [10]. The data accumulated by the sensors can be
stored for a lengthier period, thus enhancing the quality of gather
data [11]. The data obtained with the help of sensors is transmitted
remotely to data centers at the rear end for processing and anal-
ysis to make the treatment decisions [12]. As the WBAN reap the
benefits of continuous progress, it will not only be employed in
medical but will also be integrated into the military applications
and sports activities and can safe human lives. With tremendous
potential for raising quality of healthcare, WBAN can play decisive
role for improvement of healthcare facilities in remote areas.
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Fig. 1. Architecture of typical WBAN system.

A distinctive healthcare-monitoring scenario using WBAN has
an exhibit in Fig. 1. To match the expectation of healthcare, the
future will see further integration between wireless sensor tech-
nologies and current specialized medical resources [13]. Health-
care applications require trustworthiness that data measured by
sensors are accurate. WSNs used in healthcare collect daily data
and transfer it to remote servers. Furthermore, as the adaption of
sensor networks for health monitoring increases importance to se-
cure such systems also rises [14,15]. While setting up a WSNs for
healthcare multiple limitations need to be faced due to their micro
size such as limited energy, memory and processing limits, limited
network capacity, privacy and security and system reliability [16-
18]. Sensors need to combat both insider and outsider attack as
sensor nodes may not be temper proof [19].

Using WSNs for collecting physiological data of patients also
gives rise to personal privacy. Its crucial for WSNs applied to med-
ical care to prevent attackers or eavesdropper from malicious net-
work intrusion while keeping the protection and privacy of user
data [20]. Only legal users will be enabled to login and access
the system resources with secure authentication scheme. Differ-
ent schemes have been proposed to overcome these security chal-
lenges each of these schemes have their own strengths and weak-
nesses which will be discussed in related work section. Following
are the general contributions of this article:

o The cryptanalysis of the scheme by Liu-Chung [15] and Challa
et al. [21] are performed to show that, Li-Chung’s scheme is
vulnerable to users private key leakage and user impersonation
attack towards sensors, and Challa et al.’s scheme suffers from
incorrect, broadcasting problem, lack of mutual authentication
between TA and sensor nodes, and is prone to communication
delay.

o A three-factor (password, biometric and smart-card) based au-
thentication scheme is proposed to overcome the drawbacks in
Challa et al.” and Liu-Chung’s schemes.

e The proposed scheme is analyzed formally, through BAN Logic
and simulated through the AVISPA tool for robustness proof;
furthermore, meticulous informal security analysis is accom-
plished to show its’ resistance against the known attacks.

e The comparative analysis of the proposed scheme with Liu-
Chung’s and Challa et al.’s as well as other state-of-the-art pro-
tocols is performed using the computation and communication
costs and security requirements metrics.

1.1. Adversarial model
As adopted in [22-27], the common adversary model is taken

up in this article, where the adversary Z is considered to be
equipped with following capabilities:

1. The communication is under complete control of 7

2. T is allowed to intercept, replay old message, modify, stop or
send a fabricated message.

3. 7 has the capabilities to launch power analysis and get data
stored in smart card [22,27].

4. Except the TA, any insider or outsider can try to break the se-
curity and privacy.

5. TA’s private key cannot be compromised i.e no attacker Z is al-
lowed to have access to private key of TA.

The paper is organized as follows. Section 2 briefly describes
the existing literature and their issues. Section 3 provides basics
of the cryptographic primitives used in this article. Liu-Chung’s
[15] and Challa et al.’s [21] scheme are reviewed in Section 4, and
their cryptanalysis is done in Section 5. Our scheme and its se-
curity analysis using BAN logic, informal way and through AVISPA
simulation are describes sequentially in Section 6 and 7. The com-
parisons with respect to performance and security features are so-
licited in Section 8. The paper is finally concluded in Section 9.

2. Related work

Various authentication schemes for securing healthcare sensors
networks are outlined in this section. Many researchers came up
with the schemes to secure healthcare sensor networks over the
past years. Smys et al. [28] stated the architecture and require-
ments for securing wireless body area network (WBAN). The ar-
chitecture contained a cluster with a cluster head to forward the
aggregated data to base station. Shen et al. [29] proposed a mul-
tilayer authentication protocol, in which they divided communica-
tion of Wireless body area networks (WBANs) into two layers in-
side and outside authentication. Inside authentication is between
sensors and PDA (personal digital assistance) and outside authen-
tication is between PDA and AP. In the communication layer be-
tween PDA and sensor, PDA is regarded as a cluster head with
sufficient memory and computational power. Liu et al. [30] identi-
fied that Shen et al.s’ scheme has some security vulnerabilities like
mutual impersonation and mutual authentication attack, so they
provided an enhanced scheme to overcome these flaws. A new
health monitoring system architecture for Wireless medical sen-
sor network (WMSN) was proposed by Amin et al. [31]. They pro-
posed an architecture in WMSN for patient monitoring health-care
system and provided a mutual authentication protocol for mobile
users while preserving anonymity. However, Ali et al. [32] proved
some weaknesses of Amin et al’s scheme against different at-
tack. Wu et al. [33] proposed a three factor remote authentica-
tion scheme for mobile mobile client-server networks. Proposed
scheme consists of three factors identity, password and biomet-
ric along with Elliptic curve cryptography (ECC). Wu et al. stated
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that there scheme is secure against all known attacks and is se-
cure against Insider attack, Off-line guessing attack, User imper-
sonation attack, Server spoofing attack, Known-key attack and pro-
vides User anonymity. However, Xie et al. [34] identified that Wu
et al.’s scheme is vulnerable against Impersonation attack. Xie et al.
stated that their scheme is secure against Replay attack, Off-line
password guessing attack, Privileged insider attack, Impersonation
attack, Stolen-verifier attack, Man-in-the-middle attack and pro-
vides User anonymity, Session key security and Mutual authenti-
cation.

Liu-Chung [15] proposed an user authentication scheme for
WHSN (wireless healthcare sensor networks) in which, when pa-
tients are in healthcare center or hospital their physiological data
is continuously stored in the system. Patients need to wear mobile-
care devices, in order to record their physiological data. They
stated that their scheme is secure against attacks like Stolen-
verifier, Online password guessing attack, Offline password guess-
ing attack. Later Challa et al. [21] identified that Liu-Chung’s
scheme is vulnerable against several attacks and proposed an
improved scheme. Some other latest developments for securing
healthcare services were also presented in [35-39]; whereas some
criterion for authentication security were proposed in [40-43]. In
2019, Zhang et al. [44] proposed the first white-box implemen-
tation of the identity-based signature scheme in the IEEE P1363
standard. Their implementation can avoid the leakage of the pri-
vate key during the algorithm executed in the untrusted environ-
ment. Therefore, it could be used to implement the authentication
of the mobile devices. However, this paper shows that Liu-Chang’s
scheme is still prone to user’s private key leakage. Also, Challa
et al.’s scheme suffers from the incorrectness, broadcasting prob-
lem, lack of mutual authentication between TA and sensor nodes,
replay attack, DoS attack, forgery attack, and is prone to communi-
cation delay. in this paper, an enhanced three-factor based scheme
has been proposed to overcome the mentioned drawbacks.

3. Preliminaries

In this section, we describe some cryptographic primitives used
in the paper.

3.1. Elliptic-curve cryptography (ECC)

Elliptic-curve cryptography (ECC) is based on the elliptic curves
of the finite field 2, = {1,2,3,-- p—1} and is a type of public key
cryptography defined by the equation:

Ep(a,b): y* mod q= (x> + ax + b) mod q

where a,be 2, and (4a®+27b%) mod q#0. The points over
Ep(a, b) define an additive abelian group and is defined as Gy =
{(%1.%2) 1 %1, %2 € Zq and (xq,x;) € Ep(a, b)} U {O}, where the iden-
tity element O is called “point of infinity”. In Eq(a, b), the scalar
multiplication is used to calculate multiplication by doing re-
peated addition. For example r-P =P+ P+ --- + P (r times), where
P € Eg(a, b).

3.2. Bilinear pairing

Identity based encryption (IBE) is first proposed by Shamir et al.
[45], which employs the users personal information as a public
key. An efficient IBE is proposed by Boneh and Franklin [46] by uti-
lizing the pairing function. The bilinear map function é: G; — G,
has subsequent properties:

Bilinear: Let P Q. R € G, where a, b € 2. Then &(aP, bQ) =
&(bP, aQ) = &P, R)™, &P, Q+ R) = &P, Q)&(P R) and &P + Q R) =
&P, Q)-8(Q R).

Non-degenerate: If G; is produced by P. Than G, is generated
by &(P, P) such that &(P, P) # 1.

Computable: All P, Q € G; can be calculated in polynomial time
through an existing an algorithm such that &P, Q) € G,.

3.3. Hash function

A non-invertible function H: {0, 1}* — {0, 1}" called as one-way
hash, it takes a variable-size input say x € {0, 1}* and produces a
binary string of fixed size say y € {0, 1}". A hash function H( - )
has the following properties:

 For any given input x € {0, 1}*, the computation of y = H(x) ¢
{0, 1} is usually easy.

e One-way property: From a given value of hash y € {0, 1}" and
a function H( - ), it is hard to obtain the input x € {0, 1}*. This
property is called preimage resistance.

» Resistance property of weak-collision: For any given input
X1 € {0, 1}*, obtaining any other input x, € {0, 1}*, with x; # x5,
such that H(x;) = H(xy), is hard to determine. This property is
called second preimage resistance.

» Resistance property of strong-collision: Deriving a pair of in-
puts (xq, Xp), with x; # x5, such that H(x;) = H(x;) is also hard
to calculate.

4. Review of previous schemes

The security schemes of Liu-Chung [15] and Challa et al.
[21] are briefly reviewed in this section. The symbols adopted for
the review and description purposes are depicted in Table 1.

4.1. Review of Liu-Chung’s scheme

In this section, the review of the scheme by Liu-Chung [15] is
presented. Trusted Authority (TA), Sensor Node (SN) and Patients
are the three principal parties in this scheme. In Fig. 2 the consid-
ered system architecture is illustrated. In the given situation, the
patients are in the healthcare centers or hospital and are equipped
with wireless monitoring devices used to read the individual’s data
continuously. Sensors on patients are requested by the base sta-
tion for updates of physiological data periodically. Requested data
after collection, is uploaded by the base station to the hospital or
healthcare center servers for diagnosis purposes by medical profes-
sionals. To guarantee legal access, an individual must register with
the TA and obtain legitimate credentials. The scheme is arranged
in four phases, all phases are described in the succeeding subsec-
tions:

4.1.1. Setup phase
Following steps are performed by the TA in setup phase:

Step P1: TA selects a bilinear map €:G; x G; — G, and Py € G;.

Step P2: TA generates two one way hash functions H;: {0,
1}* — Gy, and Hy: G — {0, 1}*

Step P3: TA selects a random number Sy € Z;, and then computes
a public parameter Py, = So - Po.

4.1.2. Registration phase

User needs to personally attend the medical institution to reg-
ister, and demonstrate his identification. Following are the steps
performed in registration phase:

Step P1: User U; selects UID; and PWD; to register with the TA.

Step P2: The TA selects a public key Uy, and calculates the private
key (Upriv = SO-Upub) of the Ui'

Step P3: TA stores {h, Uy, UID;, PWD;, a} into the smart-card, a is
a private parameter created by TA.

Step P4: TA transfers the smart-card to U; over a private channel.



4 Z. Ali, A. Ghani and 1. Khan et al./Journal of Information Security and Applications 52 (2020) 102502

Table 1
Notation guide.

Notations Description

TA, UID;, SN; Trusted authority, ith user identity, jth sensor node, respectively
USG; ith user’s smart-card

PWD;, BIO; ith user’s password, personal biometrics template, respectively
Gen(.), Rep(.) Generation, Reproduction processes of fuzzy extractor

t Fuzzy extractor’s error tolerance threshold

o, Tj Biometric secret key & public reproduction parameter, respectively

Kpn’vv Kpub

1024-bit private-key only known to the TA, and public-key

Ep(a, b), p Elliptic Curve, Large prime number

P = (xp.yp), kP A point over E,(a, b) and multiplication of P with scalar k, respectively
Tsv, AT Session-validity period and max transmission delay

Ti, Tta, Tsn Current timestamps of ith user, TA and SN; respectively

Z, AUy An intruder, adversary and privileged user

h(), &, |l

One-way cryptographic hash function, Bitwise XOR and concatenation operations, respectively

Sick Room/Sanitarium
(Wireless Sensor Network)

Hospital / Health-Care
Facility

)

Physician

Server

Fig. 2. System architecture.

4.1.3. Verification phase
TA performs the following steps to verify the authenticity of U;
upon receiving the message {Sig, r, T;, UID;}:

Step P1: TA verifies if UID; is stored and é(Py, Sig) = &(Pyyp.
r. Upub)-

Step P2: If T. — T; < AT, TA will proceed to Step P3.

Step P3: TA chooses an arbitrary number b, calculates E = h(b®
Upup) and transmits E to U; and {Ty, b, UID;} to all SN;'s
over the insecure channel. T, is the allocated time for
which the user can fetch the data from SN;.

4.14. Access control and encryption phase

After authentication, legal user will be allowed to access the
data from SN; for the limited time. Subsequent steps are executed
in this phase:

Step P1: U; implants USC; and provides his/her UID; and PWD;,
USC; verifies whether entered credentials are same as
stored. If true Step P2 will be executed.

Step P2: C = h(a||UID;) @ E will be computed by USC;, and a mes-
sage containing {C, UID;, T'} will be transmitted to ac-
cessed nodes(SN).

Step P3: SN; verifies T. — T’ < AT and Thow = Ty upon receiving the
message.

Step P4: SN computes C' = h(al||UID;) @ h(b @ Uy,;,) by using b re-
ceived from TA. And checks if C = C'. If true, then data
will be transmitted else algorithm ends.

Step P5: SN transmits requested data M to U; by using the compu-
tation M = m & Hy (8(Upyp, Pyup))-

Step P6: U; computes M = m & Hy (8(Up,, W)) to get the original
message.

4.2. Review of Challa et al.’s scheme

In this section, a review of the scheme by Challa et al [21]. is
presented. Challa et al.’s scheme consists of three entities Patients,
Sensor Nodes (SN), and Trusted Authority (TA). System architecture
considered is depicted in Fig. 2. A Patient, who is admitted in a
hospital or healthcare, is equipped with the sensors/wireless mon-
itoring devices. The base station requests the sensors to send the
physiological data of the patient periodically; and on reception, up-
loads it to the hospital/care center server, so that the medical pro-
fessionals can analyze it. Each user has to register with the TA and
get valid smart-card based credentials to ensure that invalid user
is not allowed to access data. The scheme consists of four phases,
each phase is described in the subsequent subsections:

4.2.1. Setup phase
Following are the steps executed by the TA to setup the system:
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Step P3:
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TA picks a larger prime number p, a base point P of order
n from Ep(a, b) over a finite field Z,, a secret master-key
So € Z;, a one-way cryptographic hash function h( - ) and
computes Py, = So - P.

The fuzzy extractor was utilized to perform biometric
authentication, which consists of a pair of functions (i)
Gen( - ) (probabilistic random generation function) and
(ii) Rep( - ) (deterministic function). Where Gen( - ) takes
users personal biometric as an input and yields the [ bits
long random biometric-key o; € {0, 1}! along with repro-
duction (7;) parameter. Whereas, function Rep( - ) takes
users biometric and t; as an input for authentication and
checks if the difference between old-biometric and new-
biometric is < than error tolerance threshold value (t).
Rep( - ) returns the value of genuine biometric as an out-
put.

Finally, TA kept the parameter Sy private and {
h( - ), Ep(a, b), Rep( - ), Gen( -

Ppubv Pt p,
)} are announced publicly.

4.2.2. Sensor node pre-deployment phase
In this phase each SN; is registered with the TA in the offline

mode:

Step P1:

Step P2:

TA chooses a unique identity SID;, master secret-key
mk; € Z; for each SN; and computes S; = h(SID;||mk;).

Finally, TA stores {SID;, S;} in it's own database and in the
memory of SN;.

4.2.3. User registration phase
In this phase, the user is verified physically and then the user
is registered with the TA by executing the following steps:

Step P1:

Step P2:

Step P3:

Step P4:

U; picks UID;, an arbitrary number K e Zj, computes
RID; = h(K||UID;) and transfers the request containing
RID; to the TA over a private channel.

Next, TA calculates R; = h(RID;||Sp) and saves it on USC;,
and transfers the USC; to U; via a private channel.

U; receives USC; and picks a PWD;, imprints BIO; and
calculates Gen(BIO;) = (o;, tT;), RPW; = h( PWD;||K),
h(UID;||o}) @ R;.

To complete this step, U; stores {Y;, R}, X;, 7; Rep( - ),
Gen( - ), h( - ), t} in the USC; and removes R; from mem-
ory.

4.2.4. Login phase
Subsequent steps are executed by U;, to login to the TA:

Step P1:

Step P2:

Step P3:

U; puts USG;, enters his/her UID], PWD/ and imprints BIO;
at the sensor of a particular terminal.

USG; calculates =Rep(BIO;, 7j), K' = Y; &
h(UID}||PWD!||R)). RPW/ = h(PWD}||K") and X/
= h(RPW/||R}), and checks if X/ 2 X; is true than Step P3
is executed else session terminates.

U; picks an arbitrary number me 2} and current T
Further, U; submits request message {DID; DID; V;, M;
T;} to TA, after computing M;=m-P= (M}, M), N;=
m- Py = (N, NY), RID; = h(K'||UID}), DID; = RID] &
N, DID; = SID; eaNy R: = R @h(UID]IR)). and
V = h(DID [IDID; ||T||M IR} )

4.2.5. Authentication and key agreement phase
TA authenticates the U; and mediates the establishment of ses-
sion key between SN; and U; by implementing following proce-

dure:

Step P1:

Step P2:

Step P3:

Step P4:

Upon receiving the message from U;, TA checks the
condition T/ —T; < AT. If true, then TA computes
N = So - M; = (Nf, NJT’A), RID; = DID,-@N%A
SID% - = DIDj®N),, R; = h(RIDj||Sy) and V¥ = h(
DID;||DID;||T;|IM;||R;). TA validates the Uj's authentic-
ity by checking V;* 2 V; and verifies if SID;f is present in
the database. If both conditions are true TA executes the
Step P2, else the session is terminated.

TA selects the present time-stamp Tps and calculates
Wra = h(R;) @ h(Sj||Tral|T;), and transfers the message
{Wra, T1a, T;} to SN; via public channel.

SN; receives the message {Wr, Tpa, T;} and checks the
freshness by examining the condition Tj, — Tra < AT. If
true, SN; selects the present time-stamp T; and cal-
culates h(R ) = h(SJHTTA”Tz) GBWTA, SK,J = h(SID]Hh(R,)
[IR(SPITiIT;),  Vsn, = h(SKi;|ISID;|[T;) and  W; =h(S;) &
h(SID [lh(R;)). SN; transfers the message {W;, VSN]., T} to
U; directly via public channel.

U; checks the freshness of the message {W; VSNj,
T;} by checking the condition Tj’—TngT. If true
Ui  computes  h(S;) :h(SID-||h(R/))e9W-, SK/ =

h(SID;|IR(R)II(SIITIIT;) and Vg = h(SKL]ISID; ||T) U;

If true, then U; and SN; have the
session key SK/ (= SKj;) else session terminates.

checks if V’N '=V5N

4.2.6. Credentials updation phase
This phase is executed locally by U; without the involvement of
the TA in the following manner:

Step P1:

Step P2:

Step P3:

U; provides the UID;, PWD?, BIO% and USC; computes
od = Rep(BIO%, 1), K' = h(UID;|| PWD%||o0!?) &Y},
RPWPId = h(PWDY||K"), X0ld = h(RPW?Id||o0!). USC; ex-
amines the condition X?¢ = X;, if true Step P2 is executed
else session is terminated.

USC; permits U; to enter new password PWD" and
imprint new biometrics BIOf®¥ at the sensor of a
specific terminal. USC; then computes Gen(BIO®W) =
(O-inew’ .[ineW), RPVV[T‘!EW — h(PWD:?EWl |I</)’ Xinew — h(
RPWW||g['ev), YW = K’ @ h(UID;|[PWDIW||o W),
RIeW = (R} @ h(UID; ||o°’d)) @ h(UID;||o]"*") = R; &

h(UID ||a”eW)

The parameters {R], X;, Y;, 7;} on USG; are replaced with
R:?EW, Xi"e"", YI.”"’W, ri”ew, respectively. Hence, the USC; fi-
nally holds the information {RP%, XT'w, Y€ Gen( - ),
Rep( -), T, h( -), t}.

4.2.7. User revocation phase
A legal user U; can get a new smart-card USC" if required by
implementing following procedure:

Step P1:

Step P2:

Step P3:

Step P4:

U; provides the same identity UID;, picks an arbitrary
number K" e 2} and transfers a registration request
containing RID*" = h(K""||UID;) to the TA over the se-
cure channel.

Next TA calculates and stores R = h( RID*"||Sp) into
the smart-card and transfers a USC”e"" to U; over the pri-
vate channel.
U; selects a new PWDpY,

h(K"ew||PWDRew),

XHEW

BIO®" and calculates
RPWPW = Gen(BIO}*") (o],
.L-neW) h(RPW”eW| |GneW) = Knew g
h(UID ||PWD”€W||0”9W) R =R @ h(UID;||o]*").
Finally, the values (R, X”EW, Yi”ew, T;, h( - ). t, Gen( - ),
Rep( - )} are stored in U,-'s new USC®" and the TA delivers
SC'®” to U; via secure channel.

YAnew
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4.2.8. Dynamic sensor node addition phase
Following steps executed by TA, depicts the dynamic deploy-
ment of a new sensor node SN?‘?W in the existing network:

Step P1: For SN;‘?W, the TA chooses a novel identity UID;?EW and a
master secret key mk]'?‘fW € Zj. It then computes a secret
value S?e"" = h(SID;lEWI |mk’]?e"").

Step P2: SID™" and S;?GW are then stored in SN;EW'S memory before
deploying in the sensor network. The TA also saves SID?EW
and S;?EW in its database.

Step P3: The TA also broadcasts the SN}‘EW’S identity SID?EW so that
all users can access this sensor node.

5. Cryptanalysis of previous schemes

In this section previous schemes are critically reviewed to find
their weakness:

5.1. Cryptanalysis of Liu-Chung’s scheme

In this section, we will discuss a few limitations of Liu-Chung
[15] scheme:

5.1.1. Leakage of user’s private key

All the communication is happening on the public channel, an
intruder Z can intercept it when a user inserts its smart-card and
enter UID;, PWD;, after verification a message {Sig, r, T, UID;} will
be transmitted to the TA. Z can compute users private key Up,;, by
adopting the following procedure:

(a) The Z intercepts the message of U; containing:
{Slg, T, TL! UID,}

(b) Z computes r~1.

(c) At last, the intruder computes the private key of the user as
follow:

Upriy = Sig- 11, where Sig =1 - Upyy

5.2. User impersonation towards sensor node

In the Liu-Chung’s scheme Z can impersonate as a legal user
towards sensor nodes and can access data from those. In the veri-
fication phase, TA sends the message containing E to the user, and
(Ty, b, ID) to all the sensor nodes via the open channel. The in-
truder can intercept both messages and save them. Later U; sends
a message containing (C, ID, T') to sensor, where C = h(a || ID) @ E
and h(a||ID) will remain same for all sessions. Z can generate
Ez = h(b®Upy) as Uy is public and he/she knows b. Z can also
compute Zz = h(a || ID) =C@®E. Then T can forge the entire mes-
sage as follow:

(a) The Z first computes Cz: Cz = h(a || ID) @ Ez

(b) Z will generate its own current timestamp T4 and will send
the following message to sensor node impersonating as a U;:
(C£,ID, Tz)

5.3. Cryptanalysis of Challa et al.’s scheme

In this section, some potential shortcomings in Challa et al.’s
[21] scheme are discussed:

5.3.1. Incorrectness of scheme

Challa et al.’s scheme also suffers from incorrectness [47], first
User (U;) gets authenticated from (TA), later TA sends a message to
SN; and SN; communicates with U; directly, but:

(a) No UID; is exposed to SN;.

(b) SN; is sending message to U; without knowing his UID;.

(c) The message sent by SN; does not contain address/identity of
user.

5.3.2. Delay in communication

In the login and authentication phase, U; needs to first verify
itself with the TA to access SN;. With the increase in the number
of users, this will become the bottleneck for the whole system and
will cause a delay.

5.3.3. Broadcast by trusted authority and sensor node

In Challa et al.’s scheme, TA sends a message containing {Wry,
Tra, T;} to all the SN;'s once it verifies the U;. In this process, all
of the SN;.s will receive this message, because the message does
not hold the address of intended sensor, neither sensors check
whether message is meant for them, so all of the sensors will
do the computation and will again broadcast the message con-
taining {W;, VSNj, T;}. Due to this broadcasting, all of the other
SNj's will process this login request, which can eventually drain
the node’s batteries. The issue with the sensor nodes is that they
are equipped with limited battery power. Hence, security and en-
ergy efficiency become critical issues. Also, all of the users will re-
ceive this broadcast message from SN;’s, hence involving the un-
intended users. This results in performance degradation and often
causes network choking.

5.3.4. Lack of authentication between trusted authority and sensor
node

During login and authentication phase TA sends the message
(Wra, Tra, T) to SN;. SN; checks the freshness of timestamp and
proceeds the computation, without further checking the authentic-
ity of the received message. This deficit in authentication induces
to reply, forgery, and DoS attack, as shown in the subsequent sub-
section.

5.3.5. Replay attack

In Challa et al.’s scheme, upon receiving the login message from
TA, SN; only verify the freshness of the timestamp. So the in-
truder (Z) will intercept and forge the message as described in the
Section 1.1 by inserting the current timestamp and will retransmit
the message. SN; will verify the timestamps freshness by checking
the condition | T/, — Tz < AT | and this will be true because the
adversary has inserted the fresh timestamp. Furthermore, the sen-
sor will do further computation and sends the login message to
the U,‘.

(a) The Z will intercept the message: (W4, Tra, T;)

(b) The T will forge the message: (Wra, Tz, T;)

(c) The SN; will check the following condition: | T}, — Tr < AT |

(d) As T; is freshly generated, the condition in (c) will be true so
SN; will compute:

h(R;) = Wra @ h(S;||Tz||T;).

SKij = h(SID;|[|h(R) IR (SHIITIIT;),
Vsn, = h(SKi;||SID;||T;),

W; = h(SIDj||h(R;)) & h(S;)

(e) Finally SN; will send the following message to U;:

(Wj, Vsy,, Tj),

5.3.6. Denial of service (DoS) attack

Considering the timestamps are transmitted by an open chan-
nel, the Z can effortlessly get hold of the timestamp values by
eavesdropping the channel. As revealed in the Section 5.3.5 that
timestamp value is hashed with additional parameters but never
verified by SN;, the attacker can transform the value {Trs}. In the
verification part of the authentication phase, the timestamp value
will be different due to modification by the Z, but authentication
will be succeeded. Hence, the scheme suffers from the DoS attack
[47].
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User (U;)
Select public-key Upup € Z;

Trusted Authority (T'A)

(Upub)
(via secure channel)
Compute Upyiv = Kpriv-Upubs

(Smartcard{ Ui })
(via secure channel)

Select UID;, PW D;

Imprint BIO;

Compute Gen(BIO;) = (0i,7;),

X; = h(UID; | PWD; || 7).

Ui =PWD; ®0; D Uppiv,

priv
Store {X;, U .., h(), Gen(-), Rep(+), t, 7;} into smartcard

privs

Fig. 3. User registration phase of proposed scheme.

5.3.7. Forgery attack

As revealed in Fig. 3 and 5.3.5 that SN; does not verify the au-
thenticity of message (W, Try, T;). The T will intercept the mes-
sage and replace the parameters with some arbitrary parameters
and will send a forged message say (W7, T, TF) to SN;. SN; will
simply validate the timestamp and will do the further computation
and will send a message (W;, Vszvj, T;) to U;.

6. Proposed scheme

In subsequent subsections, the improved scheme with en-
hanced security is presented to overcome the deficiencies of Liu-
Chung’s and Challa et al.’s schemes.

6.1. Setup phase

Following are the steps performed by the TA in setup phase:

Step P1 TA picks Ep(a, b), base point P and a secret master key
Kpri € Z;

Step P2 TA chooses h( - ) and computes K, = Kp; - P (public key).

Step P3 The fuzzy extractor is selected to perform biometric au-
thentication, which consists of a pair of functions (i)
Gen( - ) (probabilistic random generation function) and
(ii) Rep( - ) (deterministic function). Where Gen( - ) takes
users personal biometric as an input and yields the [ bits
long random biometric-key o; € {0, 1} along with 7; a
public reproduction parameter. Whereas, function Rep( - )
takes users biometric and t; as an input for authentica-
tion and checks if the difference between old-biometric
and new-biometric is < than error tolerance threshold
value (t). Rep( - ) returns the value of genuine biometric
as an output.

Step P4 Finally, TA keeps Kp,; private and publicizes {h( - ), p, Ep(a,
b), Kpup, P, Rep( - ), Gen( - ), t} are announced publicly.

6.2. Sink node pre-deployment registration phase

TA registers all SN;'s in offline mode by adopting the following
procedure:

Step P1 TA picks a unique SID; and a master-secret key MK; for
each SN; and computes secret S; = h(SID;||MK;).

Step P2 TA chooses a unique public-key SNpubj € 2 for each
sensor node, and computes a private-key SNpr,-,,j =
Kpriu-SNpubj-

Step P3 TA saves {SID;, S;} in own database and {SID;, S,
SNpubj, SNpr,»,,j} in SN;’s memory before deployment in the
target field.

6.3. User registration phase

To utilize available services U; needs to be physically present
in order to register with the TA. After successful registration U; is

presented with a smart-card USC;. This phase as illustrated in Fig.
3, is executed as follow:

Step P1 U; selects his/her public-key Uy, € Z; and sends registra-
tion request containing {(Up,;) over a private channel.

Step P2 Upon request TA calculates the Uj's private key Uy, =
Kpriy - Upyp and stores into USC;, and then sends USC; to
U; over the private channel.

Step P3 Next, U; selects {UID;, PWD;} pair and imprints his/her
biometric BIO;. USC; then computes Gen(BIO;) = (o, T;),
X; = h(UID; || PWD; || 07), U’ . =PWD; ® 0; ® Upriu-

priv
Step P4 Finally U; stores {X;, Ul’m.v, h( - ), Gen( - ), Rep( - ), ¢t i}
into USG;.

6.4. Login phase

The login and verification phases are are also illustrated in Fig.
4. U; adopts the subsequent procedure to login to the TA:

Step P1 U; inserts USG;, provides his/her UID], PWD! and imprints
biometric BIO;.

Step P2 USC; computes Rep(BIO;],t;) =0/, X; =h(UID; || PWD] ||
o/) and checks if X/ = X; is true.

Step P3 If the verification succeeds, then USC; selects a ran-
dom numbers rq e Z}, generates current timestamp
T; and computes M;=ry-P, Nj=ry Py, = (N, N),

DID; =UID; @ Nf, SID; =SID; & N, Upiy = PWD; & 0; ®

U{m’v’ Gi =h(Upiy || T | N; [| UID;), and sends a message

containing Mgy = (G;, SID}, DID;, M;, T;) to TA through

open channel.

6.5. Verification phase

Upon receiving a login message from U;, TA verifies the legality
of U; and helps to establish a session among SN; and U;. This phase
completes by executing following steps:

Step P1 TA first checks the freshness of Mg, by verifying the
condition T, — T; < AT. If condition holds TA calculates
N = Kpriv ' Mi = (N;‘a, N%,a), Upn’v = Kpriv ' Upubv
UID] = DID; & N, SID; = SID; & N/, and G; L h(Upriy | T |
Neq || UID)). If Condition holds and SID; is registered, than
TA will proceed to next step else session will be termi-
nated.

Step P2 TA chooses the temporary-identity TID;, current times-
tamp Ty and session-validity period Ty, for ith user. Af-
ter this TA will compute the following W = h(SID; || S; ||

Tta), U;/mb = Upub EBS]’ & Tia, TID,{ =TID; @Sj & Tta, Ts/v =

Ty ®Sj @ Tq and sends the message Mg, = (SID;, TID],

W, U} . Tov, Tra) to SNj.

Step P3 After sending the message to SN; TA will compute
Yo = h(SID; I S; | Tia Il TID), V= h(Neg || Uy, 1| UID; |
Ta || Tw), TID] =  TID; @U{,TWGBN;‘G, and send the
message Mgz = (Ys, V, TID!, Ty, Trg) to U; via open
channel.

Step P4 After receiving the message Mg, from TA, SN; will first
check if . —T; < AT and W z h(SID; || Sj || Teq). If bot
conditions are true, than SN; will compute the follow-
ing TID; = TID, ® S; & Tra, Upyp = Ul’mb ®S;j®Tiq, and Tyy =
T, ®S i ® Tra- Finally, SN; will store the following into the
memory (TID;, Tsv, Upyp)-

Step P5 Upon receiving message M3 from TA, U; first checks the
transmission delay T, — Trs < AT and V 2 h(N; || Uprip ||
UID; || Tta || Tsv), if both conditions hold U; will compute
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User (U;) Trusted Authority (7°A)

Sensor Node (SN;)

Enter UID!, PW D and imprint BIO;
Compute Rep(BIO}, 1;) = o
Xi = hUID; || PWD; | o)),

if X! = X; then

Choose 1 € Z[,, T; and compute

J\L = 7‘1-P

N; = r1-Kpup, = (NF, NY) Check T, — T; < AT and compute
SID, = SID; & N! Nia = Kpriv-M; = (Nio, Niy)

DID; =UID; & Ny
Upriv = PWD, @ ol & U, ,
Gv

SID; = SID, & N},
Up'r'iv = Kpriv‘Upub
UID, = DID; & N,

Gi £ W(Upriv | Ty | Nia || UIDY)

Choose TID;, Tiq, Ts,
Compute W =h(SID; || Sj || Tia || Tsv)
Ul/mb P’Ub b 57 ® Tta
TID; =TID; ® S; ® Ty,
M g2=(SIDj, TID;, W, Uy ,ps Tsvs Tea)

@

h(Upriv HT IIN [ UID)
(l)Mﬂ—m SID! DID;, M; T;)

via open channel to TA

via open channel to SN

= h(SID; H Si || Tea || TID;)
V = h(NfU ” pmv H UID; H Tha H TW)
TID! =TID; o U’ ., & NE,

priv
Mgg3=(Ys, V, TID, Tsy, Tra) (,;)

Check T, — Ty, < A, T and compute

via open channel to U;

V < AN || Uprio | UID; || Tha || Tor)
TID; = TID! & Uyyiy & NE,
Y/ =Y, @0l @ PWD,

Store {Y,, Ts,, TID;} into smartcard

Check T, — Ty, < AT and compute

WL h(SID, | S, | Ta)
TID; =TID;® S; ® T},
Upub = U}’mb @D Sj D Tia

Tsv = T:, @ Sj ) Tta

Store {T'ID;, Tsy, Upyp} into memory

Fig. 4. Summary of login and authentication phase of proposed scheme.

TID; = TID! & Upyiy ® N, Y/ =Ys & o/ ® PWD). Finally, U User (U)

Sensor Node (SN;)

will store (Y/, Tsy, TID;) into smart-card.

6.6. Access control and encryption phase
Compute Rep(o]) =

Once U; is authenticated, he can access SN; for time-bound ac-
cess of data, collected by SN; by completing following steps , which

are also summarized in Fig. 5:

Step P1 U; inserts USG;, enters his/her UID;, PWD; and imprints
biometric BIO!.
Step P2 USC; computes Rep(o}) = (o, 7;), X/ = h(UID] || PWD] ||

Generate timestamp T
Y =Y/®o;® PWD;
Y = h(Y; | T)

Enter UID}, PW D) and imprint o7,
(0}, 73),

X! =h(UID, | PWD, | o)),

request(Y;, TID;, SID;, T;)

o/) and checks if X/ = X; is true. a
If the verification succeeds, then USC; will generate the
timestamp T; and will compute Ys =Y/ @ o/ ® PWD/, Y; =
h(Ys || T;) and will send the request containing (Y;, TID;,
SID;, T;) to SN; via open channel.

Upon receiving a message SN; checks T. —T; < AT and
Tsv < Tc and will check if TID; has permission to access
the sensor.

If the antecedent three conditions are true than, sensor-
node will check another condition Y ;h(h(SIDj IS; |l
Tia || TID;) || T;), if true session will continue else termi-
nated.

Step P6 Than SN; will generate the current timestamp Ts,, and
will compute the following Bp =8eWUpup, Si - Ppup), M =
maah(B,J | Tsn), Z=h(m || By, || Tsn). Finally SN sends
the response containing the followmg (TID;, SID M, Z,
Tsn) to U; via open channel.

Upon receiving the message U; will check if To — Tgp <

Step P3

Step P4

Step P5

If T, — Ty, < AT then
Compute By,
m=M&h(By, || Tsn)

ZZh(m | By, || Tun)

Step P7

via open channel to SN;

T, —T; < AT and Ty, < T, then,
Check if T'I D; has access

Y £ h(h(SID; || S; || Tua | TID:) || T5)

Generate T, and compute
By, =¢(Upub, Si*Ppub)»
M =m@h(By, || Tn).

Z=h(m | By, | Ten)
response(TID;, SID;, M, Z, Ts,)

@

via open channel

—e(Uprins Sp)

If true, accept the data, else, discard

AT, if verification succeeds U; will get the message by
following method Bp, = €(Upy, Sp), m =M & h(Bp, || Tsn)

Fig. 5. Access control and encryption phase of proposed scheme.
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and checks the following condition Z z h(m || By, || Tsn).
if true message will be kept else discarded.

6.7. User credentials update phase

U; can execute this phase without mediation of TA to reduce
the communication cost and to off-load TA. The steps involve in
this phase are as follow:

Step P1 U; inserts USC;, enters his/her UID;, PWD%¢ and imprints
biometric BIO%.

Step P2 USC; computes  Rep(BIOY?, 7;) = ¢/l X0ld = h(UID; ||
PWDY || ofld) and if X0l 2 X. is true than next step will
be executed else the process will be terminated.

Step P3 USC; authorizes the U; to select a new password PW D}
and to imprints new BIOf®¥ at the sensor of specific

terminal. USC; then computes Gen(BIO'®") = o[,
.EineW), Xinew — h(UID' || PWD?EW || OriHEW)’ Ug;?'?// —
Id Id
(PWDM @ o ®U,,,) & (PWDI® & o) = Upriy &
PWDJW @ o'V,
Step P4 Finally USG; replaces {X;, U,,. =} with {X"",
urew, "}, Hence the smart-card USG; finally con-

priv’
tains the information {X/", U"}fg}v, h(.), Gen(-), Rep( - ),
t .L—.new}

, T

6.8. New user addition, revocation and re-registration phase

For the lost/stolen card and for new user registration, the user
can accomplish it in the following manner:

Step P1 User U; selects his/her public-key Ug%’ € 25 and sends
registration request containing <U3§Zv> to TA over a secure
channel.

Step P2 TA computes the Ugfi‘]’}" = Kpn-,,.UglfIV)", and stores Ugfi‘;j" into
the new smart-card USC"". TA than sends the USC'" to
the user U; over a secure channel.

Step P3 Upon receiving new smart-card user enters his/her
old identity UID;, selects new PWD" and imprints
new biometric BIOf®. U; than computes Gen(BIO[®")

— (Uinew’ .L.ineW)' Xinew — h(UIDl || PWD:N:’W || UineW)’ Unew’ —

priv
new new new
PWDIW & 0" & UTe.
Step P4 Finally, the values {X", Uﬁéﬁ/v h(:), Gen(.), Rep( - ),

t,7;} are stored into the new smart-card USCy*".

6.9. Dynamic sensor node addition phase

Sometimes, a new sensor may be added to the network to re-
place the exhausted or stolen sensor. To add a new sensor SN;?EW,
TA executes the following steps offline:

Step P1 The TA chooses new and unique SID"™" and a master-
secret key MK;?EW for each sensor node SN"". The TA also
computes a secret-value S;.’e‘"’ = h(SID’]?EW Il MKJ!’GW).

Step P2 TA chooses a unique public-key SNZ%V- € 2} for each

J
sensor node, and computes a private-key S g% =
J
Kpriv-SNZZ‘g}»-

Step P3 The TA stores {SID']?EW,SS.’QW} in its database and
{SID;‘GW, S;’eW,SNgﬁ‘ng,SNgf;’;j} in SNj’s memory before
deployment in the target field. The TA also broadcasts the
newly added sensor SN?eW's identity SID’]?EW to all users,
so that they can access it.

Notation Meaning
Al=B A believes a statement B
A<,y Sharea key K between A and Y
#B B is fresh
A<B Asees B
Al~B A said B
(B,O)k B, C is hashed by key K
{B}k B is hashed with key K
< B>k B is encrypted with key K
Fig. 6. BAN logic notations.
Rule Meaning
AlEAﬁg"’i q;B>K Message-meaning rule
% Nonce-verification rule
% Belief Rule
% Fresh conjuncatenation rule
A‘Eyiﬁ’EA]fY‘NB Jurisdiction rule

Fig. 7. Postulates for BAN logic.

7. Security analysis

The security analysis: 1) formal, 2) automated as well as 3) in-
formal of the proposed is accomplished in this section.

7.1. Formal analysis

For formal analysis purposes, the widely accepted Burrows
Abadi Needham (BAN) logic method is adopted [48]. The notation
guide for BAN logic analysis is given in Fig. 6.

7.1.1. Postulates for BAN logic
Some of the logical postulates of BAN logic and the meaning
related to the postulates are given below in Fig. 7:

7.1.2. Security goal establishment
Established security goal is as follows:.

7.1.3. Messages generic form
Following are the idealized transformation of our introduced
scheme:
Msgy : SN; — U; : {TID;, SIDj, m & h(Bpj | Ten), h(m

I B, I
Tsn), Tsn}

7.1.4. Messages idealized form

Following are the idealized transformation of our introduced
scheme:

TID; SID;
Msgy : SNj — U; : (U; «— SN;, U; <— SN;, {(m) By,
U< sN;
Tsn, (m, Tsn) Bp: . Tsn)
U SN;
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7.1.5. Assumptions
A1 Uj| = #(Tyn)
A2 : SNj| = #(T})
. SID;

A3:Uj| = (Ui < SNj)

. SID;
A4:SNj| = (Ui <> SN))

TID;

. TID;
A6 :SNj| = (Ui <= SN))
A7: Uj| = SNj|= SN;| ~ X
A8: U = SNj|= (U; <™ SN;)

By .
A9 : Uj| = (Ui < SN;)

Bp;

A10:SNj| = Ui <% SN;))

7.1.6. Proposed schemes proof

S1: From Msgq, we get
TID; SID;

U « (U <— " SNj, (m, Tsn) » Tsn, Tsn)

Bp.

Ui<ﬂ>SNj

S,: Based on Assumption As, Ag, S; and message-meaning rule,
we get

Ul = SN]' ~ {(m, Tsn), Tsn)

S3: Based on Assumption Ay, S,, Freshness rule and Nonce ver-
ification rule, we get

Uil = SNj| = (m)

S4: Based on Assumption A, S3 and Jurisdiction rule, we get

Uil = (m)

Ss: Based on Assumption As, Ag, S4 and Belief rule, we get

Ui | =SN;| = U; <% SN;

7.2. Informal security analysis of the proposed scheme

Following subsections describe the resistance of the proposed
scheme against some known attack along with some security fea-
tures extended by the same:

7.2.1. Privileged-insider attack

In the proposed scheme, the TA does not store any critical in-
formation relating to the user password or private key in the veri-
fier database. Therefore, even if a privileged-insider gets/steals user
smart card, he cannot guess user password or private key (Upq).
Therefore, he has no advantage over ordinary attackers to break
the robustness of the proposed scheme.

7.2.2. Impersonation attacks

Let 7 be an intruder and he intercepts the login message Mg
of user U;. Z may try to generate fake login message to im-
personate as U;. To do this Z can generate its own message by
selecting random numbers 17, T may try to compute M} =r{.

PN; = 1§ - Kpup, GF = h(Upriy || TZ || N7 | UID), SIDF = SID; & Ni*,
UID” = UID¥ @ N*; however, for this Z needs to know ry, UID;,
PWD;, Nj, Kypiy and Uy, in order to successfully login.

7.2.3. Offline password guessing attack

Let A gets access to data {X;, U;mu, h(.), Gen( - ), Rep( - ), ¢t, 7;}
stored in U;'s smart-card USG;. It is still computationally infeasible
for the A to compute UID;, PWD; and Uy, of U;. Hence, guess-
ing password in offline method is no advantageous in proposed

scheme.

7.2.4. Stolen smart-card attack
Let A has access to data {Xi’U;/Jriu’h(')’ Gen( - ), Rep( - ), ¢t 7}
stored in stolen/lost smart card of U;. However, due to hash func-

tions one-way property A cannot extract any sensitive information.

7.2.5. Replay attack

Due to the current timestamps of U;, TA, and SN; in login and
authentication messages, Z cannot reply to the previous message.
Also, the timestamp is hashed and Exclusive or (&) with other pa-
rameters. Furthermore, transmission delay AT is sufficiently small
to stop reply. Hence the attacker cannot pass the authentication
test by transmitting replayed messages.

7.2.6. Denial-of-service attack

Due to local authentication of user U; by checking condition X/
= X;, login request is sent to TA only after correct UID;, PWD; and
BIO;. So due to this scheme is secure against denial-of-service at-
tack.

7.2.7. Mutual authentication ,
TA authenticates user with the condition G; = h(Upyiy || T; || Nea ||

UID}), and U; also authenticates the TA by checking V ;h(Ni I
Upriy 1 UID; || Tea || Tsw). SN; and U; also authenticate each other
with the help of trusted authority, by checking the conditions
Y L h(h(SID; || S; | Tea Il TIDy) || T;) and Z L h(m || By, || Ton). A re-
quires the knowledge of Uy, N;, UID;, Ky, to construct these.

7.2.8. User anonymity

Its difficult for 7 to identify/distinguish user as U;’s identity UID;
is masked in each phase. Also for each session new random num-
bers r; is chosen by U; to compute N;, so DID; = UID; & N¥ is new
for each session. Therefore, user anonymity as well as untraceabil-
ity is extended by proposed scheme.

7.3. AVISPA Simulation

In extension to the informal and formal security analysis, we
present the simulation results for the proposed scheme by em-
ploying the broadly trusted automated tool Automated Validation
of Internet Security Protocols and Applications (AVISPA) [49]. Based
on High-Level Protocol Specification Language (HLPSL), AVISPA can
validate the security of the under investigation protocols. Using
OFMC and CL-AtSe backend [50] for the formal security verifica-
tion, we have implemented our protocol in the HLPSL language.
Figs. 8-10 provide role specification of user, sensor and TA; respec-
tively, along with session, goal and environment role specifications
in Fig. 11. The simulation results depicted in Figs. 12 and Fig. 13
reveal that the proposed scheme fulfills the design requirements
and is safe against the replay as well as man-in-the-middle attack.
In the OFMC backend, a total of 400 nodes were searched in 5.38 s
with a depth of 9 piles. The CL-AtSe backend analyzed 5372 states
the translation and computation taken for this backend are 0.35 s
and 0.12 s, respectively.

8. Performance analysis

In this section, the comparison among the proposed and few
recent schemes presented in [15,21,33,51] is performed taking into
account communication and computation overheads.

8.1. Security requirements

Proposed schemes security requirement is listed in Table 2
against schemes which are already developed [15,21,33,51]. Here
“I,” is a particular security requirement/ feature, (v') tells if a fea-
ture is present in a scheme and ( x ) tells if a scheme lacks a
particular feature.
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role role_USERS (USERS, TA, SENSOR:agent, Skui:symmetric_key, Kpub
:public_key,H:hash_func, SND,RCV:channel (dy))
played_by USERS
def=
local
State:nat,
Upub:public_key,
rR1,Mi,Ni,Gi,Ti,Tta,Yi,Nta,Sj,Tsv,Y¥Ys,Tsn,TIDi,Bp],P,Kpriv,
UIDi,SIDJj,DIDi,Message:text,
F:hash_func
init
State := 0
transition
1. State=0
/\ RCV(start) =|> State’:=1
/\ Upub’ :=new ()
/\ SND ({Upub’}_Skui)
2. State=1
/\ RCV ({F (Kpriv.Upub) }_Skui) =|> State’:=2
/\ secret (Kpriv,sec_1, {TA})
/\ R1’:=new() /\ Ti’:=new() /\ Mi’:=F(R1’.P)
/\ Ni’:=F(R1l’.F (Kpriv.P))
/\ Gi’:=H(H(F (Kpriv.Upub) .Ti’ .Ni’ .UID1i))
/\ SIDj’:=xor(SIDj,Ni’) /\ DIDi’:=xor (UIDi,Ni’)
/\ SND(Gi’ .SIDj’ .DIDi’ .Mi’.Ti’)
/\ witness (USERS, TA,user_ta_ti,Ti’)
/\ witness (USERS,TA,user_ta_rl,R1’)
5. State=2
/\ RCV(H(SIDj.Sj’.Tta’.TIDi’).H(Nta’.F (Kpriv.Upub) .UIDi
.Tta’ .Tsv’) .xor (xor (TIDi’,F (Kpriv.Upub)),Nta’) .Tsv’ .Tta’)
=|> State’:=3 /\ request (USERS,TA,user_ta_tta,Tta’)
/\ request (USERS, TA,user_ta_tsv,Tsv’)
/\ request (USERS,TA,user_ta_tidi, TIDi’)
/\ Ti’:=new() /\ Yi’:=H(H(SIDj.Sj’.Tta’.TIDi’).Ti’)
/\ SND(Yi’ .TIDi’ .SIDJj.Ti")
7. State=3
/\ RCV(TIDi.SIDj.xor (Message’ ,H(Bpj’.Tsn’)) .H(Message’
.Bpj’.Tsn’).Tsn’) =|> State’ :=4
/\ request (USERS, SENSOR, user_sensor_tsn, Tsn’)
end role
c@FancyV
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role role_TA(TA,USERS, SENSOR:agent, Skui:symmetric_key,Kpub:
public_key,H:hash_func, SND,RCV:channel (dy))
played_by TA
def=
local
State:nat, Upub:public_key, MKJj,TTIDi,W,UUpub, TTTIDi,V,
R1,Mi,Ni,Gi,Ti, Tta,Nta,Sj,Tsv,¥s,Tsn,TIDi,Bpj,P,Kpriv,
UIDi,SIDj,DIDi,Message:text,
F:hash_func
init
State := 0
transition
1. State=0
/\ RCV ({Upub’}_Skui) =|> State’:=1
/\ secret (Kpriv,sec_1, {TA})
/\ SND ({F (Kpriv.Upub’) }_Skui)

3. State=1
/\ RCV (H(F (Kpriv.Upub) .Ti’ .Ni’ .UIDi) .xor (SIDJ,Ni’) .xor (UIDi
,F(R1l’ .F(Kpriv.P))).F(R1’.P).Ti’) =|> State’:=2

/\ request (TA,USERS,user_ta_ti,Ti’

/\ request (TA,USERS,user_ta_rl,R1’

/\ secret (Kpriv,sec_1, {TA}) /\ TIDi’ :=new()

/\ Tta’:=new() /\ Sj’:=H(SIDJj.MKJ)

/\ Tsv’:=new() /\ TTIDi’:=xor (xor (TTIDi’,Sj’),Tta’)
/\ W :=H(SIDj.Sj’.Tta’.Tsv’)

/\ UUpub’ :=xor (xor (Upub, Sj’), Tta)

/\ SND(SIDj.TTIDi’ .W’ .UUpub’.Tsv’.Tta’)

/\ witness (TA, SENSOR, sensor_ta_tta, Tta’)

/\ witness (TA, SENSOR, sensor_ta_tsv,Tsv’)

/\ witness (TA, SENSOR, sensor_ta_tidi, TIDi’

/\ Nta’:= F(Kpriv.F(R1’.P))

/\ Ys’:= H(SIDj.Sj’.Tta’.TIDi’)

/\ V’:= H(Nta’.F (Kpriv.Upub) .UIDi.Tta’.Tsv’)

/\ TTTIDi’ := xor (xor (TIDi’,F (Kpriv.Upub)),Nta’)
/\ SND(Ys’ .V’ .TTTIDi’.Tsv’.Tta’)

/\ witness (TA,USERS,user_ta_tta,Tta’)

/\ witness (TA,USERS,user_ta_tsv,Tsv’)

/\ witness (TA,USERS,user_ta_tidi,TIDi’)

end role
c@FancyV

Fig. 8. Role specification for the U;.

role role_SENSOR (SENSOR,USERS, TA:agent, Kpub:public_key,H:hash_
func, SND, RCV:channel (dy) )
played_by SENSOR

def=
local

State:nat,

Upub:public_key,
TTIDi,Sj,S1iDj,Tsn,Z,Tta,Tsv,Ti,¥Ys,TIDi,Bpj,M,Message:text,
SNjpub:public_key,

Bilinear,Product, F:hash_func

init
State := 0

transition

4. State=0
/\ RCV(SIDj.xor (xor (TTIDi’,Sj’),Tta’).H(SIDj.Sj’ .Tta’
.Tsv’) .xor (xor (Upub, Sj’),Tta’) .Tsv’ .Tta’) =|> State’:
=1

/\ request (SENSOR, TA, sensor_ta_tta, Tta’)
/\ request (SENSOR, TA, sensor_ta_tsv,Tsv’)
/\ request (SENSOR, TA, sensor_ta_tidi, TIDi)

6. State=1
/\ RCV(H(H(SIDj.Sj’.Tta’.TIDi’).Ti’).TIDi’.SIDJj.Ti’)
=|> State’ :=2
/\ Bpj’:= Bilinear (Upub.Product (SNjpub.Kpub))
/\ Message’ :=new ()
/\ Tsn’ :=new()
/\ M’ := xor (Message’,H(Bpj’.Tsn’))
/\ Z':=H(Message’ .Bpj’.Tsn’)
/\ SND(TIDi’ .SIDj.M’.Z’.Tsn’)
/\ witness (SENSOR,USERS,user_sensor_tsn,Tsn’)

end role
c@FancyV

Fig. 10. Role specification for the TA.

role session (USERS, TA, SENSOR:agent, Skui:symmetric_key,Kpub:
public_key, H:hash_func)
def=
local
SND3,RCV3, SND2, RCV2, SND1,RCV1:channel (dy)
composition
role_SENSOR (SENSOR, USERS, TA, Kpub, H, SND3, RCV3)
/\ role_TA(TA,USERS, SENSOR, Skui, Kpub, H, SND2,RCV2)
/\ role_USERS (USERS, TA, SENSOR, Skui, Kpub, H, SND1, RCV1)
end role
role environment ()
def=
const
users, ta, sensor:agent, tsn,tta,ti,const_l:text,
skui:symmetric_key, kpub:public_key, h:hash_func,
sec_1,sec_2,sec_3,user_ta_tta,user_ta_rl,user_ta_tsv,user_
ta_tidi,user_ta_ti,sensor_ta_tta,sensor_ta_tsv,sensor_ta_ti
di,user_sensor_tsn:protocol_id
intruder_knowledge = {h,ti,tta,tsn}
composition
session (users, ta, sensor, skui, kpub, h)
/\ session (i, ta,sensor,skui,kpub,h)
/\ session (users, i, sensor, skui, kpub,h)
/\ session (users,ta,i,skui, kpub,h)
end role
goal
secrecy_of sec_1l,sec_2,sec_3
authentication_on user_ta_tta
authentication_on user_ta_tsv
authentication_on user_ta_tidi
authentication_on sensor_ta_tta
authentication_on sensor_ta_tsv
authentication_on sensor_ta_tidi
authentication_on user_sensor_tsn
authentication_on user_ta_ti
authentication_on user_ta_rl
end goal
environment ()
c@FancyVerbLi

Fig. 9. Role specification for SN;.

Fig. 11. Role specification for session, goal and environment.
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% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/MA_AC.1if

GOAL
as_specified
BACKEND
OFMC
COMMENTS

STATISTICS

parseTime: 0.00s
searchTime: 5.38s
visitedNodes: 400 nodes
depth: 9 plies
c@FancyVerbLine

Fig. 12. The result of the analysis using OFMC backend of our scheme.

% CL-ATSE
SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/MA_AC.1if

GOAL
As Specified

BACKEND
CL-AtSe
STATISTICS
Analysed 5372 states
Reachable 662 states
Translation: 0.35 seconds
Computation: 0.12 seconds

Fig. 13. The result of the analysis using CL-AtSe backend of our scheme.

8.2. Communication overhead comparison

The communication overhead comparison is depicted in Table 3.
For comparison purposes, we assume: the user identity is 128 bits,
sensor node identity is 16 bits, random number is 128 bits, times-
tamp is 32 bits, hash digest is 160 bits and cost for ECC point
P = (P, By) is (160 + 160) = 320 bits, respectively.

Under these deliberations, the messages sent throughout the lo-
gin and authentication phase Mg = (G;, SID;. DID;, M; T;), Mg =
(SIDj, TID}, W, U} . Tw, Tia), Msgz = (¥s, V. TID}', Tyy, Tra) need
832 bits, 560 bits and 544 bits respectively. Combining all these
costs, the whole communication cost in the proposed scheme

Table 2
Comparison of functionality features.
[15]  [33] [21] [51] Our

I X v v v v
I X v v v v
I X v v v v
Iy X v v v v
Is v X X v v
Ig X v v v v
I; X X v v v
Is x v v v v
Iy v v X v v
Lo x X X v v
I X v v v v
I3 X v v X v
I13 X X v X v
l1a v X X X v
Iis v v x v v

Note: I;: user anonymity property; Ip:
privileged-insider attack; I3: off-line pass-
word guessing attack; I,: stolen smart-card
attack; Is:denial-of-service attack; Is: known
session key attack; I;: impersonation attack;
Ig: man-in-the middle attack; Io: replay
attack; Ijp:mutual authentication; I;1: session
key agreement; Ij5: BAN logic analysis; Iy3:
AVISPA validation; I;4: Provides access control
to sensor node; I;5: Forgery attack.

Table 3

Comparison of communication overhead.
Scheme # of messages  # of bits
Liu-Chung (L&A phase) [15] 3 928
Liu-Chung (AC&E phase) [15] 2 480
Wau et al. [33] 2 1712
Arshad-Nikooghadam [51] 3 1792
Challa et al. [21] 3 1428
Proposed (L&A phase) 3 1936
Proposed (AC&E phase) 2 832

Table 4
Approximate time required for various operations [53].

Notation  Description computation time(ms)
Ty Hash function 0.0023

Tecm ECC point multiplication 2.226

Toym Symmetric enc/dec 0.0046

T Modular multiplication 0.0288

Typ Bilinear pairing 5.811

Tr Fuzzy extractor function 2.226

throughout the login and authentication phase becomes 1,936
bits. Also the messages send during access control and encryp-
tion phase (Y;, TID;,SID;, T;) and (TID;,SID;, M, Z,Tsn) need 336 bits
and 496 bits. Combining all, the total communication overhead for
access control and encryption phase is 832 bits. In the proposed
scheme during the login and authenticate phase, three messages
are exchanged between the parties at the communication cost of
1936 bits and during the access control and encryption phase U;
and SN; communicates directly with overhead of 832 bits as long
as the session is valid.

8.3. Computation overhead comparison

As discussed in [52], computation time required for the hash is
0.0023 ms, for ECC point multiplication 2.226 ms, for bilinear pair-
ing 5.811 ms, for fuzzy extractor 2.226 ms and symmetric enc/dec
requires the 0.0046 ms. Using the argument presented in [53], the
running time for the fuzzy extractor function is considered same as
that for Tecm, that is, Ty, ~ Tecm = 2.226 ms. Table 4 depicts the no-
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Table 5
Comparison of computation overhead.
Protocol User side TA/Server side Sensor node side Total overhead
Liu-Chung (L&A phase) [15] 1Ty +1Tecm 1Ty +2Ty, - 1Teem+2T+2Ty, ~ 13.8256
Liu-Chung (AC&E phase) [15] 2T +1Tp,+1Tecm - 3T +1Ty, ~ 58179 1Teem+5T+2Ty, ~ 13.8595
Wau et al. [33] 2Teem*+2Teym+5Tp 1T 2Teem+2Tsym+6Ty - ATeem+4Tsym + 11T +1Tp,
~ 11.1737
Arshad-Nikooghadam [51] 2Tecm+1Tm+8T), 2Teem+1Tm+1T,, +8T; - 4Teem+2Tm+1T;, +15T,
~ 8.9961
Challa et al. [21] 2Teem+11T+1Tp, 1Teem+4Ty 6T, ~ 0.0138 3Teem+21Ty+1T, ~ 8.9523
Proposed (L&A phase) 2Teem+3Ty+1Tg, 1Teem+4Ty 1T, ~ 0.0023 3Teem+8Ty+1T, ~ 8.9224
Proposed (AC&E phase) AT+ 1T +1Ty, - AT, +1Ty, ~ 5.8202 8T, +1T(+2Ty, ~ 13.8664

tation and running time of each cryptographic primitive as per the
experiment conducted in [52]. In Table 5, we have compared the
proposed scheme with some related schemes for computation cost
incurred during the login and authentication phase and access and
control phase. In the proposed scheme U; initiates login and au-
thenticate, in response, a session establishes with the computation
cost of ~ 8.9224 ms and after this U; and SN; can communicate
directly with the computation cost of ~ 13.8664 ms as long as the
session is valid.

9. Conclusion

In this paper, a secure three-factor (smart-card, biometric, pass-
word) authentication scheme for WHSNs has been proposed to
overcome the pitfalls in Liu-Chung and Challa et al.’s schemes. Af-
ter briefly investigating the above-mentioned schemes some draw-
backs have been observed such as users private key leakage in Liu-
Chang’s scheme and the incorrectness, delay in communication,
along with related weaknesses in Challa et al.’s scheme. To over-
come the drawbacks, we proposed an enhanced three-factor based
authentication scheme. BAN logic and AVISPA tool are used for for-
mal analysis. Through informal security analysis, it is argued that
our scheme is secure against various kind of attacks. Moreover,
performance analysis of proposed scheme along with other related
schemes is furnished in the context of communication and com-
putation costs. It is evident from performance and analysis that
the proposed scheme is more secure and performs better than re-
lated schemes in computation overheads. Therefore, the proposed
scheme can extend low cost, more security benefit in sensitive
healthcare applications.
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