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ABSTRACT In the Sixth Generation (6G) mobile system, the importance of security increases even more
in the communication system. One of the potential technologies of 6G is the Network in a Box (NIB). The
6G-enabled NIB is a multi-generational, easily and quickly installable technology used for communication.
It is based on both hardware and software. The main features of a 6G-enabled NIB include low latency and
a high level of flexibility. In addition, it provides connectivity services to the applications used in unusual
situations such as battlefields or natural disasters in the industry. However, most of the applications used in
the 6G-enabled NIB are not appropriately secured. There are chances of several active and passive attacks
due to the insecure channel. Therefore, a novel remote user authentication and key management scheme is
presented in this paper. This scheme is the modified and improved version of UAKMS-NIB and is renamed as
the improved User Authentication and Management Scheme to secure the 6G-enabled NIB (iUAKMS-NIB)
that can be used in industrial applications. Hence, the proposed scheme provides the best security solution
against the possible attacks on the 6G communication system. The analytical results show that the proposed
scheme performs better compared to the existing schemes.

INDEX TERMS Sixth generation (6G), Internet of Thing (IoT), network in a box (NIB), security.

I. INTRODUCTION

The 21% century is the era of modern technologies and com-
munication, with the organization of Security Group (SG)
frameworks. On the other hand, the Sixth Generation (6G)
architecture is under development and expected to launch
in 2030. In 6G mobile networks, the trend toward cloud
and edge native infrastructures is projected to continue
and require a complete 6G network security architecture
design [1]. A new term, “Network In a Box” (NIB), is a
new concept refers to a unique networking assembly that
may supply essential services to its neighbors and mobile
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objects. NIB is able to give customers in crisis with phone,
SMS, and Internet access [1], [2]. The primary characteris-
tics of NIB are the high resilience, robustness, and depend-
ability of the underlying network configuration. Therefore,
NIB must be a lightweight, highly portable, mobility-aware,
privacy-protecting tool. Due to the presence of latency,
non-cognitive behavior, and three-dimensional connectivity
[3], legacy communication technologies such as 2G, 3G,
4G, and 5G may not be efficient enough to exploit mas-
sive connection-aware network service provisioning. Hence,
it provides dynamic solutions for 6G mobile network as
well gained enormous popularity nowadays. This multi-
generational, 6G-enabled NIB can be carried in a bag [4].
Hence, the 6G-enabled NIB is a collection of hardware and
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software components for mobile communication that are
simple to set up and maintain. The fundamental concept
behind the use of NIB is to provide communication services
in catastrophe scenarios such as earthquakes, fires in indus-
tries, battlefields, floods, emergency situations, and many
more. In addition, the concept of NIB relies on merging
all sorts of software and hardware modules that are required
by mobile networks inside a single bag that contains a small
number of physical devices [5]. Due to its high degree of cus-
tomization and increased dependability, this highly adaptable
6G-enabled NIB can provide communication services for a
wide variety of applications. It is crucial to emphasize that
emergency and tactical networks are designed to be adaptable
and flexible due to the fact that their deployment is not well
known. They are classified as “Mobile Ad-hoc Networks
(MANETS)” in this category. Furthermore, the NIB is a
portable entity by nature. As a result, it may be used in
disaster management situations especially for fire control in
industries [6].

Recently, specifications for disaster and mobile network-
ing systems have been improved to allow the systems to oper-
ate with fewer physical devices while still accomplishing the
primary purpose of enhancing serviceability. Many network
providers have also adopted this approach in order to build
these networks, which may be set up with just a small number
of physical devices or even just a single device. As a result,
the development of NIB is a new network communication
technology that meets the requirements of future-generation
mobile networks, such as the use of industrial mobile com-
munication networks. As a general rule, the 6G-enabled NIB
may be “configured to operate alone or in combination with
existing legacy network elements or NIBs.” In addition, it is
designed to enable access to all wireless networks in a com-
pact, portable device for corporate, industrial, private, public,
military, and security applications [1], [7], [8].

6G-based “Evolved Packet Core (EPC),” “tower with
antenna,” ‘“‘user with a mobile device,” “IP Multimedia Sub-
system (IMS),” “content server,” ‘“‘smart industrial devices,”
and “Trusted Authority (TA)” are just a few of the com-
ponents that make up the 6G-enabled NIB and can be used
in industrial applications. These parts help people commu-
nicate with each other and get to important services, like
web-based information, video streaming, or information from
smart industrial equipment [5], [7], [9]. For the purpose of
monitoring and controlling industrial equipment, intelligent
industrial tools such as Programmable Logic Controllers
(PLC), Distributed Control Systems (DCS), and SCADA,
etc., are being used [10]. The 6G wireless communication
technology makes it possible for different parts and devices
to exchange the data between them.

A. MOTIVATION

The 6G-enabled NIB can be deployed in critical condi-
tions to provide secure communication and public safety
during natural disasters. The internet providers use Mobile
Broadband (MBB) services to access the application server
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via the Internet. In the RAN architecture, mobile operators
employ eNB and a collection of SGW, PGW, and MME
in order to provide public services [11]. Consequently, the
LTE-based public service strategy might be implemented
inside the 6G-enabled NIB with the appropriate adjustments
to 6G-oriented service protocols.

There are several benefits of using a 6G-enabled NIB
compared to previous wireless communication technologies.
However, there are some network security concerns regard-
ing the forthcoming 6G-based mobile networks (i.e., NIB).
It occurs as a result of the fact that security measures are not
completely implemented in modern mobile networks, such
as 6G. According to study results, there is a newly discovered
capacity for third-person attacks in terahertz 6G networks that
could be exploited. It is critical to stress that the 6G-enabled
NIB implemented for commercial implementation have dif-
ferent security and privacy concerns, such as exposed to many
cyber-attacks. It is possible to conduct various attacks on
a 6G-enabled NIB targeting industrial applications known
to have critical security implications. These attacks include
replaying, third-person, cloning, unauthorized access to data,
unauthorized key exchange calculation, and attacks from the
stolen devices. As a result, it is needed to develop security
rules for a “6G-enabled NIB used for industrial purposes.”

In order to access the real-time data, a registered user
must also authenticate with the smart industrial equipment
used to receive the information. Disaster management (earth-
quakes and tsunamis), for example, is one of the impor-
tant applications of NIB, where a user has to be able to
receive real-time information directly from smart-industrial
equipment installed in the 6G-based network. To alleviate
these problems, authentication and key establishment with
an authorized user and accessible smart industrial equipment
must occur through a critical intermediate node known as the
content server [12]. The content server is positioned between
the two parties. Thus, we should develop a new and com-
prehensive user authentication protocol system that allows
mutual authenticated key configuration between users and
intelligent industrial equipment through a content server.

B. PROBLEM STATEMENT

The implementation of NIB and portable networks seem to
be very crucial for the future industrial revolution. Logis-
tics, factory-floor robots and warehouse management may
demand very dense deployments of mobile-aware, adaptable
services. Such use cases must be allowed by the 6G-enabled
NIB to facilitate low latency in order to optimize the perfor-
mance. In the past, disaster management lacked networking
plans and failed to provide better communication. Therefore,
the 6G-enabled NIB is expected to play an effective role in
this regard. Furthermore, the 6G-enabled NIB will enable
self-healing and self-organizing networking infrastructures to
ensure seamless communication between the victim and res-
cuer during any natural or artificial disaster. However, most
of the applications used in the 6G-enabled NIB will not be
appropriately secured. There are chances of several active and
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passive attacks due to the insecure channel. An authentication
scheme (UAKMS-NIB) is presented in the Wazid et al.’s
article [13]. However, there is a missing step to exchange
the authentication key between the content server and smart
devices. The smart device sends the key directly to the user
without having any information about the authentication key.
Therefore, it is not possible to communicate without exchang-
ing authentication key information.

C. CONTRIBUTIONS
In order to counter the incorrectness mentioned above,
we propose an improved scheme based on an elliptic curve,
which provides user authentication and better security.

The significant contributions of this paper are as follows:

1) An improved User Authentication and Management
Scheme for secure communication in 6G-enabled NIBs
(IUAKMS-NIB) is proposed in this paper. The pro-
posed scheme validates the authentication process
between a user and the smart-industrial equipment
through a verification key.

2) This paper provides different analyses to ensure secu-
rity and verify authentication between a user and smart-
industrial equipment. An experiment is conducted by
using a Raspberry-Pi, iPhone Xs Max, and a Dell Ultra-
book 8757P. It is demonstrated that the iUAKMS-NIB
is resilient against various possible attacks required in
a 6G-enabled NIB environment.

3) The testbed studies on different authentication key
schemes are carried out by using the widely
accepted “Burrows Abadi and Needham Logic (BAN-
Logic)”” [14] in both the server and user environments,
and the results are presented in Section VIII.

4) Finally, a comparative analysis of computation and
communication costs is presented and discussed. The
results show that the improved iUAKMS-NIB scheme
validates authentication and exchanges a verified key
between a user and smart-industrial equipment through
the content server during user authentication.

D. PAPER ORGANIZATION

The remainder of the paper is organized as follows: Section II
provides an overview of existing work. Section III explains
the System Model, consisting of the Network Model and
Threat Models. Section IV explains the Wazid et al. scheme
and its pitfalls in Section V. The proposed scheme is pre-
sented in Section VI. The Performance analysis, such as
Computational Cost and Communication Cost, is performed
in Section VII. Section VIII contains the results of the exper-
iment performed using BAN Logic, and the conclusion is
given in Section IX.

Il. RELATED WORK

In recent years, sufficient research has been conducted in
order to provide data privacy and protection during network
communication and has presented their potential ideas. The
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authors in [15] provide a privacy-enhanced data aggrega-
tion technique that employs Homomorphic encryption and
fog computing to aid aggregation servers in executing data
collection with a privacy guarantee. By offering a reputa-
tion assessment system for data aggregation users and data
sensing users, the authors in [16] presented a solution to
data aggregation that ensures data privacy during the aggre-
gate process. Data trustworthiness is used in data aggrega-
tion in order to strengthen the reputations of sensing and
aggregation users while limiting the likelihood of privacy
concerns. In [19] and [20], the researchers described a num-
ber of truth-finding methods that can be used to get reli-
able information without putting user privacy at risk. The
authors of [19] proposed a privacy-aware data transmission
approach that employs deep reinforcement learning tech-
nology to dynamically select and optimize the transmission
path while avoiding privacy violations during transmission.
In addition, the authors in [20] combine the multimedia data
aggregation coding with k-anonymous procedures to pro-
duce k-anonymity. In [21], the researchers encrypt sensitive
data during data aggregation using the partly Homomorphic
encryption encryption approach. While the authors in [22]
use Contract Theory to provide participator’s users with a
variety of contracts with varying privacy settings, This is
done to strike a compromise between the accuracy of the
fusion center as a whole and the privacy of each user’s
information.

The authors in [23] presented a model for spatial
crowd-sourcing that provides security and privacy. The
scheme uses attribute based encryption and symmetric key
encryption to protect the security of spatial tasks. However,
confidentiality and the validity of responses cannot be guar-
anteed. The authors in [24] offered a privacy-preserving
technique with distinctive privacy to protect data and ensure
data availability. In [25], the authors implemented several
controls to manage data in the production automation systems
to ensure the confidentiality and integrity of data, which
will slow down an attacker. This strategy, however, requires
a great deal of physical equipment and results in network
complexity.

On the other hand, the authors in [26] provided various use
cases that inspired the creation of the NIB idea. The common
aspects of NIB implementations, as well as other ideas, were
addressed. Some of the potential study avenues that may
be pursued were also mentioned. In [27], the authors pre-
sented a variety of approaches for improving the robustness
of Long-Term Evolution (LTE) networks that are used for
military and public safety operations. It is possible that these
approaches will be enabled via the 3GPP LTE standards and
that they will also be deployed as software enhancements for
existing systems. A management approach developed in [28],
which enabled numerous operators (for example, multiple
Servicing/Packet Gateways (S/P GWs) in order to operate
dynamically through multiple Sm-GWs in a large number of
tiny cells. The Software-Defined Networking (SDN) based
Smart gateways (Sm-GWs) were responsible for coordinating
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the adaptive distribution of uplink transmission bit rates to
evolved Node Bass-stations (eNBs) depending on needs.

The authors in [27] presented a variety of approaches for
improving the robustness of Long-Term Evolution (LTE)
networks that are used for military and public safety oper-
ations. It is possible that these approaches will be enabled
via the 3GPP LTE standards and that they will also be
deployed as software enhancements for existing systems.
A management approach developed in [28], which enabled
numerous operators (for example, multiple Servicing/Packet
Gateways (S/P GWs) in order to operate dynamically through
multiple Sm-GWs in a large number of tiny cells. The
Software-Defined Networking (SDN) based Smart gate-
ways (Sm-GWs) were responsible for coordinating the adap-
tive distribution of uplink transmission bit rates to evolved
NodeBS (eNB) depending on needs.

In [29], the authors addressed the major technical devel-
opments that could drive the 6G mobile network. For
example, ‘“‘cognitive spectrum sharing techniques for new
spectrum bands,” ‘‘integration of localization and sensing
capabilities™ into the definition of a system, ‘“‘achievement
of extreme performance requirements in terms of latency
and reliability,” new network architecture paradigms that
include *“‘sub-networks” and “RAN-Core convergence’, and
advanced security and privacy techniques are all being
explained.

On the other hand, the authors in [30] identified cer-
tain probable requirements and provided an overview of
the most recent research on viable ways for developing
6G, which has garnered substantial interest. In addition,
the major technological issues related with 6G, as well as
possible solutions, were examined at length. The authors
in [31] provided an overview of key technologies that will
serve as pillars for the evolution of wireless communica-
tion beyond 5G, including ‘““micro-services-oriented core net-
works,” “native IP-based user planes,” “network analytics,”
and “‘support for low latency-high reliability.” They focused
on ‘“‘micro-service-oriented core networks,” “‘native IP-based
user planes,” ‘“‘network analytics,” and ‘“‘support for low
latency-high reliability.” It was also examined what prob-
lems remain in terms of technical and business requirements,
such as building “‘softwarization footprints,” “‘security and
trust,” and ‘‘distributed architectures and services” in the
direction of 6G deployments, and how to overcome the
problems.

99 ¢

Ill. SYSTEM MODELS

The proposed scheme i.e., iUAKMS-NIB is explained by
using the following two models. The overall network model
is given in the Fig. 1.

A. NETWORK MODEL

Fig. 1 depicts the network model of the “6G-enabled NIB”
that has been implemented for industrial applications. NIB
provides the connections and enables the various sorts of
entities to communicate with each other. It is used to provide
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integrated voice and data services via mobile communica-
tion networks such as 3G and 4G, and beyond mobile net-
works. The EPC incorporates critical components such as the
Packet Data Network Gateway (P-GW), the Serving Gateway
(S-GW), the Mobility Management Entity (MME), and the
Home Subscriber Server (HSS). The mobile device serves
as a connection point between external networks. It serves
as the point of entry for data flow for a mobile device’s
user. The user’s mobile device may be linked to several
P-GWs at the same time in order to get access to multiple
P-GWs. Furthermore, S-GW is responsible for the routing
and forwarding of user data packets. It is also in charge of
inter-eNB handovers and the provision of mobility between
long-term evolution (LTE) and other kinds of networks (for
example, between 2G/3G and P-GW), among other func-
tions. An eNB is a kind of base station that is responsible
for controlling the mobile phones in a group of cells. The
serving eNB is the base station that connects with a user’s
mobile device and is referred to as the serving eNB. “Idle
mode user’s mobile device tracking,” ‘“‘paging procedure
(i.e., re-transmissions),” ‘‘bearer activation and deactivation
process,” “S-GW selection for a user’s mobile device at
the initial attach,” “‘intra-handover with Core Network,” and
“user’s mobile device authentication with HSS™ are just a
few of the tasks that the MME is responsible for in the NIB.
The MME server also manages ciphering and integrity pro-
tection for Non-Access Stratum (NAS) signaling, as well as
security key administration. HSS is also a critical component
of the NIB system. It is a master user database that is only
kept on a single node in the cluster. (i.e., device). Commu-
nications service providers may manage consumers in real
time and at a reasonable cost as a result of this technology.
Information about subscribers (i.e., users) is stored in the
HSS database in order to assist with authorisation, as well
as specifics about devices, as well as the user’s location and
other associated service information, among other things.
It also establishes a connection between the user’s request
and the IP Multimedia Subsystem (IMS). In an integrated
network of telecommunications carriers, an IMS is a critical
component that makes it possible to use IP (Internet Protocol)
for various types of packet transmission in wired or wireless
communication, including telephony, fax, e-mail, Internet
access, web services, and voice over IP (VoIP), and so on.
The content server, which serves as a link between the users
and the smart industrial equipment, is also an essential node
in the network.

A smart industrial device network has been built on this
network for the purpose of monitoring and controlling indus-
trial machinery. Each intelligent industrial gadget has a
certain goal in mind that it strives to achieve. Users of an
industrial facility may sometimes be interested in gaining
access to real-time data collected by smart industrial equip-
ment. Users and smart industrial equipment must go through
the procedures of authentication and key setup methods in
order to be able to share information in a safe manner with
one another.
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FIGURE 1. The network model for 6G-enabled NIB.

B. THREAT MODEL

During the development of iUAKMS-NIB, we followed to the
well-known ‘“Dolev-Yao threat model” [32], which is also
known as the DY model. The communicative entities (parties)
speak with one another over an open channel as a result. Indi-
viduals who interact with the end-point entities (such as users
and smart industrial equipment) are not often regarded as
trustworthy. The trustworthy authorities of the “6G-enabled
NIB deployed for commercial applications™ is, on the other
hand, regarded to be the completely trusted node. In any
event, the TA should not be infiltrated since it is responsible
for the registration of network entities (including users, con-
tent servers, and smart industrial devices). If the TA is hacked,
the security of the whole network would be jeopardized.
Aside from that, the content server might be regarded as a
semi-trusted entity in the network. Furthermore, it is believed
that the memory unit of the user’s Mobile Device (MD)
is not provided with tamper-resistant capabilities to prevent
unauthorized access. By using power analysis techniques,
a hacker may hijack a user’s mobile device and retrieve all
of the sensitive information that has been saved on it from
the device’s memory [33], [34].

A model known as the “CK-adversary model” [35], which
is now de-facto standard in the design of key exchange
systems [36], [37], [38], [39], [40], is also taken into
consideration in iUAKMS-NIB. According to this model,
A may tamper with messages in the same way as he or
she can in the DY model, but he or she can also com-
promise session keys, private keys, and other session states
via session hijacking attacks in addition to tampering with
messages.
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IV. THE UAKMS-NIB SCHEME OF WAZID ET AL.

This section explains the Wazid et al’s scheme named
as UAKMS-NIB. Different stages used in UAKMS-NIB
schemes are discussed in details.

A. REGISTRATION PHASE

This phase is executed by a TA and for this 7A select an elliptic
cure Ep(xy, Xy) vV =x3 x4+ xy(modp) and a base point P
over GF (p). The TA then selects a oneway hash function A(-).

1) SMART INDUSTRIAL DEVICE REGISTRATION
The TA registers SD, (Smart Industrial Device) through exe-
cution of following steps:

RD-1: The TA selects it’s own secret key d7s and the
identity, secret key and public key tuple {ID,, d,, O, =
d, - P} for SD, along with pseudo identity RD, =
h(ID;||dr4). The TA then using the timestamp RTS,,
computes TC, = h(d,||ID,||RTS;||dr4.

RD-2: The information obtained from RD-1, such that
RD,, TC,, Q,d;, h(-), E)(a, b), P is stored in the memory
of SD,. It is noted that Q, is announced widely to the
other entities. In addition, RD, can be sent to CSy, by TA
in a secure way.

2) CONTENT SERVER REGISTRATION
The content server CS), is registered during this phase. This
task is executed by 7A in the following steps.

RCS-1: In order to calculate the pseudo-identity of CS,
as RDy = h(IDy||da), public key Q) = d, - P, the TA
picks a unique identity IDcs; and a random secret key
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TABLE 1. The symbols and notation used in iUAKMS-NIB.

The TA places Qy over a public space and any intended

[ Symbol [ Explanation \ identity has access to the Q.
A An adversary RU-3: On receiving {RDy, TIDy, RDza, TCy, o, O,
Us. Do mth.user_and his/her mo_bile c_levice, respectively h()’ E,,(a, b), P}, The Ux pins BOX and the Dx
IDg;, RDy z’s identity and pseudo identity, respectively , f
PW!, BO, x’s password and biometric, respectively computes (ay, Tx) = GenB(BOyx), where BOy, o
TA,IDra Trusted authority and its identity, respectively and t, are the U,’s biometrics information, BO,
RDra TA'spseudoidentity . related secret key and re-production parameter, respec-
CSy, 1Dy y"" content server and its identity, respectively . e
RD, Pseudo identity of C'Sy, tively. Moreover, the “GenB(-)/RepB(-) are genera-
SD;, 1D y'" smart industrial device & its identity, respec- tion and re-production functions of the fuzzy-extractor
tively . .
RD. Pseudo identity of SD. related to the biometrics. Now the Ux/ further com-
dz, dy 160-bit secret keys of U, and C'Sy, respectively putes dx = h(RPW; [|RDy) ay s TC, =
d.,dra Secret keys of SD. and T'A, respectively / L /o *
X 1024-bit long-term random secret of Uy h(TCx ||)C||O[x), /)C , X *69 h(IDx ||PWxO[x), RDX ,
T, Ty 160-bit random secrets of U, and C'Sy, respec- RDx S /’l(PWxHOtx), TIDX = TIDx ® h(IDx”PWx)»
tively RD%, = RDpx ® h(ID.||RPW!| ), TCY = TC, ®
T 160-bit random secret of SD, h IEA RPW' lla’.. d* _x ”d XI!J IXD s d LVx _
Ts Various current timestamps (IDx | X ||le, x T "X ® h(IDy ||le) an -
AT Maximum transmission delay h(ID, ||RPW)£ ITCyldyx |ey). The U, then updates the D,
Gen(-) Generation process in fuzzy extractor ; * * * * g% *
Rep(+) Reproduction process in fuzzy extractor with the tuple RIDY. TID;. RDTA’ TCX ’ dx Qr, Tr, LVXT,
o, Biometric secret key of U, for BO; h(-), Gen(-), Rep(-), t, Ep(a, b), P
tTm ]P;ublic r?productign p}?rﬂneter of éfi fOfr BO, RU-4: The TA on successful registration of a user Uy
t tl - B .
trzrc(igro erance Tesiold required by Tuzzy ex communicates RD,, TID, to CSy and it removes the
h(-) fColli§i0n—resistant cryptographic one-way hash tuple RDy, TIDy, RDy, RD., dy, dy, d;, TC;, TC,, O{)/c,
unction 4 s
SKz,SD, Session key between U and SD, RPWX from 74’s own memory.
I, ® Concatenation & bitwise XOR operations, re-
spectively . B. USER LOGIN AND AUTHENTICATION PHASE
de Private key of entity £/ i . . .
Qe Public key of entity E, where Q. = de - P, A registered user Uy initiates this step to get NIB services and
where P is an elliptic curve point. for this the U, performs following login and authentication

steps:

dy for CS,. Meanwhile, it also generates it own pseudo
random identity RD7s = h(ID74||d7a).

RCS-2: The related content server and user information
RDy, RD,, TIDy, RDys, RD,, Qy, dy, h(-), Ey(a, b), P
is stored on a database created over a temper resistant
memory pfthe TA. Here, {RD,, TID, } are registered user
(Uy) related parameters. The public key Q) of the con-
tent server is publicly available to all intended entities.

3) USER REGISTRATION

This phase furnishes the user registration.The registration
curious user U, and TA mutually communicate over a secure
channel through execution of following steps to accomplish
this phase:

RU-1: The Uy selects identity-password pair {ID,, PW)}
in addition to a secret and random long term key xeZ,
and then it computes RPW, = h(PW/||x). Now, Uy
transmits {ID,, RPW/} to TA.

RU-2: On receiving {ID,, RPW)Z}, the 7A com-
putes pseudo and temporary identity pair {RD, =
h(IDy||d7a), TID,}, in addition to a secret and ran-
dom key derIj‘. After then, the TA computes Q, =
dy - P, the public key for the U, and the temporary
parameters The TA computes temporal credential of
Uy as TCy = h(IDy|RPW/||d||d7a||RTSy) and o, =
h(RPW/||RDy) @ d, (also termed as temporal creden-
tials) for U,. The TA now sends the tuple containing
{RD,, TID,, RD1s, TCy, o, Ox, h(-), Ey(a, b), P} to U,.
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ULA-1: The Uy submits the tuple {IDy, PW_, BO;} con-
sisting of it’s identity, password and biometrics. The
D, checks the relation of BO with the user-biometrics
imprinted during registration phase and in case if
both biometrics match each other the D, computes

o), = RepB(BO, t,). Now, the user side computes
x = x @ h(ID,|PW/al), RPW! = h(PW/|x),
RD, = RD, ® h(PW.|a,), TID, = TIDy &
h(ID,||PW)), RD7y = RDpy & h(ID,||[RPW!|a)),
TC, = TC, ® h(D,|RPW!||c), and o'dy =

dy @ h(IDy|la}). Now D, confirms the authenticity
of U, if LV 2 h(ID)||RPW/||TCy ||dy|ler,) holds
and furthers the process by generating the timestamp
and random number pair {77, r,}. The user device
now computes M; = h(ry||T1) ® (RD1A||RDy||dy -
OylT1), MMy = h(h(re |TOITC|IT) [IRDx||RD74) ©
h(h(re ITOIIRD7ANT1), My = h(RDx)||IRD74), My =
M, - P, M3 = M, + h(r||T1) - dy and selects the smart
device with RD; as it’s pseudo identity. U, completes
this step by sending Mge1 = {TIDy, RD,, M1, MM/, M>,
M3, T1} to CSy via open channel.

ULA-2: After successful login and receiving of Mg =
{TIDy, RD,, My, MM;, M>, M3, T1}, the CS, after
confirming the timestamp (77) freshness extracts RD,
relevant to the received TID.. The CS, then com-
putes h(r||T1) = My @ h(RD1al[RDx|ldy - Ox|IT1)
and My = h(RD;||[RDga). The CSy confirms the

genuineness of the U, if M3 - P 2 My +
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h(rc||T1) - Ox. The CS, after confirming genuineness
generates timestamp and random number pair {77, ry}
and computes My = h(ry||T2||RDy) & h(RD,|dy -
0:T2), MMy = MM; @& h(h(rc|TDIRD7allT) &
h(h(ryIT2 |[RDY)IIT2IRD;), My = h(RD.||T2), M5 =
M, - P and Mg = My + h(r,|T2|RDy) - dy. The CS,
then generates T/D}*", and computes M7 = TID?*" @
h(h(ry|IT)IIRD14|T2), where TID® is the new tem-
porary identity for Uy. Now, the CS, sends M, =
{RD,, My, MM>, M5, Mg, M7, Ty, T2} to SD,.

ULA-3: On receiving My» = {RD,, My, MM>, M5,
Mg, Mt, T1, T2}, the SD, after confirming the times-
tamp (77) freshness, computes h(ry||T2||RDy) = My @
h(RD,||d; - QylIT2), h(h(rx |ITOITCx IT1[|RDx |RD74) =
MM ®h(h(ry [ TOIRD1al TD®A(h(rk I TDIIRD7A I T1)®
h(h(ryIT2|[RDY)IIT2|IRD;), My = h(RD,||T>) and
checks Mg - P 2 Ms + h(ry||T2||RDy) - Q). The SD,
further computes Xy = h(h(ry || T1)||TCx || T1||RDx ||
RDr7y), if the previous condition holds. The SD, furthers
the process by generating the timestamp and random
number pair {73, r;} and computes M7; = h(r;||T3) &
(T T3d; - Qx), My = h(RD||TC;) @ h(h(r||T5)| 1),
M, = h(h(RD,|TC)|T1||T3), Mg = M, - P, and the
session key SKsp, v, = h(Xs||h(r | T)IT1 T2\ T3 || M>).
The SD, now generates signatures M9 = M, +
h(SK;, Uc|Mr||T1|IT3) - d; and sends Mgz =
{M7,M,, Mg, Mg, M1, T3, T2} to U,.

ULA-4: Onreceiving Mye3 = {M7, My, Mg, M9, Mr,
T3, T}, the U, after confirming the timestamp (73)
freshness, computes h(r;||73) = M7 & W(T1|T3]|0; -
&), WRD,ITC,) = Mx & h(h(rIT)IT), M, =
h(h(RD,||ITC)||T1||T3) and session key SKy, sp, =
h(h(h(r ITOITC I TV IRDx |[RD7A) h(r- I TN T |l
T7||T3]|M;). Now, U, verifies the genuineness of the
SD, by verifying the equality My - P =~ Mg +
h(SKy, sp, IM7|IT11|T3) - Q, and on successful ver-
ification, the U, computes TID}® = My &
h(h(ry|IT1)|IRD14| T2) and replaces TID, by TID".

V. PITFALLS OF WAZID ET AL."s SCHEME

In this section, we prove that the Wazid et al.’s scheme, given
in Fig. 2, can not provide authentication among a user and
a smart device. Moreover, it is also shown that their scheme
entails identity de-synchronization issues.

A. INCORRECTNESS

The authentication phase of Wazid et al.’s scheme is incor-
rect and it cannot be completed. As a severe consequence,
the user and the smart industrial device may not share the
key at all. Precisely, a user initiates a request by computing
and sending Mg,1 = {TIDy,RD;, M\, MM, M, M3, T}
to CSy and the CS,, further processes the request and after
verifying the legitimacy of the the user say U,, direct
message My = {RD;, My, MM>, M5, Mg, M7, T1, T2} to
SD,. The SD, processes the message and verifies the legit-
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imacy of CS, After then SD, computes and sends Me3 =
{M7, My, Mg, Mg, MTT3, T1} to U,. In this whole process the
SD, does not verify the legitimacy of the user U, rather SD,
does not know the real or pseudo identity of the user U, and
the message Mg, received from CS), also does not contain any
tangible information regarding the identity of U,. Therefore,
the step to send M,g3 from the SD, to U, is out of question.
Hence, the scheme Wazid et al. is incorrect and due to this
incorrectness, the said scheme fails to complete a round of
authentication process.

B. IDENTITY DE-SYNCHRONIZATION

The provision of anonymity and user privacy in the scheme of
Wazid et al. is achieved through temporary identity generated
by the CS, during registration phase and this temporary iden-
tity is updated during each login and authentication round,
described as follows: The user U, sends temporary identity
TID, as part of message Myg1. The CS, upon reception of
Mgy extracts RD, corresponding to TID, and then after
processing the message generates new temporary identity
TIDR®", hides it in My = TID?®" @ h(h(r|IT1)||IRD7AlIT2)
and sends it to SD, along with other parameters included in
M. This M7 is sent through M g3 from SD, to Uy. Finally,
the U, after processing the message updates TID, by TID}®".
Now, if any of the message Mg or M3 is blocked by an
attacker controlling the public communication channel as per
CK attack model adopted in this paper, the U, would not
be able to update its temporary TID,, whereas, the CS), has
already updated TID, by TID}", after receiving Mg1. Now,
both entities U, and CS), are having mismatched identities.
Hence, identity de-synchronization has occurred, and for the
next login by U, will fail.

Vi. PROPOSED SCHEME
This section explains the details of our proposed and
improved scheme iUAKMS-NIB, shown in Fig. 3.

A. REGISTRATION PHASE
This phase uses a fully TA that selects a ‘“‘non-singular elliptic
curve Ep(a, b) and forms “y2 = x3 + ax + b(modp) over
a Galois (finite) field GF(p), where p is a large prime,”
such that the “Elliptic Curve Discrete Logarithm Problem
(ECDLP)” becomes intractable, with “‘a base point P in
Ep(a, b), whose order is as big as p.

Furthermore, the TA selects a collision-resistant one-way
cryptographic hash algorithm 4(-) along with a private key
dta of the trusted authority.

1) SMART INDUSTRIAL DEVICE REGISTRATION
The following steps are performed by TA for registration of
the deployment of a smart industrial device.

PRS-1: First of all, a unique identity /D, and a random
secret key dzeZ; for smart device SD;, is chosen by
the TA. For SD,, TA calculates the pseudo identity of
SD, as RD, = h(ID,||d7a), the public key of d; as
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User (U,) / Mobile Device (D)

Content Server (C'S,)

Smart Industrial Device (SD.) ‘

Submit ID,,, PW,, BO,

Computes

a!. = Rep(BO., 7..)

=" ® h(ID, | PW.[})

RPW, = h(PW]||x)

RD!, = RD} & h(PW]| o)

TID, =TID} & h(ID,||PW])

RDfy = RDjy & h(IDy | RPW) |of,)

TC!, = TC: ® h(ID,||RPW. o))

dy = di ® h(ID,|al)

Check

LV' L W(ID,)| RPW,|TCy | da|of,)

Generate 11, ryeZ;; & Compute

My = h(r.||T1) & h(RD7a||RD,||d.. - Q|| Th)

MM, = h(h(r|T)|TC,|T1|RD,|RDTA) ©

h(h(ry||Ty)|RDpA||Ty)

M, = h(RD,)||[RDra)

My =M, - P

My = M, + h(r;|Ty) - d,(mod p)
Mqg1={TIDy,RD. My, MM, ,Mz,Ms, T}

Verifies T
Fetch RD,, and compute

h(re||T1) = My & h(RDral|RD:||dy - Q|| T1)

M = h(RDg||RDra)

Check

My - P L M+ h(r,||Th) - Q
Generate 1T, ryeZ; & Compute

M, —h(v./HTzHRDy)H~h(RD lldy - Q=|T2)

MM, = MM, & hh
h(h(ry||T2||RD,)|| T3 RD-)
M, = h(RD.||T»)
Ms=M.-P

Mg = M, + h(r,|T2||RD,) - d,,

Generate 71 D" and Compute

(re||T) | RDra|T1) &

My =TID & h(h(r:||T1)| RDra| T2)

Mg2={RD.,My,MMa,M5,Mg, My, Ty, T2}

Verifies T3 and Compute

hr:||Ts) = M7z & h(Th||T5)|Q- - dz)

WMRD.||TC.) = Mz & h(h(r.||T5)||T1)

M, = h(MRD.||TC.)|T:|Ts)

SKy. = h(h(h(re | TO|ITC || Ty | RD | RDr ) || A(r=|T5)
T2 T2 ] T5)1242)

My - P = Mg+ h(SK, .| Mr||T1||T5) - Q-

TID" = My @ h(h(ry||T1)|RDra||TID, || T2)
Replace T'1 D, with TID}"

Verify T> & Compute
h(ry||T2| RDy) = My & h(RD:||d- - Qy|T2)
h(h(r2||TV) || TC, || Ty || RD, HRD,A = MM & h(h(r.||T1)
HRDIA”Tl) b (r||T0)|[[RDT || T1) @
h(h(ry||T]| RD, ) | T2 RD:)
My = h(RD.||Ty)
Check
Mg - pPL Ms + h(ry||T2||RD,) - Q,
X. = h(h(ro /1) [TCI Ty | RD, [ RDy )
Generate T3, -¢Z, & Compute
M7 = h(r.||T3) & h(TIHTXHdz -Qq)

= h(RD.|TC.) & h(h(r.|T5)|T1)
*h(h (RD.||TC. HT1 175)
\[8 P
WXl h(r- | T5) ”TIHTZHT?H M)

L + WS K, .|| M| T ||T5) -

M g3={ Mz,M,Ms, Mo, My Tz T}

FIGURE 2. The existing scheme presented by Wazid et al. [13].

Q. = d; - P and the temporal credential as 7C, =
h(d;||ID,||RTS,||d14), where RTS, is the registration
timestamp of SD;.

PRS-2: The information obtained from RSD-1, such that
RD,, TC,, Q,,d;, h(-), Ey(a, b), Pis stored in the memory
of SD, before the development of SD,. It is noted that
Q; is announced widely to the other network entities.
In addition, RI d; can be sent to CS, by TA in a secure
way.

2) CONTENT SERVER REGISTRATION
The content server CS), is registered during this phase. This
task is executed by TA in the following steps.
PRC-1: The TA chooses a unique identity ID, and a
secret key dy = h(IDy||d74) for CS, to compute the
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pseudo identity of CSy, as RDy = h(IDy||d7a), public
key Qy = d, - P and its own pseudo-random identity
RD7p = h(ID74 || d7a).

PRC-2: The credentials RDy, RD,, TIDy, RD74, RD,,

Oy, dy, h(-), Ep(a,b), P are then stored in CS, is
secure/tamper-resistant database by the 7A.
Note that RD, and TID, related to a registered user
U, are generated in the below section during the user
registration phase. In addition, Q) is published publicly
to other network entities.

3) USER REGISTRATION

In this phase, the registration of a user Uy is performed by
the TA through a secure channel (e.g., in person) using the
following steps.
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User (U,) / Mobile Device (D) Content Server (C'S,) Smart Industrial Device (SD.)

Submit 1D, PWZ, BO.,
Computes
a!, = Rep(BO., 71,
z = a* ® h(ID,||PW.|l)
RPW! = h(PW.|z)
RD], = RD, ® h(PW[||cL,),
TID!, = TID, & h(ID,||PW")
RD}p, = RDr © h(ID,||RPW!
TC! = TC +, ®h(ID,| RPW! |,
dy = dey SH(ID, o)
Check
LV' L h(ID,)||RPW!(TC | dy )
Generate T1 ra eZ* & Compute
My = h(re||T1) & h(RD1 Al[RDg||dy - Qyl|T1)
MM, = h(h(ro|T)|TC,||Ty | RD. | RD7a) &
h(h(r, HTl)HRU: AllTY)
M, = h(RD,)|RDr.)

M,

I + h(re||Th) - da
M1 ={TI1D,,RD.,My,M M ,Ms,M3,T1 }

Verifies T}
Extract (RD,||ro) = Da,(TID,)
and compute
h(rz||Ty) = My @ h(RDra||RD.||dy - Q|| T1)
= h(RD,||RDr4)
Check M3 - P = My + h(r||T1) - Q
Generate T, 7',/52; & Compute
My = h(r,|T2|RD,) & h(RD |d, - Q.|[T2)
MM, = MM & h(h(ry]|T1)||RDral|Ty) @
h(h(uHTQHRﬁ ;\TZHRD)
M, T

M = \I +h(ryHT2HRD ) - dy
Miga={RD.,Ms, muz Mg, Mg, Ty, T2}

Verify T» and Compute
h(r, |12 BD,) = My @ h(RD.||d. - Q,|T2)
B(h(re | TOITC,IT, | RD, | RDra)
= MM, & h(h(ri|T0)|RDral|Th) & h(h(rg||T1)||RD7AlT)) &
h(h(ry||To]| RD,) || To[| RD-)
M, = h(RD.|T>)
Mg - P L My + h(r,|T2|RD,) - Q,
X, = h(h(ro|[T)||TC. || T3 | R || RD7.0)
Generate T3, r.€Z, & Compute
Mz = n(r.||T3) @ M(T1|T5]1d. - Qu)
My = h(RD-|TC:) © h(h(r:||T5)|T1)
M, = h(h(RD.||TC.) | 11| T5)
Mg=M,-P
SK.. = h(X,||h( m\n)unununw
My = M, +h SK. .|| T\ || T3)
Mg = h(ID, Hh( || T2||RDy HTj)
M g3={M7,My,,Ms,Mo,Ms,Ts}

Ms £ h(IDy|[h(r, | 5| RD,||T)

TID} = E(;U(RDI,,Hr-y)

Generate T);

My = TID" @ h(h(ry||T1)||RDra||T1)

M = h(TID'f‘“ HnHTID )
M.ga={M,g3,Mr ,Mc,T3,Ts}

Verifies T3 & T, and Compute

h(r2||T3) = M7 @ h(T1 || T5]|Q. - d.)

IW(RD:||TC:) = My @ h(h(r:||T3)[|T1)

M. = h(h(RD.|[TC.)|Ty|T)

SK,. = h(h(h(ra | T TC,| T4 | RD, | RDr.A) A |1 T6) T3 |2 | T3 22,)
Check My - P = My + h(SK, .| M| Ty||Ts) - Q-

TID"® = My & h(h(r,||T1)| RDra|T4)

Me £ h(TID""||Ty||TID,)

Replace T'1 D, with TID}"

FIGURE 3. Proposed Scheme (iUAKMS-NIB).

PRU-1: U, chooses user unique identity ID,, password computes temporal credential of U, as TC, =
PW, and a long-term random secret er; to calculate h(IDy||RPW/ ||y |d7alRTSy), &) = W(RPW/||RD,)®d,
the masked password RPW, = h(PW/||x). Uy then and its public key as O, = d,-P. The TA then sends RD,,,
sends ID,, RPW/ to the TA through a secure channel. TID, RD1a, TCy, ay, Oy, h(-), Ep(a, b), P to D, of Uy

PRU-2: After receiving the registration information, the through a secure channel.

TA computes the pseudo identity RD, = h(ID||d1s), Note that Q, is published publicly to other network
generates temporary identity 7IDy = Eq R, ||r) entities.

(ro being a random number generated by TA) and PRU-3: After receiving the information from 7A, Uy
a secret key dy = h(IDyl||dra) for U,. The TA furnishes biometric data BO, to the biometric sensor
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of his/her mobile device D, to compute (o, Ty) =
Gen(BOy), where o, and 7, are the biometric secret
key of [ bits and public reproduction parameter,
respectively and “Gen(-)/Rep(-) are the fuzzy extrac-
tor probabilistic generation and deterministic repro-
duction functions, respectively [41]”. Furthermore, U,

Mgg1 = {TIDx, RD;, My, MM\, M2, M3, T1} to CSy via
open channel.

C. USER AUTHENTICATION AND KEY AGREEMENT PHASE
This phase is required for mutual authentication among a

computes dy = hRPW!|RDy) @ o, , TCy = registered user Uy, a content server CS, and an accessed smart
WTCy|lxlal), x* = x EBX h(ID, | PW/ 0([]/“) RD* — industrial device SD,. After the successful completion of the
x/? - XX/ X

RD, @ h(PW!|&.), TID* = TID, & h(ID,||[PW/) following steps, both U, and SD, establish a session key for
X X7 X X7 . . . .
RD%, = RDpy ® h(IDy|RPW!||a}), TC} = TC, @ their secure communication via CS,.

h(ID||RPW/ |, df = dy & h(IDy|l}) and LV =
h(ID. |RPW/||TC ||dy||et,). Finally, RID?, TIDY, RD%,,
TCY, df,Ox, T, LVx*, h(-), Gen(-), Rep(-), t, Ep(a, b),
P are stored in the memory of D. Note that o/, x,
IDy, RPW], RD,, TID,, RD1, TCy, TCy and d, are
deleted from the memory of D, to protect against stolen
verifier, privileged insider attack, unauthorised session
key computation, illegal user’s password guessing and
user impersonation attacks.

PRU-4: The TA sends the credentials RD,, TID, to CS,
in a secure way through a pre-shared symmetric secret
key Ky, TA. The TA also erases RD,., TIDy, RDy, RD;, d,
dy, d., TCy, TC., a;, RPW/ from its memory to protect
against stolen verifier, privileged insider attack, unau-
thorized session key computation, illegal user’s pass-
word guessing and user impersonation attacks.

B. USER LOGIN PHASE

To access the services of the NIB, a legitimate user U,
first needs to login into the system. For such propose, the
following steps are required

PLU-1: U, furnishes his/her identity /D, and password
PW/, and also imprints biometrics BO, at the sensor of
his/her mobile device D, to calculate biometric secret
key ) = Rep(BO, ty) provided that the “Hamming
distance between the real biometrics BO, provided dur-
ing the user registration phase and current BO, is less
than or equal to a pre-defined error tolerance threshold,
say t”.

PLU-2: U, then computes o, = Rep(BO,, 1), x =
x* @ h(IDy||PW/||e.), RPW, = h(PW]|x), RD, =
RDy @ h(PW/]|}), TID, = TID, & h(ID.||PW)),
RD}, = RD1a @ h(IDy|RPW/|c}), TC, = TC %
®h(IDy |RPW||at,), dx = d %, ®h(IDy||c) and checks
the condition LV’ = h(ID,)|RPW.||TC.|dy |
a;). If it holds, U, is a genuine user; otherwise, the login
phase is halted immediately.

PLU-3: D, generates a current timestamp 77 and a
random secret rer[f to calculate M| = h(r¢||T1) &
WRD1AlIRDx || d- QyIIT1), MMy = h(h(rcITOITCk [T ||
RD||RD74) @ h(h(rc[ITDIRD7AlITY), My = h(RD)|
RD1a), My = My - P, M3 = My + h(«|ITh) - dx.
U, then picks an accessed smart device SD, with
its pseudo identity RD, and sends the login message
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PKM-1: After receiving Msg; from Uy, CS, first veri-
fies the timeliness of T through the condition, |7} —
T[| < AT, where the “maximum transmission delay”
is represented by AT and T is reception time of the
message M. If it matches, CS, extracts (RDy||ro) =
Dy, (TIDy). CSy further calculates h(ry||T1) = M @
h(RD1AlIRDxldy - Ox|IT1), My = h(RDx||RD74) and
checks if M3 - P = M + h(r«||T1) - Q. If CS, finds
this condition true, Uy is authenticated by CS,.

PKM-2: CS) generates a current timestamp 7> and a
random secret ryeZ;f to compute My = h(ry||T2||RDy) ®
hRD\\dy - O:IT2), MMy = MM & h(h(rc||TD|
RD 7 | TH)®h(h(ry | T2 |RDy) | T2 RD:), My = h(RD: || T),
Ms = M, - P and the ElGamal type signature Mg =
M, + h(ry|T2||IRDy) - dy. CS, then sends the message
M = {RD;, M4, MM>, M5, Mg, T1, T2} to SD; via
open channel.

PKM-3: After receiving My, from CSy, SD, first ver-
ifies the timeliness of 7> by checking |T» — T2*| <
AT where TZ* is reception time of the message M.
If it is valid, SD, computes h(ry[|T2||RDy) = M4 @
h(RD.||d; - Oyl T2), h(h(rx [TOITCx I T1 |[RDx [|RD14), =
MMr®h(h(rc [ TOIRD 1Al TV)@h(h(r [ TOIRD7A I T1)®
h(h(ry | T2IRDY)IT2IIRD;), My = h(RD||T2) and
checks Mg - P 2 Ms + h(ryIT2|IRDy) - Qy. If SD;, finds
this condition true, CSy is authenticated by SD,, and SD,
sets X5 = h(h(ry |T)ITC|IT1 || RDx [[RD14).

PKM-4: SD, generates a current timestamp 73 and a
random secret rzeZ;," to calculate M7 = h(r,||T3) &
(T || T3d: - Ox), My, = h(RD, | TC) @ h(h(r. | T5)|IT1),
M; = h(W(RD|TC)HIT1|T3), Mg = M; - P, ses-
sion key SKzx = h(X,|h(r||T)I|T1 | TI| T3 M), and
generates the ElGamal type signature My = M, +
h(SK; || T11|T3) - d;. Now, SD, computes Mg =
h(IDy||h(ry|IT2|IRDy||T3) and then sends the message
Mg = h(IDy||h(ry||T2|IRDy||T3) to Uy through the open
channel.

PKM-5: After receiving Mg from SD,, CS, first
verifies the timeliness of 73 by checking |73 —
T;| < AT where Ty is reception time of the mes-

sage Mg3. If it is valid, CS, further checks Mg 2
h(IDy||h(ry|IT2|IRDy||T3) and on verification it com-
putes new pseduo and temporary identity TID{®" =
E4,(RDy||ry) for U, and then generates current 74 to
compute My = TIDY™ & h(h(rc|[TD)IIRD74llT4),
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Mc = RWITID?"||T4||TID,) and sends Mgy =
{M3g37MT’MCaT37T4} to UX’

PKM-6: After receiving Mg from CSy and after
successful verification of the timeliness of T4, U,
computes h(r;|T3) = M7 & WTi|T3(0Q; - dy),
hRD||TC;) = My @& h(h(r|T)HIT), M, =
h(h(RD,||TC,)||T1||T3), and session key SK,, =
h(h(h(r [TONTC | T1|RDx |RDTA) (o | T)I T (| T2l

T3||M;), and checks My- P Z Mg +h(SKy \MT || T1||T3)-
Q.. If this condition holds true, SD, is genuine; oth-
erwise, U, immediately aborts the process. U, also
computes TID?® = Mt & h(h(ry||T1)||RD74||T4) and

X
checks M¢ 2 WTIDV||T4]|TIDy) In addition and
if the above condition is true U, replaces TID, with
TID?®" in it’s memory database which will be used in
the upcoming sessions.

VIl. PERFORMANCE ANALYSIS

This section evaluates the performance of the proposed
scheme in terms of computation cost, and communi-
cation cost of the proposed scheme with the exist-
ing schemes. The details are given in the following
subsections.

A. COMPUTATIONAL COST ANALYSIS

The subsection presents a high-level overview of the com-
parative computing cost study of our method and similar
schemes such as [13], [37], [42], [43], [44]. We set up a
real-time environment in which we run an experiment using
the MIRACL Library on a smartphone, the iPhone Xs Max,
which has 8 GB of RAM and a Dual Core + 1.6 GHz
Quad-Core Processor. The underlying IOS operating system
version is version 15.1. In other words, the iPhone Xs Max is
used and represents a user/mobile device in this experiment.
The Dell Ultrabook 8757P, with an Intel Core i5-6300C
processor and 8 GB of RAM, was used as a content server,
with the Windows 10 Pro operating system running on top
of the machine. In a similar way, we utilized a Raspberry
Pi 3 B+ with a Cortex-A53 (ARMv8) 64-bit SoC running at
1.4 GHz and 1 GB of LPDDR2 SDRAM RAM to simulate a
smart device. Table 2 contains the simulation results for each
device; also, following the analogy of [45], we consider Ty ~
T,, where T is the running time of executing a fuzzy extractor
and T, is the time used to compute the results. According to
the experimental results, the proposed scheme may complete
the authenticated process in about 59.00 milliseconds at a cost
of 40 Ty + 16T, + 3 T, + 3 T,. In comparison to the schemes
such as Wazid et al. [13], Hussain et al. [42], Jia et al. [43],
Chang et al. [37], and Challa ez al. [44], complete the authen-
tication processes in about 60.428, 32.929, 58.561, 14.339,
and 12.574 milliseconds, respectively. According to the com-
putational cost, the Challa et al. performs the best; however,
the proposed scheme is significantly more secure than the rest
of the schemes.The comparison is each of the entity is given
in the Table 3.
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TABLE 2. Experimental results.

JOperation/ Device— Mobile  Server  Drone
Ty: Bi-linear Pairing 17.36 4.038  12.52
Te: Point Multiplication 5.116 0.926  4.107
Tq: Point Addition 0.013 0.006  0.018
T},: One way Hash 0.009 0.004  0.006

T’-: Random Number Generation  2.011 0.118 1.185
Tse: Symmetric Key Operations ~ 0.017 0.08 0.013

B. COMMUNICATION COST

In this section, the communication cost of the proposed
scheme is calculated and compared with the existing
schemes. Table 4 displays a size of different metric entities
used in the proposed scheme. For the sake of comparison
and simplicity, the size of user identities is taken to be
64 bits long, the timestamp is 32 bits, the hash function is
160 bits, the random number is 64 bits, encryption (AES)
is 128 bits, and the size of ECC operations are fixed at
320 bits in order to maintain a comparable security level
with 1024 bits RSA. Table 5 displays a detailed comparison
among the suggested schemes presented in [13], [37], [42],
[43], [44] with regard to the bits transferred. The cost of
communication of the proposed scheme is 3072 bits, which
is equal to Wazid’s et al. scheme. The total communication
cost of Jia et al. is 3520 bits, which is slightly higher than the
proposed scheme. On the other hand, the total communica-
tion costs of Challa et al., Hussain et al., and Chang et al.,
are 1536 bits, 2080 bits, and 2144 bits, respectively; which
are less than the proposed scheme. However, the proposed
scheme provides better security than all the above mentioned
schemes.

VIIl. THE SECURITY ANALYSIS

To describe the security of the proposed scheme, we have
scrutinized the scheme through formal and informal security
analysis in the following subsections:

A. AUTHENTICATION PROOF BASED ON THE
Burrows-ABADI-NEEDHAM LOGIC (BAN LOGIC)

The security of the proposed scheme is formally analyzed
in the standard model using the widely accepted Burrows—
Abadi— Needham logic [46].

1) POSTULATES FOR BAN LOGIC
Some of the logical postulates of BAN logic and the meaning
related to the postulates are given below in Table 6:

2) SECURITY GOAL ESTABLISHMENT
Established security goals and logical notations of the BAN
logic are given below in Table 7.

SK.y
G1:Uy| =8SD| = Ux «<—— SD

3) PROPOSED SCHEMES IDEALIZED FORM
MI: SD — Uy: (h(r||T3) ® W(T1[|T2|[T5]1d:||Qx)),
MRD||TC;) © h(h(r;||T3)||T1), Mz.P, Mz + h
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TABLE 3. Computational costs.

Reference Mobile Content Smart RT(ms)
User Server Device
Wazid et al. [13] 19Ty + 6T + T + Tr- 11Ty, + 6T + T4, + Tr 12Ty + 5T + To + Tr- 60.425
Hussain ez al. [42] 8Ty + 2T + 2T TTh + Te 61y + 4T + T 32.929
Jia. et al. [43] 5Th +2Te +Tr + Ty Ty +3Te + T + Ty AT +2Te + T + Ty 58.561
Chang et al. [37] 6Ty, + 2T, + T 6Ty + 2T + Ty 8Th 14.339
Challa et al. [44] 11T, + Te + T 5Ty, 6Ty + Te + T 12.574
Proposed 19Ty, + 6Te +Ta +Tr  9Th + 5T + Ta + 2Tsc + Tr 12Ty, + 5Te +To +T»  59.651

TABLE 4. Communication cost values.

Attribute Cost Value
Identity 64 bits
Timestamp 32 btis
Hash Function (SHA-1) 160 btis
Random Number 64 btis
Encryption (AES) 128 btis
Elliptic Curve (ECC) 320 btis

TABLE 5. Communication cost analysis.

Reference User (Uz)  Content Server (C'Sy)  Smart Device (SD.)  Total Cost
Proposed 800 bits 928 + 352 bits 992 bits 3072 bits
Wazid et al. [13] 1056 bits 1088 bits 928 bits 3072 bits
Hussain er al. [42] 896 bits 672 bits 512 bits 2080 bits
Jia. et al. [43] 672 bits 1344 + 832 bits 672 bits 3520 bits
Chang er al. [37] 672 bits 608 + 352 bits 512 bits 2144 bits
Challa et al. [44] 672 bits 352 bits 512 bits 1536 bits

(SKz, x||T1[|T3).dz, h(IDy||h(ry|| T2 ||[RDy||T3),T3),
TIDY™ & h(h(rc, TD)IIRD1al|T4), R(TIDY"||T4||TIDy),
(T3, 14)

4) ASSUMPTIONS
Al Uy| = “#(r, T1)
A2:Uy|=SD|=SD~X
A3:U | =SD = (SD &5 sp)
A4:SD| = CS = CS| ~ X
A5 : CS| = (ry, Ty, T2)
A6 : SD| = #(r., T3)
AT U =W, &% cs)

RD,
A8 :SD| = (CS <> SD)
dz

A9: SD| = (CS <% sD)

A10: U, = U, &4 cs)
AllL: U =W, 2 cs)
AL2: U =W, 25 sp)
Al13: U = CS| = CS| ~ X

Al4:SD| = (SD 24 M)
Step-1 According to Message 1:

¢ RD;
« P1: U<« (Ux <Q—) SD, Ty, Tz, dZ><r2>7(UX A

D, TC,, T, T M,.P), (M,, T, T
S ) CZ7 1s 3)(7‘2)7( z >7( 7241, 3><U¥ (&SD, dZ)v
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TABLE 6. Postulates for BAN logic.

A‘EAALE);|’4:58>K Message-meaning rule
W Nonce-verification rule
ATDAES Belief Rule
%ﬁ s Frevsh .COleuncatenation rule
T Jurisdiction rule

TABLE 7. BAN logic notations.

Al=B A believes a statement B
ALy Share a key K between A and Y
#B B is fresh

A4 B Asees B

Al ~ B A said B

(B,C)k B, C is hashed by key K
{B}x B is hashed with key K

< B>k B is encrypted with key K

RD, RD,
(IDy, Uy <— 8D, Ty, T3)(ry), (I3), (Ux <«—

CS, TID,, Ty,

. TID,

Ts) Uy <> SD, (Uy <= CS, T3, T4)giprev,
Step-2 Based on P1, Assumptions 1,2,3 and message mean-
ing rule we get:

o P2:U<(Th, T2, d2) iy, (T, T3, TC;)(ppy, (Mz.P),

(Mz, To, T3) 4y (IDy, Tv, T3) 0, (T3), (T, Ta) quprew
Step-3 According to the P2 and message belief rule, nonce
verification and freshness rule we get:

e P3:Upl = CS| = (d2) sy, (TC2) e (M2P), (M4,

UDy) (ry
Step-4 based on S3, Assumptions A2 and A13 and jurisdic-
tion rule we get:

o« P4: UX' = (dz>(r1)v (TCZ>(rz)a <MZP>7 (MZ><dz)s <1Dy><ry>
Step-5 Based on P4 and P3 and assumptions A2, A13, Al4
and belief rule we get:

SKy
e P5:U| =S8D| = Ux < SD Goall

IX. CONCLUSION
In this article, we analyzed a recent authentication scheme
by the Wazid et al. and found some incorrectness.
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An authentication scheme is proposed in Wazid e al. for the
NIB-enabled 6G networking systems. However, the scheme
has missed an essential step of encryption at the content
server. Therefore, the scheme is impractical and can not
complete the authentication process. In response, the article
proposed a modified version of the scheme in order to provide
a better authentication mechanism. The article provides a
detailed comparison of the proposed scheme with existing
schemes in terms of computational cost and communication
costs. The security analysis is also provided in this scheme.
The proposed scheme will be implemented in the IoT-based
networking system in the future.
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