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Comments and Replies

Comments on “Biometrics-Based Privacy-Preserving
User Authentication Scheme for Cloud-Based

Industrial Internet of Things Deployment”
Sajid Hussain and Shehzad Ashraf Chaudhry

Abstract—Very recently, Das et al. (IEEE Internet of Things
Journal, pp. 4900–4913, 5(6), DOI: 10.1109/JIOT.2018.2877690,
2018) presented a biometric-based solution for security and pri-
vacy in Industrial Internet of Things architecture. Das et al.
claimed that their protocol is secure against known attacks.
However, this comment shows that their protocol is defense-
less against stolen verifier, stolen smart device, and traceability
attacks. The attacker having access to public parameters and any
of the verifier and parameters stored in smart device can easily
expose the session key shared among the user and the smart
device. Moreover, their protocol fails to provide perfect forward
secrecy. Finally, this article also provides some necessary guide-
lines on attack resilience for the authentication schemes based
on merely the symmetric key primitives, which are overlooked
by Das et al.

Index Terms—Industrial Internet of Things (IIoT), insider
attack, key establishment, perfect forward secrecy, secret key
expose, stolen smart device, stolen verifier attack.

I. INTRODUCTION

THE INDUSTRIAL Internet of Things (IIoT) is a system
of interconnected smart devices equipped with sensors,

actuators, and machinery to collect, interpret, and analyze data
for making intelligent decisions without human intervention.
Smart devices deal with sensitive data. The security and pri-
vacy are the main concerns for its productive realization as
smart devices exchange information over public channel. Very
Recently, Das et al. [1] presented a biometric-based authenti-
cation scheme to provide security and privacy in cloud-based
IIoT Deployment. However, this comment shows that their
protocol is defenseless against stolen verifier attack [7]–[9],
which is a very realistic and common attack on authentica-
tion schemes [10], [11]. The attacker having access to public
parameters and the verifier can easily expose the session key
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shared among the user and smart device. Moreover, their
scheme is also defenseless against traceability and stolen smart
device attacks and fails to provide perfect forward secrecy.
For cryptanalysis purposes the common adversarial model
in Section I-A is adopted. The rest of this article is orga-
nized as follows, in Section II a brief review of Das et al.’s
scheme is presented, then it is cryptanalysis is presented in
Section III. Some guidelines for attack resilience in symmetric
key-based crypto-systems is provided in Section IV. Finally,
the conclusion is given in Section V.

A. Adversarial Model

In this article, we consider the common adversarial model
as mentioned in [2]–[4]. Where according to capabilities of
the adversary UA, following realistic assumptions are made.

1) UA fully controls the public communication channel. UA
can capture, replay, modify, insert a new message, and
can delete any message.

2) UA after getting registered with GW can get his own
smart card and can extract information stored in that
smart card [5], [6].

3) UA being insider can extract verifier table from GW
database [7]–[11].

II. REVIEW OF THE SCHEME OF DAS et al.

This section briefly reviews Das et al. [1] scheme which
comprises of three types of entity, the user Ui, the gateway
node GW, and the smart device SDj. The Gateway node GW
mainly provides registration procedure to Ui and SDj. The
scheme of Das et al. consists of six phases, detailed as below.

A. Offline Smart Device Registration Phase

Following steps are followed to complete offline smart
device registration phase.

Step OR 1: GW picks a unique identity IDSDj for every
deployed smart device SDj along with it’s
respective identity TIDSDj and a unique secret
key dSDj . The gateway node GW creates IDgw,
and temporary identity TIDgw, and k (unique
master key) as well as dgw (the secret key).
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Step OR 2: For every smart device SDj, GW computes
RIDSDj = h(IDgw||k) and temporary TCSDj =
h(RIDSDj‖IDgw‖dgw‖RTSSDj), where the regis-
tration time stamp of SDj is RTSSDj .

Step OR 3: Then GW creates t-degree bivariate symmet-
ric polynomial f (x, y) = ∑t

i, j =0 aijxiyj ∈
GF(p)[x, y], from finite field GP(p) = Zp, Zp =
0, 1, . . . , p − 1 the coefficient a′

ijs are selected
where p is large prime of 160-bit prime num-
ber. So f (x, y) is symmetric, then f (x, y) =
f (x, y). Then, polynomial share for SDj as
f (TIDSj , y) = ∑ti , j =0 aij(TIDSDj)

iyj com-
puted by GW, which is t-degree uni-variate
polynomial and GP(p) is again its coefficients.
Then, GW have to compute its own polynomial
f (TIDgw, y) = ∑ti , j =0 aij(TIDSDj)

iyj.
Step OR 4: Now, SDj is preloaded with

dSDj , TCSDj , (TIDSDj , RIDSDj), f (TIDSDj , y)
in some area for deployment. The GW also
stores k, IDgw, dgw, TIDgw, f (TIDgw, y), and
TIDSDj , RIDSDj relevant to every SDj.

B. User Registration Phase

The user registration phase consists of the following steps
to complete the registration of a user Ui at the Gateway Node
GW.

Step REG 1: Ui chooses an identity IDi and imprints bio-
metric BIOi at the biometric device terminal.
A fuzzy extractor is used in this scheme
for biometric verification. The fuzzy extractor
function produce biometric secret bki on the
input of biometric BIOi produce Gen(BIOi) =
(bki, pri).

Step REG 2: Ui selects a secret key di, computes RIDi =
h(IDi‖di) and sends (RIDi) to GW for regis-
tration request.

Step REG 3: Upon reception, GW computes TCi =
h(RIDi‖dgw‖RTSi), the temporary identity of
user TIDi and computes it’s own TCgw =
h(IDgw‖dgw) and smart card SCi having
[TIDi, TCi, h(TCgw)] is handed over to user
Ui securely. The GW also saves [TIDIi, RIDi]
in its database related to the registered user
Ui.

Step REG 4: User Ui computes Gen(BIOi) = (bki, pri),
d′

i = di ⊕ h(bki‖IDi), TC′
i = TCi ⊕

h(di‖bki‖IDi), RID′
i = RIDi ⊕ h(bki‖di),

TC′
gw = h(TCgw) ⊕ h(RIDi‖bki‖di), and

RBi = h(IDi‖bki) from GW. [TIDi, RBi,
RID′

i, d′
i, TC′

i, TC′
gw, h(.), Gen(.), Rep(.), pri,

et] in SCi’s memory and then discard TCi and
h(TCgw).

C. Key Management Phase

The main purpose of this phase is to establish a pair-
wise secret key between GW and device SDj. This step is

performed only once when smart device is deployed in the
IIoT environment.

Step KM 1: SDj sends it’s TIDSDj to GW through insecure
channel.

Step KM 2: The gateway node also sends TIDgw to SDj

through insecure channel.
Step KM 3: SDj computes Ksdjgw =

h(f (TIDSDj , TIDgw)‖RIDSDj) using poly-
nomial f (TIDSDj , y) and pseudo identity
RIDSDj and then saves the Ksdjgw in the
memory.

Step KM 4: Then, GW computes Ksdjgw =
h(f (TIDgw, TIDSDj)‖RIDSDj), (= Ksdjgw)

by using saved polynomial share f (TIDgw, y)
and also RIDSDj of SDj in the database. So,
f (TIDSDj , TIDgw) = f (TIDgw, TIDSDj), and
then store the key Ksdjgw in the database.

D. User Login and Authentication phase

The login and authentication phase as shown in Fig. 1 is
initiated by a legitimate user Ui. Following steps are performed
between user Ui, Gateway GW, and smart device SDj.

Step LA 1: User first inputs Smart card SCi, biometric
BIO′

i, and identity IDi. SCi retrieves the orig-
inal BIO′

i as bki = Rep(BIO′
i, pri), given by

HamDist(BIO′
i, BIOi) ≤ et. SCi further calcu-

lates RB′
i = h(IDi‖bki) and checks RB′

i
?= RBi

if not so SCi ends the session. SCi com-
putes di = d′

i ⊕ h(bki‖IDi), TCi = TC′
i ⊕

h(di‖bki‖IDi), RIDi = RID′
i ⊕ h(di‖bki) and

TC∗
gw = TC′

gw ⊕ h(RIDi‖bki‖di) = h(TCgw).
The current time stamp T1 and ran-
dom nonce ru are generated by SCi,
and then SCi computes TID′

i =
TIDi ⊕ h(TC∗

gw‖T1), Xi = h(RIDi‖TIDi‖T1) ⊕
h(di‖TCi‖ru‖RIDi‖T1), and Yi = RIDSDj ⊕
h(TC∗

gw‖RIDi‖T1). Also, SCi computes
Zi = h(h(di‖TCi‖ru‖RIDi‖T1)‖TC∗

gw‖RIDi)

and sends message to GW as a login Request
Msg1 = <TID′

i, Xi, Yi, Zi, T1>.
Step LA 2: Once Msg1 is received from Ui. GW first

checks the maximum transmission delay
| T∗

1 − T1 |≤ 	T , after that GW com-
putes TIDi = TID′

i ⊕ h(h(TCgw)‖T1).
GW calculates Vgw = Xi ⊕
h(RIDi‖TIDi‖T1) = h(di‖TCi‖ru‖RIDi‖T1),
RIDSDj = Yi ⊕ h(h(TCgw)‖RIDi‖T1) and

Wgw = h(Vgw‖h(TCgw)‖RIDi), if Wgw
?= Zi,

then GW successfully authenticates Ui. GW
generates current time-stamp T2 and com-
putes Xgw = Vgw ⊕ h(Kgwsdj‖RIDSDj‖T2) =
h(di‖TCi‖ru‖RIDi‖T1)⊕h(Kgwsdj‖RIDSDj‖T2),
Ygw = h(RIDi‖T1) ⊕
h(Kgwsdj‖TIDSDj‖RIDSDj‖T2) and Zgw

= h(Xgw‖Ygw‖Kgwsdj‖T2). Message
Msg2 = <Xgw, Ygw, Zgw, T2> by GW is
sent to SDj.
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Fig. 1. Das et al.’s scheme.

Step LA 3: Upon reception of Msg2, SDj checks the maxi-
mum transmission delay |T∗

2 −T2| ≤ 	T . Then
SDj compute Zsdj = h(Xgw‖Ygw‖Ksdjgw‖T2)

by using pairwise key Ksdjgw(= Kgwsdj)

with GW and then verifies Zsdj
?= Zgw, if

so then SDj authenticates GW. Then SDj

creates random nonce rsd and time-stamp
T3 and computes Xj = Xgw ⊕ h(Ksdjkw

‖RIDSDj‖T2) = h(di‖TCi‖ru‖RIDi|T1),
Yj = Ygw ⊕ h(Ksdjgw‖TIDSDi‖RIDSDj‖T2) =
h(RIDi‖T1), Zj = h(dSDj‖TCSDj‖
RIDSDj‖Ksdjgw‖rsd‖T3), and session key
SKij = h(Xj‖Zj‖T3), Vj = Zj ⊕ h(Yj‖T3)

and Wj = h(SKij‖T3). Then, message
Msg3 = <Vj, Wj, T3> is sent by SDj to Ui.

Step LA 4: Upon reception of message Msg3, user Ui

checks transmission delay |T∗
3 − T3| ≤ 	T .

SCi computes Ai = Vj ⊕ h(h(RIDi‖T1)‖T3) =
h(dSDj‖TCSDj‖RIDSDj‖Ksdjgw‖rsd‖T3), and
shared session key by smart devices SDj,
SK′

ij = h(h(di‖TCi‖ru‖RIDi‖T1)‖Ai‖T3)

(= SKij), Bi = h(SK′
ij‖T3). Ui checks

Bi
?= Wj. Ui rejects the session key in case of

failure. At the last user Ui and smart devices
SDj store the computed session key for future
secure communication.

III. WEAKNESSES OF DAS et al.’S SCHEME

This section shows that the authentication scheme for cloud-
based IIoT by Das et al. [1] is vulnerable to traceability,
stolen-verifier, and stolen smart device attacks. Moreover, this
section also shows that their scheme does not provide perfect
forward secrecy.

A. Traceability Attack

Let UA be a dishonest but legal user registered with the
system and by using his own smart card and biometrics UA
computes

TC∗
gw = h(TCgw). (1)

Let another user Ui initiate a login request by sending message
Msg1 = {TID′

i, Xi, Yi, Zi, T1)}, UA intercepts the message and
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compute

TIDi = TID′
i ⊕ h(TC∗

gw||T1) (2)

where TIDi remains same for all sessions, therefore UA has
launched successful traceability attack.

B. Stolen-Verifier Attack

Let UA be an insider of Gateway node (GW), UA based
on his privileges steals verifier table from GW database.
UA may get TIDi and corresponding RIDi. Now, based on
the verifier information pair {TIDi, RIDi} and the extracted
TC∗

gw = h(TCgw), UA can compute the session key shared
between a user Ui and a smart device SDj as follows.

Step SVA 1: Ui initiates login request by sending Msg1 =
<TID′

i, Xi, Yi, Zi, T1> to GW.
Step SVA 2: UA intercepts the message and computes

TIDi = TID′
i ⊕ h(TCgw||T1). (3)

UA using stolen verifier, extracts correspond-
ing RIDi, and computes

Vgw = Xi ⊕ h(RIDi||TIDi||T1) (4)

= h(di||TCi||ru||RIDi||T1). (5)

Step SVA 3: GW after verification of Ui credentials directs
Msg2 = <Xgw, Ygw, Zgw, T2> to SDj.

Step SVA 4: SDj after validation of Msg2 sends Msg3 =
<Vj, Wj, T3> to Ui. UA intercepts the mes-
sage.

Step SVA 5: Ui computes session key SKij =
h(h(di||TCi||ru||RIDi||T1)||Ai||T3).

Step SVA 6: UA computes

Ai = Vj ⊕ h(h(RIDi||T1)||T3) (6)

Step SVA 7: Finally, UA computes the session key

SKij = h
(
Vgw||Ai||T3

)
. (7)

The session key computed by Ui and SDj is same as com-
puted by UA in (7). Therefore, the shared secret key has been
compromised using stolen verifier attack.

C. Stolen Smart Device Attack

Let UA manages to get
TCSDj , (TIDSDj , RIDSDj), f (TIDSDj,y) stored in smart
device, then UA can easily compute Yj = Ygw ⊕
h(Ksdjgw||TCSDj ||RIDSDj ||T2), Zj = Vj ⊕ h(Yj||T3) and
Xj = Xgw ⊕ h(Ksdjgw||RIDSDj ||T2). Finally, UA can compute
the session key SK = h(Xj||Zj||T3). Therefore, Das et al.’s
scheme is vulnerable to stolen smart device attack.

D. Non Provision of Perfect Forward Secrecy

In Das et al.’s scheme, an adversary UA
can easily compute RIDSDj = h(IDgw||k),
TCSDj = h(RIDSDj ||IDgw||dgw||RTSSDj), Yj =
Ygw ⊕ h(Ksdjgw||TCSDj ||RIDSDj ||T2), Zj = Vj ⊕ h(Yj||T3),
Xj = Xgw ⊕ h(Ksdjgw||RIDSDj ||T2), and SK = h(Xj||Zj||T3),
if the GW node’s secret keys k and dgw are compromised.
Therefore, Das et al.’s scheme fails to provide perfect forward
secrecy.

IV. DISCUSSION ON ATTACK RESILIENCE

This section describes some necessary guidelines on attack
resilience overlooked by Das et al. during design phase of their
biometric-based authentication scheme for IIoT structured over
the symmetric key primitives.

1) The Gateway node should not store any verifier table
and if it is necessary; to resist any stolen verifier attack,
the verifier should be stored in encrypted form.

2) Every user must have one or more unique parameters
for authentication purposes, i.e., the login request may
not be formed on generic parameters.

3) To achieve anonymity and to resist traceability attack in
a cryptographic system based merely on the symmetric
key primitives, either the user may store a long range of
unlinked pseudo identities or gateway node after each
successful login request should send a new identity to
the user for next login.

4) The session key should comprise of some randomly
generated nonpublic parameters and that too from each
user and smart device to provide perfect forward secrecy
as well as to provide resistance to smart device stolen
attack.

V. CONCLUSION

In this comment, we have shown that Das et al.’s biometric-
based authentication scheme for IIoT is vulnerable to trace-
ability, stolen verifier, and stolen smart device attacks. A legal
but dishonest user of the system can easily launch traceability
attack. Moreover, the dishonest user after stealing the verifier
table and/or parameters stored in smart device can compute
any session key shared among smart device and users. We have
also shown that Das et al.’s scheme fails to provide perfect
forward secrecy. Finally, we have provided some guidelines
on attack resilience for the authentication schemes based on
merely the symmetric key primitives.
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